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Motivation

static const char* trusted = "TRUSTED";
char game_state[64] = ...;
extern void eval(const charx);

void update_game_state(int x, int y, char c) {
if (x < 88& vy < 8) {
game_state[y * 8 + x] = c;
}
eval(TRUSTED) ;
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static const char* trusted = "TRUSTED";
char game_state[64] = ...;
extern void eval(const charx);

void update_game_state(int x, int y, char c) {
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game_state[y * 8 + x] = c;

}
eval(TRUSTED) ;

Everything Old is New Again: Binary Security of WebAssembly

Michael Pradel
University of Stutigart




Safety Properties

static const char* trusted = "TRUSTED";
char game_state[64] = ...;
extern void eval(const charx);

void update_game_state(int x, int y, char c) {
if (x < 8 & y < 8) {
game_state[y * 8 + x| = c;

}
eval(TRUSTED) ;



Safety Properties

static const char* trusted = "TRUSTED";
char game_state[64] = ...;
extern void eval(const charx);

void update_game_state(int x, int y, char c) {
if (x < 8 & y < 8) {
game_state[y * 8 + x| = c;

}
eval(TRUSTED) ;



Safety Properties

static const char* trusted = "TRUSTED";
char game_state[64] = ...;
extern void eval(const charx);

void update_game_state(int x, int y, char c) {
if (x < 8 & y < 8) {
game_state[y * 8 + x| = c;

}
eval(TRUSTED) ;



Safety Properties

static const char* trusted = "TRUSTED";
char game_state[64] = ...;
extern void eval(const charx);

void update_game_state(int x, int y, char c) {
if (x < 8 & y < 8) {
game_state[y * 8 + x| = c;

}
eval(TRUSTED) ;



Safety Properties

static const char* trusted = "TRUSTED";
char game_state[64] = ...;
extern void eval(const char*);

void update_game_state(int x, int y, char c) {
if (0 <= x && x < 8 && 0 <=y && y < 8) {
game_state[y * 8 + x] = c;

}
eval(TRUSTED) ;
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The Semantics of WebAssembly

S;F;instryy < S';F';instr™*

‘WasmRef-Isabelle: A Verified Monadic Interpreter and
Industrial Fuzzing Oracle for WebAssembly

CONRAD WATT, University of Cambridge, UK
MAJA TRELA, University of Cambridge, UK and Jane Street, UK
PETER LAMMICH, University o Twente, Netherlands

FLORIAN MARKL, Technical University of Munich, Germany

We pres jsabelle/HOL and proven
Cortet i reapet o he WasnCert bl mechanitionof WebAssenmbly WamnRet bl s been
Wasnime,a widly
WebAssemi il OCaml
by e the eference mterpetr exibited

unacceptable ,mmmm harcteriics, uich 4 ‘maintainers decided ot tofix i orde to presrve the
interpreter's lose definitional correspondence with the offical specification. With WasmRef sabelle, we
eter fast enough to be uscable s a fuzzing oracle that also

achiore the best of both worlds - an intcrpreter
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Implementation TU]see
rule binOpRule := for

(!'fid: int) in functionIds(),

('op: int) in binOps(),

(!'pc: int) in pcsForFunctionIdAndOpcode(!fid, 'op)

clause [?x: Value, ?y: Value, ?st: tuple<Value; ss{!fid, !pc}()-2>,
?gt: tuple<Value; gs()>, ?1lt: tuple<Value; 1ls{!fid}()>,
?mem: Memory, ?at@: tuple<Value; as{!fid}()>,
?9t0: tuple<Value; gs()>, ?mem@: Memory]

MState{!fid, !'pc}(?x :: ?y :: ?st, ?gt, ?1lt, ?mem, ?at@, ?gto, ?mem0)
=> MState{!fid, !pc + 1}(binOp{!op}(?y, ?x) :: ?st, ?gt, ?1lt, ?mem, ?at@, ?gt@, ?mem0)
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Conclusions / Future Work TuJ;

® Wappler is the first sound reachability
analysis approach for WebAssembly

B possible improvements

O support multiple modules

O support floating points

O increase efficiency of memory

handling
O analysis-specific abstractions
O increase composability https://secpriv.wien/wappler




