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Abstract. Transferable e-cash is the most faithful digital analog of
physical cash, as it allows users to transfer coins between them in isola-
tion, that is, without interacting with a bank or a “ledger”. Appropriate
protection of user privacy and, at the same time, providing means to
trace fraudulent behavior (double-spending of coins) have made instan-
tiating the concept notoriously hard. Baldimtsi et al. (PKC’15) gave a
first instantiation, but, as it relies on a powerful cryptographic primitive,
the scheme is not practical. We also point out a flaw in their scheme.
In this paper we revisit the model for transferable e-cash and propose
simpler yet stronger security definitions. We then provide the first con-
crete construction, based on bilinear groups, give rigorous proofs that it
satisfies our model, and analyze its efficiency in detail.

Keywords: Transferable/offline e-cash, strong anonymity.

1 Introduction

Contrary to so-called “crypto”-currencies like Bitcoin [Nak08], a central ambition
of the predating cryptographic e-cash has been user anonymity. Introduced by
Chaum [Cha83], the goal was to realize a digital analog of physical cash, which
allows users to pay without revealing their identity; and there has been a long line
of research since [CFN88, Bra93, CHL05, BCKL09, FHY13, CPST16, BPS19]
(to name only a few). In e-cash, a bank issues electronic coins to users, who can
then spend them with merchants, who in turn can deposit them at the bank to
get their account credited. User privacy should be protected in that not even
the bank can link the withdrawing of a coin to its spending.

The main difference to the physical world is that digital coins can easily
be duplicated, and therefore a so-called “double-spending” of a coin must be
prevented. This can be readily achieved when all actors are online and connected
(as with cryptocurrencies), since every spending is broadcast and payees simply
refuse a coin that has already been spent.

Even in “anonymous” cryptocurrencies like Monero [vS13], which now also
uses confidential transactions [Max15], or systems based on the Zerocoin/-cash
[MGGR13, BCG*14] protocol, like Zcash [Zec20], or on Mimblewimble [Poel6,



FOS19], users must be connected when they accept a payment, in order to pre-
vent double-spending.

When users are allowed to spend coins to other users (or merchants) without
continuous connectivity, then double-spending cannot be prevented; however,
starting with [CFN88], ingenious methods have been devised in order to reveal
a double-spender’s identity while guaranteeing the privacy of all honest users.

Transferable e-cash. In all traditional e-cash schemes, including such “offline”
e-cash, once a coin is spent (transferred) after withdrawal, it must be deposited
at the bank by the payee. A more powerful concept, and much more faithful to
physical e-cash, is transferable e-cash, which allows users to re-transfer obtained
coins, while at the same time remaining offline. Note that cryptocurrencies are
inherently online, and every transfer of a coin could be seen as depositing a coin
(and marking it spent) and re-issuing a new one (in the ledger).

Transferable e-cash was first proposed by Okamoto and Ohta [0089, O091],
but the constructions only guaranteed very weak forms of anonymity. It was
then shown [CP93] that unbounded adversaries can recognize coins they owned
before and that a coin must grow in size with every transfer (since information
about potential double-spenders needs to be encoded in it).

While other schemes [Bla08, CGT08] only achieve unsatisfactory anonymity
notions, Canard and Gouget [CGO8| define a stronger notion (which we call coin
transparency): it requires that a (polynomial-time) adversary cannot recognize
a coin he has already owned when it is later given back to him. This is not
achieved by physical cash, as banknotes can be marked by users (or the bank);
however, if an e-cash scheme allowed a merchant to identify users by tracing
the coins given out as change, then it would violate the central claim of e-
cash, namely anonymous payments. (Anonymous cryptocurrencies also satisfy a
notion analogous to coin transparency.) A limitation of this notion is that the
bank (more specifically, the part dealing with deposits) must be honest, as it
needs to link occurrences of the same coin when detecting double-spending.

Prior schemes. The first scheme achieving coin transparency [CGO08] was com-
pletely impractical, as at every transfer, the payer sends a proof of (a proof of
(...)) a coin that she received earlier. The first practical scheme was given by
Fuchsbauer et al. [FPV09], but it makes unacceptable compromises elsewhere:
when a double-spending is detected, all (even innocent) users up to the double-
spender must give up their anonymity.

Blazy et al. [BCFT11] overcome this problem and propose a scheme that
assumes a trusted party (called the “judge”) that can trace all coins and users
in the system and has to actively intervene in order to identify double-spenders.
The scheme thus reneges on the promise that users remain anonymous as long
as they follow the protocol. Moreover, their proof of anonymity was flawed, as
shown by Baldimtsi et al. [BCFK15].

Despite all its problems, Blazy et al.’s [BCFT11] scheme, which elegantly
combined randomizable non-interactive zero-knowledge (NIZK) proofs [BCCT09)
and commuting signatures [Fucll], serves as starting point for our construction.



In their scheme a coin consists of a signature by the bank and at every transfer
the spender adds her own signature (thereby committing to her spending). To
achieve anonymity, these signatures are not given in the clear; instead, coins are
NIZK proofs of knowledge of signatures. Since the proofs can be rerandomized
(that is, from a proof, anyone can produce a new proof of the same statement
that looks unrelated to the original one), coins can change appearance after ev-
ery transfer. Users will thus not recognize a coin when they see it again later,
that is, the scheme satisfies coin transparency.

Baldimtsi et al. [BCFK15] give an instantiation that avoids the “judge” by
using a double-spending-tracing mechanism from classical offline e-cash. They
add “tags” to the coin that hide the identity of the owner of the coin, except
when she spends the coin twice, then the bank can from two such tags compute
the user’s identity. Users must also include signatures in the coin during transfer,
which represent irrefutable proof of double-spending.

The main drawback of their scheme is efficiency. They rely on the concept
of malleable signatures [CKLM14], a generalization of digital signatures, where
a signature on a message m can be transformed into a signature on a message
T(m) for any allowed transformation T'. Simulation unforgeability requires that
from a signature one can extract all transformations it has undergone (even when
the adversary that created it has seen “simulated” signatures).

In their scheme [BCFK15] a coin is a malleable signature computed by the
bank, which can be transformed by a user if she correctly encodes her identity
in a double-spending tag, adds an encryption (under the bank’s public key) to
it and randomizes all encryptions of previous tags cointained in the coin.

None of the previous schemes explicitly considers denominations of coins
(and neither do we). This is because efficient (“compact”) withdrawing and
spending can be easily achieved if the bank associates different keys to different
denominations (since giving change is readily supported in transferable e-cash).
Note that, in contrast to cryptocurrencies, where every transaction is publicly
posted, hiding the amount of a payment is meaningless in transferable e-cash.

Our contribution. Our contribution is two-fold:

Security model. We revisit the formal model for transferable e-cash, starting
from [BCFK15], whose model was a refined version of earlier ones. We first give
a definition of correctness, which was lacking in previous works. We then exhibit
attacks against users who follow the protocol, against which previous models did
not protect:

— When a user receives a coin (that is, the protocol accepts the received coin),
then previous models did not guarantee that this coin will be accepted by
other (honest) users when transferred. An adversary could thus send a mal-
formed coin to a user, which the latter accepts but can then not spend.

— There were also no guarantees against a malicious bank which at coin deposit
refuses to credit the user’s account (e.g., by claiming that the coin was invalid
or had been double-spent). In our model, when the bank refuses a coin, it
must accuse a user of double-spending and provide a proof for this.



We then simplify the anonymity definitions, which in earlier version had
been cluttered with numerous oracles the adversary has access to, and for which
the intuitive notion that they were formalizing was hard to grasp. While our
definitions are simpler, they are stronger in that they imply previous definitions
(except for the previous notion of “spend-then-receive (StR) anonymity”, whose
existing formalizations we argue are not relevant in practice).

We also show that the proof of “StR anonymity” (a notion similar to coin
transparency) of the scheme from [BCFK15] is flawed and that it only satisfies
a weakening of the notion (Sect. 3.2).

Instantiation. Our main contribution is a transferable e-cash scheme, which we
prove satisfies our security model, and which is much more efficient than the
only previous realization [BCFK15]. Unfortunately, the authors do not provide
concrete numbers, as they use malleable signatures in a blackbox way. These sig-
natures are the main source of inefficiency, due to their generality and the strong
security notions in the spirit of simulation-sound extractability, requiring that a
coin (i.e., a malleable signature) stores every transformation it has undergone.

In contrast, we give a direct construction from the following primitives:
Groth-Sahai proofs [GS08], which are randomizable; structure-preserving sig-
natures [AFG™10], which are compatible with GS proofs; and rerandomizable
encryption satisfying RCCA-security [CKNO03] (the corresponding variant of
CCA security, see Fig. 6). While we use signature schemes from the literature
[AGHOL11, Fucll], we construct a new RCCA-secure encryption scheme that is
tailored to our scheme, basing it on prior work [LPQ17]. Finally, our scheme also
uses the (efficient) double-spending tags used previously [BCFK15].

Due to the existence of an omnipotent “judge”, no such tags were required
by Blazy et al. [BCFT11]. Interestingly, although we do not assume any active
trusted parties, we achieve a comparable efficiency, which is a result of realizing
the full potential of the tags: previously [BCFK15], they had only served to
encode a user’s identity; but, as we show, they can in addition be used to commit
the user. This allows us, contrary to all previous instantiations, to completely
forgo the inclusion of user signatures in the coins, which considerably reduces
their size. For a more detailed (informal) overview of our scheme see Sect. 5.1.

In terms of efficiency, our coins grow by around 100 elements from a bilinear
group per transfer (see table on p. 30). We view this as practical by current stan-
dards, especially in view of numbers for deployed schemes: e.g., the parameters
for Zcash consist of several 100000 bilinear-group elements [Zec20].

2 Definition of transferable e-cash

The syntax and security definitions we present in the following are refinements
of earlier work [CG08, BCF*11, BCFK15].
2.1 Algorithms and protocols

An e-cash scheme is set up by running ParamGen and the bank generating its key
pair via BKeyGen. The bank maintains a list of users UL and a list of deposited



coins DCL. Users run the protocol Register with the bank to obtain their secret
key, and their public keys are added to L. With her secret key a user can run
Withdraw with the bank to obtain coins, which she can transfer to others via the
protocol Spend.

Spend is also used when a user deposits a coin at the bank. After receiving a
coin, the bank runs CheckDS (for “double-spending”) on it and the previously
deposited coins in DCL, which determines whether to accept the coin. If so, it is
added to DCL; if not (in case of double-spending), CheckDS returns the public
key of the accused user and a proof IT, which can be verified using VfyGuilt.

ParamGen(1%), on input the security parameter A in unary, outputs public pa-
rameters par, which are an implicit input to all of the following algorithms.

BKeyGen() is run by the bank B and outputs its public key pky and its secret
key skp = (skw, skp, skex), where skyy is used to issue coins in Withdraw
and to register users in Register; skp is used as the secret key of the receiver
when coins are deposited via Spend; and skex is used for CheckDS.

Register(B(skyw),U(pkg)) is a protocol between the bank and a user. The user
obtains a secret key sk and the bank gets pk, which it adds to UL. In case
of error, they both obtain L.

Withdraw(B(skyy ), U (sky, pk)) is run between the bank and a user, who outputs
a coin ¢ (or L), while the bank outputs ok (in which case it debits the user’s
account) or L.

Spend(U(c, sk, pkg), U’ (sk', pky)) is run between two users and lets U spend a
coin ¢ to U’ (who could be the bank). U’ outputs a coin ¢ (or L), while U
outputs ok (or L).

CheckDS(skexc, UL, DCL, ¢), Tun by the bank, takes as input its checking key,
the lists of registered users UL and of deposited coins DCL and a coin c. It
outputs an updated list DCL (when the coin is accepted) or a user public
key pk;, and an incrimination proof II.

ViyGuilt(pk;,, IT) can be executed by anyone. It takes a user public key and an
incrimination proof and returns 1 (acceptance of IT) or 0 (rejection).

Note that we define a transferable e-cash scheme as stateless, in that there is
no state information shared between the algorithms. A withdrawn coin, whether
it was the first or the n-th coin issues to a specific user, is always distributed
the same. Moreover, a received coin will only depend on the spent coin (and not
on other spent or received coins). Thus, the bank and the users need not store
anything about past transactions for transfer; the coin itself must be sufficient.

In particular, the bank can separate withdrawing from depositing, in that
CheckDS, used during deposit, need not be aware of the withdrawn coins.

2.2 Correctness properties

These properties were not stated in previous models. They are important in that
they preclude schemes that satisfy security notions by not doing anything.

Let par be an output of ParamGen(1*) and (sks = (skyy, skp, skexc), pkg) be
output by BKeyGen(par). Then the following holds:



— none of the outputs is L;
— any execution of Register(B(skyw),U(pkg)) yields output pk for B and sk
for U.

Further, let sk and sk’ be two user outputs of Register; then:
— any execution of Withdraw(B(sky),U(sk, pkg)) yields ok for B and c for U;
— in an execution of Spend(U(c, sk, pkg),U’ (sk’, pkg)), no party outputs L;
— skp works as a user secret key sk’.

(Note that correctness of CheckDS and VfyGuilt is implied by the security notions
below.)

2.3 Security definitions

Global variables. In our security games, we store all information about users
and their keys in the user list UL. Its entries are of the form (pk;, sk;, uds;),
where uds; indicates how many times user I/; has double-spent.

In the coin list CL, we keep information about the coins created in the system.
For each withdrawn or spent coin ¢, we store a tuple (owner, ¢, cds, origin), where
owner stores the index i of the user who withdrew or received the coin (coins
withdrawn or received by the adversary are not stored). We also include cds,
which counts how often this specific instance of the coin has been spent. We set
origin to “B” if the coin was issued by the honest bank and to “A” if it originates
from the adversary; if the coin was originally spent by the challenger itself, we
store a pointer indicating which original coin this transferred coin corresponds
to. Finally, we maintain a list of deposited coins DCL.

Oracles. We now define oracles used in the security definitions, which differ
depending on whether the adversary impersonates a corrupt bank or users. If
during the oracle execution an algorithm fails (i.e., it outputs L) then the oracle
also stops. Otherwise the call to the oracle is considered successful; a successful
deposit oracle call must also not detect any double-spending.

Registration and corruption of users. The adversary can instruct the creation of
honest users and either play the role of the bank during registration, or passively
observe registration. It can moreover “spy” on users, meaning it can learn the
user’s secret key. This will strengthen yet simplify our anonymity games com-
pared to [BCFK15], where once the adversary had learned the secret key of a user
(by “corrupting” her), the user could not be a challenge user in the anonymity
games anymore (yielding selfless anonymity, while we achieve full anonymity).

BRegist() plays the bank side of Register and interacts with A. If successful, it
adds (pk, L, uds = 0) to UL (where uds is the number of double-spends).

URegist() plays the user side of the Register protocol when the bank is controlled
by the adversary. Upon successful execution, it adds (pk, sk, 0) to UL.

Regist() plays both parties in the Register protocol and adds (pk, sk, 0) to UL.
Spy (i), for i < |UL|, returns user ¢’s secret key sk;.



Withdrawal oracles. The adversary can either withdraw a coin from the bank,
play the role of the bank, or passively observe a withdrawal.

BWith() plays the bank side of the Withdraw protocol. Coins withdrawn by A
(and thus unknown to the experiment) are not added to the coin list CL.

UWith(¢) plays user ¢ in Withdraw when the bank is controlled by the adversary.
Upon obtaining a coin ¢, it adds (owner =1, ¢, cds=0, origin=.A) to CL.

With(s) simulates a Withdraw protocol execution playing both B and user . It
adds (owner =i, ¢, cds=0, origin=18) to CL.

Spend and deposit oracles.

Spd(j) spends the coin from the j-th entry (owner;, c;, cds;, origin;) in CL to
A, who could be impersonating a user, or the bank during a deposit. The
oracle plays U in the Spend protocol with secret key skowner;- It increments
the coin spend counter cds; by 1. If afterwards cds; > 1, then the owner’s
double-spending counter udsowner; is incremented by 1.

Rcv (i) makes honest user i receive a coin from .A. The oracle plays U’ with user
’s secret key in the Spend protocol. It adds a new entry (owner =1, ¢, cds=0,

origin=A) to CL.

S&R(j, ) spends the j-th coin in CL to user 7. It runs (ok,c) < Spend(U(c;,
Skowner;» Pkg),U' (ski, pkg)) and adds (owner = i, ¢, cds = 0, pointer = j) to
CL. It increments the coin spend counter cds; by 1. If afterwards cds; > 1,
then udsowner; is incremented by 1.

BDepo() lets A deposit a coin. It runs U’ in Spend using the bank’s secret key skp
with the adversary playing U. If successful, it runs CheckDS on the received
coin and updates DCL accordingly; else it outputs a pair (pk, IT).

Depo(j), the honest deposit oracle, runs Spend between the owner of the j-th
coin in CL and an honest bank. If successful, it increments cds; by 1; if
afterwards cds; > 1, it also increments udsownerj. It runs CheckDS on the
received coin and either updates DCL or returns a pair (pk, I )

(Note that no oracle “UDepo” is required, since Spd lets the adversarial bank
have an honest user deposit a coin.)

2.4 Economic properties

We distinguish two types of security properties of transferable e-cash schemes.
Besides anonymity notions, economic properties ensure that neither the bank
nor users will incur an economic loss when participating in the system.

The following property was not required in any previous formalization of
transferable e-cash in the literature and is analogous the property clearing de-
fined for classical e-cash [BPS19].



Expt%™ ()\):
par < ParamGen(1*); pk; < A(par)
(b,’il,iQ) P AURegist,Spy
If b = 0 then run UWith(é;) with A
Else run Rev(i1) with A
If this outputs L then return 0
Run S&R(1,142); if one party outputs L then return 1
Return 0

Fig. 1. Game for soundness (protecting users from financial loss)

Soundness. If an honest user accepted a coin during a withdrawal or a transfer,
then she is guaranteed that the coin will be accepted by others, either honest
users when transferring, or the bank when depositing. The game is formalized
in Fig. 1 where is plays the role of the receiver of a spending or the bank. For
convenience, we define probabilistic polynomial-time (PPT) adversaries A to be
stateful in all our security games.

Definition 1 (Soundness). A transferable e-cash system is sound if for any
PPT A, we have Adv™%()\) := Pr[Expt3*™(\) = 1] is negligible in .

Unforgeability. This notion covers both unforgeability and user identification
from [BCFK15] (which were not consistent as we explain in Sect. 3.2). It protects
the bank, ensuring that no (coalition of) users can spend more coins than the
number of coins they withdrew.

Unforgeability also guarantees that whenever a coin is deposited and refused
by CheckDS, the latter also returns the identity of a registered user, who is ac-
cused of double-spending. (Ezculpability, below, ensures that no innocent user
will be accused.) The game is formalized in Fig. 2 and lets the adversary imper-
sonate all users.

Definition 2 (Unforgeability). A transferable e-cash system is unforgeable if
AdVTTE ()) := Pr[Expt’y "8 (\) = 1] is negligible in X for any PPT A.

Expt '’y (\):

par < ParamGen(1*); (skg, pk;) + BKeyGen(par)

ABRegist,BWith,BDepo (par, pkB)

If in a BDepo call, CheckDS does not return a coin list:

Return 1 if any of the following hold:

— CheckDS outputs L
— CheckDS outputs (pk, IT) and VfyGuilt (pk,II) =0
— CheckDS outputs (pk, IT) and pk & UL

Let gw be the number of calls to BWith

If gw < |DCL|, then return 1

Return 0

Fig. 2. Game for unforgeability (protecting the bank from financial loss)
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ExptS™(\):
par < ParamGen(1%); pky < A (par)
(i*,H*) — AURegist,Spy,UWith,Rcv,Spd,S&R,UDepo (par)
Return 1 if all of the following hold:
- ViyGuilt(pk;., [I*) =1
— There was no call Spy(i*)
—uds;x =0
Return 0

Fig. 3. Game for ezculpability (protecting honest users from accusation)

Exculpability. This notion, a.k.a. non-frameability, ensures that the bank, even
when colluding with malicious users, cannot wrongly accuse an honest user of
double-spending. Specifically, it guarantees that an adversarial bank cannot pro-
duce a double-spending proof IT* that verifies for the public key of a user ¢* that
has never double-spent. The game is formalized as in Fig. 3.

Definition 3 (Exculpability). A transferable e-cash system is exculpable if
AdvE()) := Pr[Expt{™(\) = 1] is negligible in \ for any PPT A.

2.5 Anonymity properties

Instead of following previous anonymity notions [BCF*11, BCFK15], we intro-
duce new ones which clearly distinguish between the adversary’s capabilities; in
particular, whether it is able to detect double-spending. When the adversary im-
personates the bank, we consider two cases: user anonymity and coin anonymity
(and explain why this distinction is necessary).

As transferred coins necessarily grow in size [CP93|, we can only guarantee
indistinguishability of comparable coins. We therefore define comp(cy, c2) = 1 iff
size (c1) = size (c2), where size(c) = 1 after ¢ was withdrawn and it increases
by 1 after each transfer.

Coin anonymity. This notion is closest to (and implies) the anonymity notion
of classical e-cash: an adversary, who also impersonates the bank, issues two coins
to the challenger and when she later receives them (via a deposit in classical e-
cash), she should not be able to associate them to their issuances. In transferable
e-cash, we allow the adversary to determine two series of honest users via which
the coins are respectively transfered before being given back to the adversary.

The experiment is specified on the left of Fig. 4: users i)’ and 4}’ withdraw
a coin from the adversarial bank, user igo) passes it to i{”, who passes it to i},
etc., In the end, the last users of the two chains spend the coins to the adversary,
but the order in which this happens depends on a bit b that parametrizes the
game, and which the adversary must decide.

User anonymity. Coin anonymity required that users who transfer the coin are
honest. If one of the users through which the coin passes colluded with the bank,



Exptj{if(A):
par < ParamGen(1*)
pkg + A(par)

Expt‘jfg’()\):
par < ParamGen(1*)

il ¢« AVReEISESEY. pup UWith(i\")) with A b 1(‘{?) ilj“ (pajmegist oo
0§t ARty UWith(iS)) with A (io " 7o )<_ i

(‘m) ‘(0)) (‘(1> ‘<1)) Run Rev(ip) with A
(21 TS 90 N (RPN po

Camanan (@A)
If ko # k1 then return 0
Forj=1,... ko:

Run S&R(j7 i;w)
Run Spd(ko + 1) with A
b* < A ; return b*

If ko # k1 then return 0
Forj=1,... ko:
Run S&R (25 — 1,i”)
Run S&R(2,1$")
Run Spd(2ko + 1 +b) with A
Run Spd(2ko + 2 — b) with A
b* + A ; return b*

Fig. 4. Games for coin and user anonymity (protecting users from a malicious bank)

there would be a trivial attack: after receiving the two challenge coins, the bank
simulates the deposit of one of them and the deposit of the coin intercepted by
the colluding user. If a double-spending is detected, it knows that the received
coin corresponds to the sequence of users which the colluder was part of.

Since double-spending detection is an essential feature of e-cash, attacks
of this kind are impossible to prevent. However, we still want to guarantee
that, while the bank can trace coins, the involved users remain anonymous.
We formalize this in the game on the right of Fig. 4, where, in contrast to
coin anonymity, there is only one coin and the adversary must distinguish the
sequence of users through which the coin passes before returning to her. In con-
trast to coin anonymity, we now allow the coin to already have some “history”,
rather than being freshly withdrawn.

Coin transparency. This is in some sense the strongest anonymity notion and
it implies that a user that transfers a coin cannot recognize it if she receives it
again. As the bank can necessarily trace coins (for double-spending detection),
it is assumed to be honest for this notion. Actually, only the detection key skex
must remain hidden from the adversary, while skyy and skp can be given.

The game formalizing this notion, specified in Fig. 5, is analogous to coin
anonymity, except that the challenge coins are not freshly withdrawn; instead,
the adversary spends two coins of its choice to users of its choice, both are passed
through a sequence of users of the adversary’s choice and one of them is returned
to the adversary.

There is another trivial attack that we need to exclude: the adversary could
deposit the coin that is returned to him and one, say the first, of the coins
he initially transfered to an honest user. Now if the deposit does not succeed
because of double-spending, the adversary knows that it was the first coin that
was returned to him. Again, this attack is unavoidable due to the necessity of
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Expt; (A):
par < ParamGen(1*); ((skw, skp, skex), pky) < BKeyGen(par)
DCL + 0 // lists the challenge coins
ctr+ 0 // counts how often a challenge coin was deposited
Z(O) « AURegist,BDepo’,Spy (par, pka Skw,SkD)
// BDepo’ uses CheckDS' (-, -, -, DCL") (see below) instead of CheckDS
Run Rev(i(?)) with A; let ¢y be the received coin stored in CL[1]
xo « CheckDS(skck, 0, CL, co)
If zg = L then ctr < ctr+1 //co had been deposited
DCL’ « CheckDS(skexc, 0,0, c0) //add co to list of challenge coins
’L(l) <;./LlUllegist,BDepo,Spy
Run Rev(i™M) with A; let ¢1 be the received coin stored in CL[2]
x1 < CheckDS(skex,0,CL, ¢1)
If 1 = L then ctr + ctr+1 //c1 had been deposited
If comp(co, c1) # 1 then abort
x2 < CheckDS(skex, 0, DCL  c1) //add c1 to list of challenge coins

If 25 # L then DCL' < x5 // (c1 could be a double-spending of co)
((Z§0)7 L 721(;;))7 (Zgl), o ’7';611))) P AURegist,BDepo/,Spy

If ko # k1 then abort
If (ky # 0) then run S&R(b+ 1, igb)) // spend coin ¢y to user i;b). ..
For j =2,...,ko: // ...the received coin is placed in CL[3]
Run S&R(j + 1, i;b)) // spend coins consecutively
Run Spd(ko + 2) with A // and transfer it back to A
b* « APPere’ ; return b*

CheckDS' (skex, UL, DCL, ¢, DCL'):  // used by BDepo’
x « CheckDS (skex, 0, DCL’, c)
Ifz=1: // the deposited coin c is a double-spending of co or c1
ctr<ctr+1
If ctr > 1 then abort
Output CheckDS (skex, @, DCL, ¢)

Fig. 5. Game for coin transparency (protecting users from malicious users)

double-spending detection. It is a design choice that lies outside of our model
to implement sufficient deterrence from double-spending, so it would exceed the
utility of breaking anonymity.

This is the reason why the game aborts if the adversary deposits twice a
coin from the set of “challenge coins” (consisting of the two coins the adversary
transfers and the one it receives). The variable ctr counts how many times a
coin from this set was deposited. Note also that because A has sk, and can
therefore create unregistered users, we do not consider AL in this game.

Definition 4 (Anonymity). For x € {c-an,u-an, c-tr} a transferable e-cash
scheme satisfies x if Adv’;(A) := Pr[Expt} ; (\) = 1] — Pr[Expt’y o (\) = 1] is
negligible in X for any PPT adversary A.
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3 Comparison with previous work

3.1 Model comparison

In order to justify our new model, we start with discussing a security vulnera-
bility of the previous model [BCFK15].

Issues with economical notions. As already pointed out in Sect. 2.2, the
correctness properties were missing in previous models.

No soundness guarantees. In none of the previous models was there a security
notion that guaranteed that an honest user could successfully transfer a coin to
another honest user or the bank, even if the coin was obtained regularly.

Fuzzy definition of “unsuccessful deposit”. Previous models defined a protocol
called “Deposit”, which we separated into an interactive (Spend) and a static
part (CheckDS). In their definition of unforgeability, the authors [BCFK15] use
the concept of “successful deposit”, which was not clearly defined, since an “un-
successful deposit” could mean one of the following:

— The bank detects a double-spending and provides a proof accusing the
cheater (who could be different from the depositer).

— The user did not follow the protocol (e.g., by sending a malformed coin), in
which case we cannot expect a proof of guilt from the bank.

— The user followed the protocol but using a coin that was double-spent (either
earlier or during deposit); however, the bank does not obtain a valid proof
of guilt and outputs L.

Our interpretation of the definition in [BCFK15] is that it does not distinguish
the second and the third case. This is an issue, as the second case cannot be
avoided (and must be dealt with outside the model, e.g. by having users sign
their messages). But the third case should be avoided so the bank does not lose
money without being able to accuse the cheater. This is now guaranteed by our
unforgeability notion in Def. 2.

Simplification of anonymity definitions. We believe that our notions are
more intuitive and simpler (e.g. by reducing the number of oracles of previous
work). Our notions imply prior notions from the literature: we can prove that
the existence of an adversary in a game from a prior notion implies the existence
of an adversary in one of our games. (The general idea is to simulate most of the
oracles using the secret keys of the bank or users, which in our notions can be
obtained via the Spy oracle.) In particular, the implications are the following;:

c-an = 0OtR-fa and u-an = StRx-fa

where 0tR-fa is observe-then-receive full anonymity [CGO8, BCFT11, BCFK15]
and StR+-fa is a variant of spend-then-receive full anonymity from [BCFK15].
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The earlier notion StR-fa [CG08, BCF'11] is similar to our coin trans-
parency c-tr, with the following differences: in StR-fa, when the adversary
deposits a coin, the bank provides a guilt proof when it can; and StR-fa lets
the adversary obtain user secret keys. Coin transparency would imply StR-fa if
CheckDS replaced its argument UL by (). This change is justified since (in both
StR-fa and c-tr) the adversary can create unregistered users (using skyy ), and
thus CheckDS could return L because it cannot accuse anyone in UL.

Moreover, no previous scheme, including [BCFK15] achieves StR-fa, as we
show next.

3.2 A flaw in a proof in BCFK15

The authors of [BCFK15] claim that their scheme satisfies StR-fa as defined in
[BCFT11] (after having discovered an error in the StR-fa proof of the scheme
of that paper). To achieve this anonymity notion (the most difficult one, as they
note), they use malleable signatures, which guarantee that whenever an adver-
sary, after obtaining simulated signatures, outputs a valid message/signature
pair (m, o), it must have derived the pair from received signatures. Formally,
there exists an extractor that can extract a transformation from o that links m
to the messages on which the adversary queried signatures.

In the game formalizing StR-fa [BCF11] (analogously to Expt®™** in Fig. 5)
the adversary receives skyy, which formalizes the notion that the part of the bank
that issues coins can be corrupt. In their scheme [BCFK15], skyy contains the
signing key for the malleable signatures. However, with this the adversary can
easily compute a fresh signature, and thus no extractor can recover a trans-
formation explaining the signed message. This shows that a scheme based on
malleable signatures only satisfies a weaker notion of StR-fa/c-tr, where all
parts of the bank must be honest.

In contrast, we prove that our scheme satisfies c-tr, and it can therefore be
seen as the first scheme to satisfy the “spirit” of StR-fa, which is captured by
our notion c-tr.

4 Primitives used in our construction

4.1 Bilinear groups

The building blocks of our scheme will be defined over a (Type-3, i.e., asymmet-
ric) bilinear group, which is a tuple Gr = (p, G, G,Gr, e, 9,§), where G,G and
Gr are groups of prime order p; (g) = G, (§) = G,and e: G x G — Gy is a
bilinear map (i.e., for all a,b € Z,: e(g%, §°) = e(g,§)?®) so that e(g, §) generates
Gr. We assume that the groups are discrete-log-hard and other computational
assumptions (DDH, CDH, SXDH, etc. defined in Appendix D) hold as well.
We assume that there exists an algorithm GrGen that, on input the security
parameter \ in unary, outputs the description of a bilinear group with p > 221,
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4.2 Randomizable proofs of knowledge and signatures

Commit-and-prove proof systems. As coins must be unforgeable, at their
core lie digital signatures. To achieve anonymity, these must be hidden, which can
be achieved via non-interactive zero-knowledge (NIZK) proofs of knowledge; if
these proofs are re-randomizable, then they can not even be recognized by a past
owner. We will use Groth-Sahai NIZK proofs [GS08], which are randomizable
[FP09, BCCT09] and include commitments to the witnesses.

We let V be set of values that can be committed, C be the set of commitments,
R the randomness space and £ the set of equations (containing equality) whose
satisfiability can be proved. We assume that ¥V and R are groups. We will use
an extractable commitment scheme, which consists of the following algorithms:

C.Setup(Gr) takes as input a description of a bilinear group and returns a com-
mitment key ck, which implicitly defines the sets V,C, R and &.
C.ExSetup(Gr) returns an extraction key xk in addition to a commitment key ck.
C.SmSetup(Gr) returns a commitment key ck and a simulation trapdoor td.
C.Cm(ck,v, p), on input a key ck, a value v € V and randomness p € R, returns
a commitment in C.
C.ZCm(ck, p), used when simulating proofs, is defined as C.Cm(ck, Oy, p).
C.RdCm(ck, ¢, p) randomizes a commitment ¢ to a fresh ¢’ using randomness p.
C.Extr(xk, ¢), on input extraction key xk and a commitment ¢, outputs a value
in V. (This is the only algorithm that might not be polynomial-time.)

We extend C.Cm to vectors in V": for M = (vy,...,v,) and p = (p1,..., pn)
we define C.Cm(ck, M, p) := (C.Cm(ck7 v1,p01),-- -, C.Cm(ck, v, pn)) and likewise
C.Extr(xk, (c1,...,¢n)) = (C.Extr(xk, c1), ..., C.Extr(xk, cy)).

We now define a NIZK proof system that proves that committed values satisfy
given equations from £. Given a proof for commitments, the proof can be adapted
to a randomization (via C.RdCm) of the commitments using C.AdptPrf.

C.Prv(ck, E, (v1,p1),-- -, (Un,pn)), on input a key ck, a set of equations E C &,
values (v1,...,v,) and randomness (p1,..., p,), outputs a proof .

C.Verify(ck, E, c1,...,cn, ), on input a commitment key ck, a set of equations
in £, a commitment vector (c1,...,c¢,), and a proof 7, outputs a bit b.

C.AdptPrf(ck, E, c1, p1,--.,Cn, pn, ™), o0 input a set of equations, commitments
(c1,...,cn), randomness (p1,...,p,) and a proof m, outputs a proof =’

C.SmPrv(td, E, p1,...,pn), on input the simulation trapdoor, a set of equations
E with n variables and randomness (p1, ..., pn), outputs a proof .

M-structure-preserving signatures. To prove knowledge of signatures, we
require a scheme that is compatible with Groth-Sahai proofs [AFGT10].

S.Setup(Gr), on input the bilinear group description, outputs signature parame-
ters parg, defining a message space M. We require M C V" for some n.
S.KeyGen(parS), on input the parameters parg, outputs a signing key and a
verification key (sk, vk). We require that vk is composed of values in V.
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S.Sign(sk, M), on input a signing key sk and a message M € M, outputs a
signature Y. We require that X' is composed of values in V.

S.Verify(vk, M, X)), on input a verification key vk, a message M and a signature
X7, outputs a bit b. We require that S.Verify proceeds by evaluating equations
from & (which we denote by Es verify(.,.,.))-

M-commuting signatures. As in a previous construction of transferable e-
cash [BCFT11], we will use commuting signatures [Fucl1], which let the signer,
given a commitment to a message, produce a commitment to a signature on that
message, together with a proof, via the following functionality:

SigCm(ck, sk, ¢), given a signing key sk and a commitment ¢ of a message M €
M, outputs a committed signature ¢y and a proof 7 that the signature in cx
is valid on the value in ¢, i.e., the committed values satisfy S.Verify(vk, -, ).

SmSigCm(xk, vk, ¢, X), on input the extraction key xk, a verification key vk, a
commitment ¢ and a signature X, outputs a committed signature cy and a
proof 7 of validity for ¢x and ¢ (the key xk is needed to compute 7 for c).

Correctness and soundness properties. We require the following properties
of commitments, proofs and signatures, when the setup algorithms are run on
any output Gr < GrGen(1*) for any A € N:

Perfectly binding commitments: C.Setup and the first output of C.ExSetup are
distributed equivalently. Let (ck,xk) < C.ExSetup; then for every ¢ € C
there exists exactly one v € V such that ¢ = C.Cm(ck, v, p) for some p € R.
Moreover, C.Extr(xk, c) extracts that value v.

V' -extractability: We require that committed values from a subset V' C V can be
efficiently extracted. Let (ck, xk) + C.ExSetup; then C.Extr(xk, -) is efficient
on all values ¢ = C.Cm(ck, v, p) for any v € V' and p € R.

Proof completeness: Let ck < C.Setup; then for all (vq,...,v,) € V" satisfying
Ecé&,and (p1,...,pn) € R™ and 7 < C.Prv(ck, E, (v1,p1),-- - (Un, pn)) we
have C.Verify(ck, E, C.Cm(ck,v1, p1), ..., C.Cm(ck, vy, pn),7) = 1.

Proof soundness: Let (ck,xk) < C.ExSetup, E C &, and (c1,...,¢,) € C™. If
C.Verify(ck, E,c1,...,cp,m) = 1 for some =, then letting v; := C.Extr(xk, ¢;),
for all ¢, we have that (vy,...,v,) satisty E.

Randomizability: Let ck <— C.Setup and E C &; then for all (vy,...,v,) € V"
that satisfy E and p1,p],...,pn, p,, € R the following two are distributed
equivalently:

(C.Rde(C.Cm(ch v1,01), P1)s - - - C.RACm(C.Cm(ck, vy, pi), 0h),
C.AdptPrf(ck, E,C.Cm(ck,v1, p1), pl, - - -, C.Cm(ck, Un, ), P,
C.Prv(ck,E, (v1,p1)s- -, (Un, pn)))) and
(C.Cm(ck, v1, p1+ ph)s .., C.Cm(ck, vy, pn + p1y),
C.Prv(ck, E, (vi,p1 4+ p1)s -y (Un, pn + p;)))
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Signature correctness: Let (sk, vk) < S.KeyGen(S.Setup) and M € M; then we
have S.Verify(vk, M,S.Sign(sk, M)) = 1.

Correctness of signing committed messages: Let (ck, xk) <— C.ExSetup and let
(sk, vk) < S.KeyGen(S.Setup), and M € M; if p, p’ < R, then the following
three are distributed equivalently:

(C.Cm(ck,S.Sign(sk,M),p’), C.Prv(ck, Es verify(vk,.,-)» (M, p), (X, p'))) and
SigCm (ck, sk, C.Cm(ck, M, p)) and
SmSigCm (Xk, vk, C.Cm(ck, M, p), S.Sign(sk, M))

The first equality also holds for ck «— C.Setup, since it is distributed like ck
output by C.ExSetup.

Security properties

Mode indistinguishability: Let Gr < GrGen(1); then the outputs of C.Setup(Gr)
and the first output of C.SmSetup(Gr) are computationally indistinguishable.

Perfect zero-knowledge in hiding mode: Let (ck,td) <— C.SmSetup(Gr), E C &
and v1,...,v, € V such that E(vy,...,v,) = 1. For p1,...,pn & R the
following are distributed equivalently:

(C.Cm(ck, v1,01), -+, C.Cm(ck, vy, pn), C.Prv(ck,E, (v1,01)5 -+ (Un, pn)))
and (C.ZCm(Ck, 01),...,C.ZCm(ck, pn), C.SmPrv(td, E,p1,... ,pn))

Signature unforgeability (under chosen message attack): No PPT adversary that
is given vk output by S.KeyGen and an oracle for adaptive signing queries
on messages My, M, ... of its choice can output a pair (M, X), such that
S.Verify(vk, M, X) =1 and M ¢ {My, Ms,...}.

4.3 Rerandomizable encryption schemes

In order to trace double-spenders, some information must be retrievable from
the coin by the bank. For anonymity, we encrypt this information. Since coins
must change appearance in order to achieve coin transparency (Def. 4), we use
rerandomizable encryption. In our e-cash scheme we will prove consistency of
encrypted messages with values used elsewhere, and to produce such a proof,
knowledge of parts of the randomness is required; we therefore make this an
explicit input of some algorithms, which thus are still probabilistic.
A rerandomizable encryption scheme E consists of 4 poly.-time algorithms:

E.KeyGen(Gr), on input the group description, outputs an encryption key ek and
a corresponding decryption key dk.

E.Enc(ek, M, v) is probabilistic and on input an encryption key ek, a message M
and (partial) randomness v outputs a ciphertext.

E.ReRand(ek, C, '), on input an encryption key, a ciphertext and (partial) ran-
domness, outputs a new ciphertext. If no randomness is explicitly given to
E.Enc or E.ReRand then it is assumed to be chosen uniformly.
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E.Dec(dk, C), on input a decryption key and a ciphertext, outputs either a mes-
sage or L indicating an error.

In order to prove statements about encrypted messages, we add two function-
alities: E.Verify lets one check that a ciphertext encrypts a given message M,
for which it is also given partial randomness v. This will allow us to prove that
a commitment cp; and a ciphertext C' contain the same message. For this, we
require that the equations defining E.Verify are in the set £ supported by C.Prv.
This lets us define an equality proof # = (7, ¢, ), where ¢, is a commitment
of the randomness v, and w proves that the values in c¢); and ¢, verify the equa-
tions E.Verify(ek, -, -, C). To support rerandomization of ciphertexts, we define a
functionality E.AdptPrf, which adapts a proof (7, ¢,) to a rerandomization.

E.Verify(ek, M, v, C), on input an encryption key, a message, randomness and a
ciphertext, outputs a bit.

E.AdptPrf(ck, ek, cpr, C, 7 = (m,¢,), V'), a probabilistic algorithm which, on in-
put a commitment key, an encryption key, a commitment, a ciphertext, an
equality proof (i.e., a proof and a commitment) and randomness, outputs a
new equality proof (7', ¢l).

Correctness properties. We require the scheme to satisfy the following cor-
rectness properties for all key pairs (ek, dk) + E.KeyGen(Gr) for Gr < GrGen(1*):

— For all M € M and randomness v we have: E.Enc(ek, M,v) = C if and only
if E.Verify(ek, M,v,C) = 1.

— For all M € M and v: E.Verify(ek, M,v,C) = 1 implies E.Dec(dk,C) = M.
(These two notions imply the standard correctness notion.)

— For all M € M and randomness v, 1/, if C' + E.Enc(ek, M, v) then the fol-
lowing are equally distributed: E.ReRand(ek, C,v’) and E.Enc(ek, M, v + /).

— For all ck + C.Setup, all (ek,dk) + E.KeyGen, M € M and randomness
v,V pu, pu, if we let

ey < C.Cm(ck, M, pps) C <+ E.Enc(ek, M,v)
¢, < C.Cm(ck,v, p,) T4 C.Prv(ck, E.Verify(ek, -, -, C), (M, par), (v, py))

then the following are equivalently distributed (with p/, is picked uniformly
at random in R):

E.AdptPrf(ck7 ek, cyr, E.Enc(ek, C,v), (m,¢,), 1/) and
(C.Prv(ck, E.Verify(ek, -, -, ReRand(ek, C, ")), (M, pn), (v + V', pu + 1)),
C.RdCm(ck, ¢y, p),))

Security properties. We require two properties from rerandomizable encryp-
tion: the first one is the standard (strongest possible) variant of CCA security;
the second one is a new notion, which is easier to achieve.
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Expti5(\): GDec(C): Expt3 3 ()):

(ek, dk) < E.KeyGen(1*) m < E.Dec(dk, C) (ek, dk) < KeyGen(1*)
(mo, m1) « AEP=k) (g) It m ¢ {mo,m1} (Co, C1) + Alek)

C <+ E.Enc(ek, my) Return m C + E.ReRand(ek, C)
b A®<C) () Else return replay b+ Alek, C)

Return b'. Return b’

Fig. 6. Security games for rerandomizable encryption schemes

Replayable-CCA (RCCA) security. We use the definition from Canetti et al.
[CKNO03], formalized in Fig. 6.

Indistinguishability of adversarially chosen and randomized ciphertexts (IACR).
An adversary that is given a public key, chooses two ciphertexts and is then given
the randomization of one of them cannot, except with a negligible advantage,
distinguish which one it was given. The game is formalized in Fig. 6.

Definition 5. For x € {RCCA,IACR}, a rerandomizable encryption scheme is
x-secure if Pr[Expt’y ;(\) = 1] — Pr[Expt’y (\) = 1] is negligible in X\ for any
PPT A.

4.4 Double-spending tag schemes

Our e-cash scheme will follow earlier approaches [BCFK15], where the bank
represents a coin in terms of its serial number sn = sngl| ... ||sng, which grows
with every transfer. In addition, a coin contains a tag tag = tag| ... |/tagy,
which enables tracing of double-spenders. The part sn; is chosen by a user when
she receives the coin, while the tag tag; is computed by the sender as a function
of sn;_1, sn; and her secret key.

Baldimtsi et al. [BCFK15] show how to construct such tags so they perfectly
hide user identities, except when a user computes two tags with the same sn; 1
but different values sn;, in which case her identity can be computed from the
two tags. Note that this precisely corresponds to double-spending the coin that
ends in sn;_1 to two users that choose different values for sn; when receiving it.

We use the tags from [BCFK15], which we first formally define, and then
show that its full potential had not been leveraged yet: in particular, we real-
ize that the tag can also be used as method for users to authenticate the coin
transfer. In earlier works [BCF 111, BCFK15], at each transfer the spender com-
puted a signature that was included in a coin, and that committed the user
to the spending (and made her accountable in case of double-spending). Our
construction does not require any user signatures and thus gains in efficiency.

Furthermore, in [BCFK15] (there were no tags in [BCF*11]), the malleable
signatures took care of ensuring well-formedness of the tags, while we give
an explicit construction. To be compatible with Groth-Sahai proofs, we define
structure-preserving proofs of well-formedness for serial numbers and tags.
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Syntax. An M-double-spending tag scheme T is composed of the following
polynomial-time algorithms:

T.Setup(Gr), on input a group description, outputs the parameters pary (which
are an implicit input to all of the following).

T.KeyGen(), on (implicit) input the parameters, outputs a tag key pair (sk, pk).

T.SGen(sk,n), the serial-number generation function, on input a secret key and
a nonce n € N (the nonce space), outputs a serial-number component sn
and a proof sn-pf of well-formedness.

T.SGenipit(sk,n) , a variant of T.SGen, outputs a message M € M instead of a
proof. (SGen;p;; is used for the first SN component, which is signed by the
bank using a signature scheme that requires messages to be in M.)

T.SVfy(pk, sn, sn-pf), on input a public key, a serial number and a proof verifies
that sn is consistent with pk by outputting a bit b.

T.SVfy, i (Pk, sn, M), on input a public key, a serial number and a message in
M, checks their consistency by outputting a bit b.

T.SVfy,;, depending on the type of the input, runs T.SVfy,;, or T.SVfy.

T.TGen(sk,n,sn), the double-spending tag function, takes as input a secret key,
a nonce n € N and a serial number, and outputs a double-spending tag
tag € T (the set of the double-spending tags) and a tag proof t-pf.

T.TVfy(pk, sn, st’, tag, t-pf), on input a public key, two serial numbers, a double-
spending tag, and a proof, checks consistency of the tag w.r.t. the key and
the serial numbers by outputting a bit b.

T.Detect(sn, si’, tag, tag’, L), double-spending detection, takes as input two se-
rial numbers sn and sn’, two tags tag, tag’ € T and a list of public keys £
and outputs a public key pk (of the accused user) and a proof IT.

T.VfyGuilt(pk, IT), the incrimination-proof verification function, takes as input a
public key and a proof and outputs a bit b.

Correctness properties. For any double-spending tag scheme T we require
that for all par < T.Setup(Gr) the following hold:

Verifiability: For every n,n’ € N, and after computing
— (sk, pk) < T.KeyGen ; (sk', pk’) + T.KeyGen
— (sn, X) < T.SGen(sk,n) or (sn, X) < T.SGeniy;;(sk, n)
— (sn’, sn-pf’) < T.SGen(sk',n')
— (tag, t-pf) «+ T.TGen(sk,n, sn’)

we have T.TVfy(pk, sn, st’, tag, t-pf) = T.SVfy,(pk, sn, X) = 1.

SN-identifiability: For all tag public keys pk; and pk,, all serial numbers sn and
all X; and X5, which can be messages in M or SN proofs, if

T.SVfy,(pky, sn, X1) = T.SVfy,;(pksy, sn, Xo) =1

then pk, = pk,.
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Expt}5 ™" (A): O1(sk):

Gr « GrGen(1%) n &N Tk :=n; k:=k+1
pary < T.Setup(Gr) (sn, sn-pf) < T.SGen(sk,n)
k=0 Return sn.
(sko, ski) « A(pary) Oa(sk, sn', i):
b* = AC () O2080) (pare sk, ski ) If T[i] = L, abort the oracle call
Return (b = b") n = T[}); T[i] == L
(tag, t-pf) < T.TGen(sk,n, sn’)
Return tag

Fig. 7. Game for tag anonymity (with oracles also used in ezculpability) for double-
spending tag schemes

Bootability: There do not exist an SN message M, serial numbers sn; # sny and
tag keys (not necessarily distinct) pk;, pks such that:

T'Snyinit (pkla sy, M) = T'Snyinit (pk27 S1g, M) =1

2-show extractability: Let pk,, pk, and pk, be tag public keys, sng, sn; and sny
be serial numbers, X be either an SN proof or a message in M, and sn-pf;
and sn-pf, be SN proofs. Let tag; and tag, be tags, and t-pf; and t-pf, be
tag proofs, and let £ be a set of tag public keys with pk, € L. If

T.SnyaH(pkO,sno,Xo) =1
T.Sny(pkl,snl,sn—pfl) = T.Sny(ka,sng,sn—pfz) =1
T.Tny(pkl, sng, sn1, tagy, t—pfl) = T.Tny(ka, sng, Sha, tags, t—pfz) =1

and sn; # sng then T.Detect(sny, sng, tag;, tagy, £) extracts (pky, IT) effi-
ciently and we have T.VfyGuilt(pk,, IT) = 1.

N -injectivity: For any secret key sk, the function T.SGen(sk, -) is injective.

Security properties.

FEzxculpability: This notion formalizes soundness of double-spending proofs, in
that no honestly behaving user can be accused. Let pary <— T.Setup and
(sk, pk) < T.KeyGen(pary). Then we require that for an adversary A that
is given pk and can obtain SNs and tags for receiver SNs of its choice, both
produced with sk (but no two tags for the same sender SN), is computation-
ally hard to return a proof IT with T.VfyGuilt(pk, IT) = 1. Formally, A gets
access to oracles O;(sk) and Oz(sk, -, -) defined in Fig. 7.

Tag anonymity: Finally, our anonymity notions for transferable e-cash should
hold even against a malicious bank, which gets to see the serial numbers and
double-spending tags for deposited coins, and the secret keys of the users.
Thus, we require that as long as the nonce n is random and only used once,
serial numbers and tags reveal nothing about the user-specific values, such
as sk and pk, that were used to generate them. The game is given in Fig. 7.
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Definition 6 (Tag anonymity). A double-spending tag scheme is anonymous
if PriExpt’8 ™" (\) = 1] — Pr[Expt’s% ****(\) = 1] is negligible in A for any
PPT A.

5 Our transferable e-cash construction

5.1 Overview

The bank validates new users in the system and creates money, and digital
signatures can be used for both purposes: when a new user joins, the bank signs
her public key, which serves as proof of being registered; during a coin issuing,
the bank signs a message M, that is associated to the initial serial-number
(SN) component sng of a coin (chosen by the user withdrawing the coin), and
this signature makes the coin unforgeable.

After a coin has been transferred k times, its core consists of a list of SNs
sng, sy, . . ., sng, together with a list of tags tagy, ..., tag, (for a freshly with-
drawn coin, we have k = 0). When a user spends such a coin, the receiver
generates a fresh SN component sngi1, for which the spender must generate
a tag tagy,;, which is also associated with her public key and the last serial
number sny, (which she generated when she received the coin.)

These tags allow the bank to identify the cheater in case of double-spending,
while they preserve honest users’ anonymity, also towards the bank. A coin more-
over contains the users’ public key w.r.t. which the tags were created, as well as
certificates from the bank on them. To provide anonymity, all these components
are not given in the clear, but as a zero-knowledge proof of knowledge. As we
use a commit-and-prove proof system, a coin contains commitments to its se-
rial number, its tags, the user public keys and their certificates and proofs that
ensure all of them are consistent.

Recall that a coin also includes a signature by the bank on (a message related
to) the initial SN component. To achieve anonymity towards the bank (coin
anonymity), the bank must sign this message blindly, which is achieved by using
the SigCm functionality: the user sends a commitment to the serial number, and
the bank computes a committed signature on the committed value.

Finally, the bank needs to be able to detect whether a double-spending oc-
curred and identify the user that committed it. One way would be to give the
serial numbers and the tags (which protect the anonymity of honest users) in
the clear. This would yield a scheme that satisfies coin anonymity and user
anonymity (note that in these two notions the bank is adversarially controlled).
In contrast, coin transparency, the most intricate anonymity notion, would not
be achieved, since the owner of a coin could easily recognize it when she receives
it again by looking at its serial number.

Coin transparency requires to hide the serial numbers (and the associated
tags), and to use a randomizable proof system, since the appearance of a coin
needs to change after every transfer. At the same time we need to provide the
bank access to them; we thus include encryptions, under the bank’s public key,
in the coin. And we add proofs of consistency of the encrypted values. Now
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all of this must interoperate with the randomization of the coin, which is why
we require rerandomizable encryption. Moreover, this has to be tied into the
machinery of updating the proofs, which is necessary every time the ciphertexts
and the commitments contained in a coin are refreshed.

5.2 Technical description

Primitives used. The basis of our transferable e-cash scheme is a random-
izable extractable NIZK commit-and-prove scheme C to which we add com-
patible schemes: an M-structure-preserving signature scheme S that admits an
M-commuting signature add-on SigCm, as well as a (standard) M’-structure-
preserving signature scheme S’ (all defined in Sect. 4.2).

Our scheme moreover uses rerandomizable encryption (Sect. 4.3), a scheme
E, which only needs to be IACR-secure, and an RCCA-secure scheme E’, which
will only be used for a single ciphertext per coin. (One can instantiate E with a
possibly more efficient scheme.) Finally, we use a double-spending tag scheme T
(Sect. 4.4). We require E, E" and T to be compatible with the proof system C,
that is, the equations for T.SVfy, T.SVfy, ;, and T.TVfy, as well as E.Verify and
E’.Verify, are all in the set £ of equations supported by C.

Auxiliary functions. To simplify the description of our scheme, we first de-
fine several auxiliary functions. We let Rand denote an algorithm that random-
izes a given tuple of commitments and ciphertext, as well as proofs for them
(and adapts the proofs to the randomizations) by internally running C.RdCm,
E.ReRand, C.AdptPrf and E.AdptPrf with the same randomness.

Below, we define C.Prvg, init that produces a proof that a committed ini-
tial serial number sn was correctly generated w.r.t. a committed key pkt and
a committed message M (given the used randomness ppk, psn and ppr); and
C.Verifyg, init that verifies such proofs. C.Prvg, and C.Verifyy, do the same for
non-initial serial numbers (for which there are no messages, but which require a
proof of well-formedness instead).

C.Prvgn init (ck, pkt, sn, M, ppk, Psns P ):

— Return m «— C.Prv(ck, T.SVfy;i (-, -, -) = 1, (Pkr, ppk), (81, psn), (M, par))
C.Verifyp init (CK, Cpk; Con, Cars Ton):

— Return (C.Verify(ck, T.SVfy;,i: (-, -, ©) = 1, ¢pk; Csns €A1, Tsn))
C.Prvgn(ck, pky, sn, sn-pf, ppk, Psns Psn-pf):

- T C.PI’V(Ck, TSny(a K ) =1, (kaa ppk)v (SH, pSH)ﬂ (Sn_pfa pSH-Pf))
— Return (7, C.Cm(ck, sn-pf, psu-pr))

C.Verifyg, (ck, cpk, Con, Tsn = (Tsns Csnopt) )
— Return C.Verify(ck, T.SVFy(-,-,-) = 1, Cpk; Csns Csn-pfs Tsn)

C.Prvi,s produces a proof that a committed tag was correctly generated w.r.t.
committed serial numbers sn and sn'; and C.Verify,,, verifies such proofs.
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C~Prvtag(ck7 ka7 sn, SH/, taga Ppk; Psn; P;m Ptags t_pfa pt—pf)

(tag, Pta, )7 (t'pfap - f)
— Return (7, C.Cm(ck, t-pf, prpr)) e o)
C.Verify, o (ck, Cpk, Csns Cly, Ctags Ttag = (T, Copr)):

— Return C.Verify(ck, T.TVfy(,-,-,-) = 1, ¢pk, Csn, Cop, Ctag, Co-pf, )

C.E.Prvenc produces a proof that a ciphertext ¢ of M and C.Cm(ck, M, pps) con-
tain the same message; C.E.Verify,,. verifies such proofs. (Note that the output
of C.E.Prvgy,c is the same 7 as in the input of E.AdptPrf; moreover, since p, is
not used outside of C.E.Prvey, it can be sampled locally.)

C.E.Prvenc(ck, ek, M, pas, s, €):
— py & R; m « C.Prv(ck, E.Verify (ek,-,-,&) = 1, (M, par), (var, pu))
— Return (7, C.Cm(ck, vpr, pu))

C.E.Verify,, . (ck, ek, cpr, Ear, Teq = (Teqs Cv)):
— Return C.Verify(ck, E.Verify(ek, -, -, ém) = 1, e, v, Teq)

Components of the coin. There are two types of components, the initial
components coinit, and the standard components coingq. The first is of the
form

: _ (0 0 0 0 .0 0.0 0 =0
coininy = (cpk, Coerts Toerts Cons Tons €1 €5 CAM » Cors Tory Cons Trons €1€) 5 (1)

where the “c-values” are commitments to the withdrawer’s key pk, her certificate
cert, the initial serial number sn and the related message M, the bank’s signature
o on M; and ¢y, is an encryption of sn. Moreover, Tee: and 7y, prove validity
of cert and sn, and 7, proves that cg, and &, contain the same value. We
use “empty values” € to pad so that both coin-component types have the same
format. Validity of an initial component is verified w.r.t. an encryption key for
E’ and two signature verification keys for S and S':

VERuit (ek'7 vk, vk, coininit): Return 1 iff the following hold: // coininis as in (1)
— C.Verify(ck, S Verify(vK', -, -) = 1,69, i, T0ert)
— C.Verify(ck, S.Verify(vk,-,-) = 1, car, ¢, 70)
— C.Verifyg, init (ck, cgk7cgn,cM77rgn) A C.E Verify.,.(ck, ek',c%,,e%,, 7%)

Standard components of a coin are of the form

. _(a 0 % ) i 0 % ~i ~1 ~ 1
COlstd = (Cpk7 Ceerts TMeert) Csn> Tsns Ctag7 Trtag7 €,&,&,Csp) Taps Ctag? ﬂ-tag) ) (2)

and instead of M and the bank’s signature they contain a commitment c;,, and
an encryption €, of the tag produced by the spender (and a proof m,, of validity
and T,e proving that the values in ¢y, and &g are equal). A coin is verified by
checking the validity and consistency of each two consecutive components. If the
first is an initial component then the values cggl, ngl, Ei;gl and ﬁi;gl are ¢; if it

i—1
o

is a standard component then ¢/, ¢ and 7Tf,_1 are €.
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i—1 _i—1 4i—1 _i—1 -1 _i—1 i—1 _i—1 ~i—1
VERstd(ek vk (pk » Ceert» Teert » Csn 1 Tsn 7Ctag’7rtagchvC »Te 9 Csn s

,/:'r7,1~11~

Return 1 iff the following hold:
— heoneinC. Verify(ck S Verify(vK',-,-) = 1, ¢l Chons Thert)

sn 1 Cag ,Wtagl) Comstd). // coingia as in (2)

— C.Verifysn(ck7 Chier € sn,ﬂ'én) AC.Verifytag(ck, C;kl,cénl,cémctag’ Trtag)
— C.E.Verify.,(ck, ek, ct,, &, @t) A C.E.Verify,,(ck, ek, Ctag: Ctags Wtag)

Our scheme. We now formally define our transferable e-cash scheme.

ParamGen(1*):
— Gr + GrGen(1%)
— parg < S.Setup(Gr) ; parg «+ S'.Setup(Gr)
— pary < T.Setup(Gr) ; ck < C.Setup(Gr)
— Return par = (1*, Gr, pars, pars,, pary, ck)

Recall that par is an implicit input to all other algorithms; we assume that they
parse par as (1%, Gr, pars, parg, parr, ck).
BKeyGen():

— (sk, vk) « S.KeyGen(pars) ; (sk', vk') «— S'.KeyGen(parg,)

— (eK', dK') «+— E' .KeyGen(Gr) ; (ek, dk) <+ E.KeyGen(Gr)

— (skt, pkt) < T.KeyGen(pary) // (skr, pky, cert) let the bank act. ..

— cert « S'.Sign(sk, pky) // ...asU" in Spend during deposit

— Return (skw = (sk,sk'), skex = (dK', dk),

skp = (cert, pky, skt), pkg = (ek', ek, vk, vK'))

Register(B(skw = (sk,sk')),U(pkg = (ek’, ek, vk, vK'))):

U: (skt, pky) < T.KeyGen(pary) ; send pky to B

B: certy + S'.Sign(sk', pkt) ; send certy to U ; output pke

U: 1If S' Verify(vK', pkt, certy) = 1, output sky < (certy, pkr, skt) ; else L

Withdraw<B(skW = (sk, sk'), pkg = (€K, ek, vk, vK')),

. . U(sky = (certu,kayskT%pkB»:
U: — n+ N; Ppks Pcerts Psny PM < R

- (SH7 Msn) — T.SGemnit(Sk‘r7 n)

— cpk <+ C.Cm(ck, pkt, ppk)

— Ceert < C.Cm(ck, certy, peert)

— Can < C.Cm(ck, sn, psy)

— ¢y + C.Cm(ck, Mgy, par)

— Teert < C.Prv(ck, S Verify(vk,-, ) = 1, (pky, ppk)s (certy, peert))
— Tsn C-Prvsn,init(0k7 ka; sn, Msm Ppks Psn» pM)

- Send (cpln Ccerty Tcerty Csny CM » 7Tsn) to B
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if C.Verify(ck, S’ Verify(vK',-,-) = 1, Cpk, Ccert, Tcert) OT
C.Verifyg, init (Ck, Cpk, Csn, €1, Tsn) fail then abort and output L.
(o, 7y ) < SigCm(ck, sk, cpr) ; send (¢, 7o) to U ; return ok

if C.Verify(ck,S.Verify(vk,-,-) = 1,¢cp, ¢o, Ty) fails, abort and output L.

— Uy & R ; G+ E.Enc(ek, sn, vy,)
- / / ~
— 7en +— C.E ~PrVenc(Ck7 ek’, sn, psy, Vn, Csn)

/ / / / / / / $ 3 ~ - -
= Ppi> Peerts Psny P> Pos Vsns P sn R //since 7 contains a commitment,

we also sample randomness for it
CO — Rand ((Cpk, Ccerts Tcerty Csny Tsns CM 5 Coy Tos ésm ﬁsn)»
(Phtes Plerts Plsns P> Pigs Vi P sn))
Output (Coa N, 811, Pgn + p/sn7 Ppk + p;k)

Spend<U(c, sky = (cert, pkt, skt), pkg = (ek', ek, vk, vk')),

U’

u’:

U'(sky, = (cert’, pky, skr), pkg)):
n' & N Iopk7 pcert’ panv psn pf7 <_ R
(sn’, sn-pf’) < T.SGen(pary, skmg7 n')
cpk + C.Cm(ck, ka,ppk) ot < C.Cm(ck, cert’, plo,e)
o — C.Cm(ck, st’, pl) ;
. < E.Enc(ek, s’ V)
ccrt + C PI’V(Ck S. Venfy( ) = 1? (pkfl'vp;)k% (Certlvp/ccrt))
SH — C.Pern(Ck, kaa SH 9 Sﬂ-pf, p;)k’ p;n’ p;n_pf)
7r;n + C.E.Prvenc(ck, ek, s’ pl vl cl)
Send (s1', pl,) to U
Parse c as (%, (¢/ (c; ,cz,
csn7 Ctag7 gn’ ijag));:p n, Sn, Psn, ppk) //Z could be 0
$
Ptag, Vtags Pt-pf < R
(tag, t-pf) + T.TGen(pary, skt,n, sn’)
Ctag < C.Cm(ck, tag, prag) ; Ciag < E.Enc(ek, tag, viag)
Ttag < C-Prvtag(Ck7 ka7 S11, Snlv tag, t—pf, Ppks Psn;s pfsnv Ptag, Pt—pf)
Ttag C.E.Prven?(gk, ek, tag, Prag, Viag, Ctag)
Send ¢ = (c, (¢7)5= 15 Ctags Ttags Ctags Tag) to U’ ; output ok

Cen- -pf «~C Cm(Ck S1- pf, psn pf)

J J j j J
ert? Tcerts Csn> Msn» C%aga 71—taga

If any of the following fail then abort and output L:
— VERit (€K, vk, vk, %)
— VERga(ek, vk, vk, 7=, ¢0), for j=1,...,i
— C.Verifyy,, (Ck, ¢y, Chyy Cons Crags Tag)
— C.E.Verify,,.(ck, eklctag, Ctag, Ttag)
pick uniform random p"
"'« Rand ((( )] =0C k’ c/cert’ 7T-éertv C;na ng Ctag; Ttag, 6;117 ﬁ-gm E/tag’ ﬁ;;ag)’ p7l)

OUtput (cllv TI, ,.SD ’ psn + (p7/)sn" p;:)k + (p_;/)Pk/)
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CheckDS (skex = (dK, dk), DCL, UL, ¢):

_ 0 _ (.0 0 0 0 0 0 ~0 =0
Parse c as (C - (cpk’ Ceerts Tcert> Csn> Tsns» Cr> Cos oy Canys ﬂ-sn)’
i (dd i G G d i A o~i A o~ o\ .
() = (C;kv Ciert? Teerts Csn> Ton> C—Zag’ Ttag> Csns Tsns Crag» Trtag))j:h N, 51, Psn, ppk)

sh < (E'.Dec(dk’,9,), E.Dec(dk, ), ..., E.Dec(dk, &,))

» Csn sn sn

tag < (E.Dec(dk, él,,), ... ,E.Dec(dk,é,,))

If for all (SB/, té;gj) € DCL: (sh)g # (SH’)O // initial SN of checked coin. ..
then return DCL || (1, tgg) // ... different from those of deposited coins

— Else let j be minimal so that (sn); # (81_1")]' // double-spent at j-th transfer

(pke, IT) « T.Detect((sh);, (si');, (tag);, (tag');, UL)

— Return (pky, IT)

ViyGuilt(pky, IT): Return T.VfyGuilt(pky, IT)

5.3 Correctness and security analysis

Theorem 7. Our transferable e-cash scheme satisfies all correctness proper-
ties and is perfectly sound.

The first four correctness properties follow in a straightforward way from the
correctness properties of S, S’ and C, and verifiability of T. The fifth property
follows from the fact that skp has the form of a user secret key.

Because a user verifies the validity of all components of a coin before accepting
it, perfect soundness of our scheme is a direct consequence of the correctness
properties of S, S" and C, as well as perfect soundness of C and verifiability of T.

Detailed proofs of the following theorems can be found in Appendix A. We
omit the proof for u-an as it is analogous to the one for c-an.

Theorem 8. Let N be the nonce space and S be the space of signatures of
scheme S. Let A be an adversary that wins the unforgeability game with ad-
vantage € and makes at most d calls to BDepo. Suppose that C is perfectly sound
and (M US)-extractable. Then there exist adversaries against the unforgeability
of the signature schemes S and S" with advantages €sig and €, resp., such that

sig’

€ < €sig T €l + A /|N.

Assume that during the adversary’s deposits the bank never picks the same
final nonce twice. (The probability that there is a collision is at most d?/|N|.)
In this case, there are two ways for the adversary to win:

(1) CheckDS outputs L, or an invalid proof, or an unregistered user: Suppose
that, during a BDepo call for a coin ¢, CheckDS does not return a coin list. Recall
that, by assumption, the final part (chosen by the bank at deposit) of the serial
number of c is fresh. Since CheckDS runs T.Detect, by soundness of C and two-
extractability of T, this will output a pair (pk, IT), such that VfyGuilt(pk, IT) = 1.
Since a coin contains a commitment to a certificate for the used tag key (and
proofs of validity), we can, again by soundness of C, extract an S'-signature on
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pk. Now if pk is not in UL, then it was never signed by the bank, and A has
thus broken unforgeability of S'.

(2) qw < |DCL|: If the adversary creates a valid coin that has not been with-
drawn, then by soundness of C, we can extract a signature by the bank on a new
initial serial number and therefore break unforgeability of S.

Theorem 9. Let A be an adversary that wins the game exculpability with
advantage € and makes u calls to the oracle URegist. Then there exist adversaries
against mode-indistinguishability of C and tag-exculpability of T with advantages
€m-ind aNd €t_oxc, TESP., Such that

€ § €m-ind T U * €t_exc-

An incrimination proof in our e-cash scheme is simply an incrimination proof of
the tag scheme T. Thus, if the reduction correctly guesses the user w that will
be wrongfully incriminated by A (which it can with probability 1/u), then we
can construct an adversary against exculpability of T. The term €, j,q comes
from the fact that we first need to switch C to hiding mode, so we can simulate
Ten and T,g for the target user, since the oracles O; and O, in the game for tag
exculpability (see Fig. 7) do not return sn-pf and t-pf.

Theorem 10. Let A be an adversary that wins the coin anonymity game
(c-an) with advantage € and let k be an upper-bound on the number of users
transferring the challenge coins. Then there exist adversaries against mode-
indistinguishability of C and tag-anonymity of T with advantages € ing and €;_an,
resp., such that

e < 2 (em—ind + (k + 1) et—an)'

Theorem 11. Let A be an adversary that wins the user anonymity game
(u-an) with advantage € and let k be a bound on the number of users transferring
the challenge coin. Then there exist adversaries against mode-indistinguishability
of C and tag-anonymity of T with advantages €m.ind and €_an, T€SP., such that

€ < 2€mind + (k + 1) €t-an-

In the proof of both theorems, we first define a hybrid game in which the commit-
ment key is switched to hiding mode (hence the 10sS €p,.indg, Which occurs twice
for b =0 and b = 1). All commitments are then perfectly hiding (and proofs
reveal nothing either) and the only information contained in a coin are the serial
numbers and tags. They are encrypted, but the adversary, impersonating the
bank, can decrypt them.

We then argue that, by tag anonymity of T, the adversary cannot link a
user to a pair (sn, tag), even when it knows the users’ secret keys. We define
a sequence of k + 1 hybrid games (as k transfers involve k + 1 users); going
through the user vector output by the adversary, we can switch, one by one, all
users from the first two the second vector. Each switch can be detected by the
adversary with probability at most €;.,,. Note that the additional factor 2 for
€t.an 1N game c-an is due to the fact that there are two coins for which we switch
users, whereas there is only one in game u-an.
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Theorem 12. Let A be an adversary that wins the coin-transparency game
(c—tr) with advantage €, let £ be the size of the two challenge coins, and k be an
upper-bound on the number of users transferring the challenge coins. Then there
exist adversaries against mode-indistinguishability of C, tag-anonymity of T,
IACR-security of E and RCCA-security of E' with advantages €m-ind, €t-an, Eiacr
and €rcca, TESP., Such that

€ S 2 €m-ind + (k + 1) €t-an + (2£ + 1) €iacr + €rcca-

The crucial difference to the previous anonymity theorems is that the bank
is honest (which makes this strong notion possible). We therefore must rely on
the security of the encryptions, for which the reduction thus does not know the
decryption key. At the same time, the reduction must be able to detect double-
spendings, when the adversary deposits coins. Since we use RCCA encryption,
the reduction can do so by using its own decryption oracle.

As for c-an and u-an, the reduction first makes all commitments perfectly
hiding and proofs perfectly simulatable (which loses €y, ina twice). Since all ci-
phertexts in the challenge coin given to the adversary are randomized, the re-
duction can replace all of them, except the initial one, by TACR-security of E.
(Note that in the game these ciphertexts never need to be decrypted.) The fac-
tor 2¢ is due to the fact that there are at most ¢ encryptions of SN/tag pairs.
Finally, replacing the initial ciphertext (the one that enables detection of double-
spending) can be done by a reduction to RCCA-security of E’: the oracle Depo’
can be simulated by using the reduction’s own oracles Dec and GDec (depending
on whether Depo’ is called before or after the reduction receives the challenge
ciphertext) in the RCCA-security game. Note that, when during a simulation
of CheckDS, oracle GDec outputs replay, the reduction knows that a challenge
coin was deposited, and uses this information to increase ctr.

6 Instantiation of the building blocks and efficiency

The instantiations we use are all proven secure in the standard model under
non-interactive hardness assumptions.

Commitments and proofs. The commit-and-prove system C will be instan-
tiated with Groth-Sahai proofs [GS08], of which we use the instantiation based
on SXDH (defined in Appendix D).

Theorem 13 ([GS08]). The Groth-Sahai scheme, allowing to commit values
fromV :=72,JUGU G is perfectly complete, perfectly sound and randomizable;
it is (GU @)—emtmctable, mode-indistinguishable assuming SXDH, and perfectly
hiding in hiding mode.

We note that moreover, all our proofs can be made zero-knowledge [GS08], and
thus simulatable, because all pairing-product equations we use are homogeneous
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(i.e., the right-hand term is the neutral element). We have (efficient) extractabil-
ity, as we only need to efficiently extract group elements from commitments (and
no scalars) in our reductions. (Note that for information-theoretic arguments
concerning soundness, Extr can also be inefficient.)

Signature schemes. For efficiency and type-compatibility reasons, we use two
different signature schemes. The first one, S, must support the functionality
SigCm, which imposes a specific format of messages. The second scheme, S, is
less restrictive, which allows for more efficient instantiations. While all our other
components rely on standard assumptions, we instantiate S with a scheme that
relies on a non-interactive g-type assumption defined in [AFGT10].

Theorem 14. The signature scheme from [AFGT 10, Sect. 4] with message space
M = {(g", ™) |m € Zyp} is (strongly) unforgeable assuming q-ADHSDH and
AWFCDH (see Appendiz D), and it supports the SigCm functionality [Fucll].

Theorem 15. The signature scheme from [AGHO11, Sect. 5] is structure-pre-
serving with message space M' := G and (strongly) unforgeable assuming SXDH.

Randomizable encryption schemes. To instantiate the RCCA-secure scheme
E" we follow the approach from Libert et al. [LPQ17]. Their construction is only
for one group element, but by adapting the scheme, it can support encryption
of a vector in G™ for arbitrary n. In our e-cash scheme, we need to encrypt
a vector in G2, and since it is not clear whether more recent efficient schemes
like [FFHR19] can be adapted to this, we give an explicit construction, which
we detail in Appendix B.2.

Recall that the RCCA-secure scheme E’ is only used to encrypt the initial
part of the serial number; using a less efficient scheme does thus not have a
big impact on the efficiency of our scheme. From all other ciphertexts contained
in a coin (which are under scheme E) we only require TACR security, which
standard ElGamal encryption satisfies under DDH(!). Thus, we instantiate E
with ElGamal vector encryption. (Note that our instantiation of E is also built
on top of ElGamal). We prove the following in the appendix.

Theorem 16. Assuming SXDH, our randomizable encryption scheme in Ap-
pendix B.2 is RCCA-secure and the one in Appendiz B.3 is IACR-secure.

Double-spending tags. We will use a scheme that builds on the one given
in [BCFK15]. We have optimized the size of the tags and made explicit all the
functionalities not given previously. We defer this to Appendix B.1.

Efficiency analysis

We conclude by summarizing the sizes of objects in our scheme in the table
below and refer to Appendix C for the details of our analysis.

For a group G € {G,G,Z,}, let |G| denote the size of an element of G.
Let cpisrap denote the coin output by U at the end of the Withdraw protocol
(which corresponds to ¢t plus secret values, like n, pgy, ete., to be used when

29



transferring the coin), and let c¢yq denote one (non-initial) component of the
coin. After k transfers the size of a coin is |Cptsrap| + K| Cstal-

|sks| | 9|Zp| + 2|G| + 2|G| || [Hguic 2|G|

|pks| 15|G| + 8|G| |Cotstrap| | 6]Zp| + 147|G| 4 125|G|
Isku| | |Zp] + 2|G| + 2|G| |Cstal 54|G| + 50|G|
|Pky| |G| |(sih, tag)| (4t + 2)|G]|
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A Security proofs

Some of our theorems in the appendix are more general than stated in the body
of the paper: they also work for a scheme C that only satisfies computational
soundness (whereas in the body we assumed perfect soundness).

A.1 TUnforgeability

Theorem 17. Suppose that there exists an adversary A against unforgeability
(Def. 2) of our transferable e-cash scheme with advantage eungorg making at most
d calls to oracle BDepo. Suppose that M and the signature space of S are con-
tained in V'. Then we can build a polynomial-time adversary By against the
unforgeability of the signature scheme S with advantage esg, an adversary Ba
against the unforgeability of S’ with advantage egig, and B3 and By against the
soundness of the commitment scheme C with advantage €5,; and €, 2. Then

d2
!
Cuntors < €1 + €n2 + 6sig + €ig + 757

Proof. Note that the adversary has two possibilities to win the game: either
it creates a counterfeit (i.e., gw < |CL]), or it wins by making a deposit fail
(i.e., CheckDS does neither output a list nor a valid pair with a registered user
key). In our proof we will consider these two aspects separately. First we will
prove in Proposition 18, that creating counterfeit is harder than breaking the
unforgeability of S, or proving a false statement in C. In Proposition 19, we prove
that if fresh nonces are picked during each deposits, then it is harder to make
Deposit fail than breaking the unforgeability of S’, or proving a false statement
in C.
We first recall the unforgeability against the e-cash system:

Expti‘ff"rg (N):
par + ParamGen(1*); (skg, pkg) + BKeyGen(par)
ABRegist,BWith,EDepo (paf, pkB)
If in a BDepo call, CheckDS does not return a coin list
Return 1 if any of the following hold:
— CheckDS did not output a pair (pk, IT)
— VfyGuilt(pk, IT) = 0
- pkeUL
Let gw be the number of calls to BWith
If gw < |DCL| then return 1
Return 0

and the unforgeability game against a signature scheme:
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Expt;g_uf (\) Oracle: S.Sign* (sk, m, Q):

par + S.Setup (1) Q:=QU{m}
(sk, vk) «+ S.KeyGen (par) Return S.Sign (sk,m)
Q=10

(m70.) — BS.Sign*(sk7.7Q) (par7 Vk)
Return (m ZQ N S.Verify(vk,m,a))

Finally, the soundness of the commitment scheme:

Expt?:c?%ndness ()\) .

(ck, xk) < C.ExSetup(1*)
Q = 0; (Evclv"'vcn) A B(Ck)
Return (C.Verify (ck,E,c1,...,¢n) N E(C.Extr (xk,¢1),...,C.Extr(xk,c,)) )

Let Eynforg be the event that A wins the game, that is, at some point after
a call to BDepo, CheckDS did not output a list, or g < |DCL|. We partition
Eunforg as follows:

— Epecrypt-fails: In CheckDS, a decryption fails or does not output any serial
number and tag, when it is supposed to

— Egame: In CheckDS, there is no j such that sh; # s_ﬁ;-

— Epps-fails: In CheckDS, algorithm T.Detect does not output any (pkr, I1g)

— Eincorrect: CheckDS outputs (pk;«, IT¢) such that VfyGuilt (pk;., IIg) =0

- Enot—register: pki* ¢ uc

— Ecounterfeit: qw < |DC£|

We first build an adversary B; against the unforgeability of S, which will bet on
Ecounterfeit: gw < |DCL| (i.e., A creates valid money). Thus, A has produced a
committed signature for a fresh serial number and thus forged a signature for a
fresh serial number or a false proof for the equation S.Verify (In this second case
adversary Bz will break soundness). Note that to simulate SigCm, adversary B
needs xk and SmSigCm.

Adversary Bf\’s'Sign*(Sk") (parg, vk):

Obtain Gr from parg

(ck, xk) < C.ExSetup (Gr)
parg + S'.Setup (Gr)

(sk', vK') < S'.KeyGen (pars,)
pary + T.Setup (Gr)

par + (1%, Gr, pars, pars/, parr, ck)
Coinsp := 0

Coinsy :=0

(ek, dk) < E.KeyGen (Gr)
(eK', dk') + E'.KeyGen (Gr)
pkp (ek’, ek, vk, Vk/)

(skt, pky) + T.KeyGen(Gr)
skp « (e, skt, pky)
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Run ABRegist,BWith* ,BDepo (par, pkB)
In each call of BWith, add the coin received to the list Coinsy
In each call of BDepo, add the coin received to the list Coinsp
BWith* is similar to BWith, except instead of using SigCm, it uses SigCm™:
SigCm™(c):
m <+ C.Extr (xk, ¢)
Use the oracle to obtain 3 < S.Sign*(sk, m)
(co,m) < SmSigCm(xk, vk, ¢, X)
Return (¢,,m)
Let gy be the number of successful calls to BWith
If gw > |DCL| then abort
Let D := )
Let W :=10

For ¢ € Coinsy:

07 (Cj)é':l? n, SH, Psm ppk)
0 0 0 0

Parse c as (c
Parse CO as (Cgk7 C(c)ertV Teert> Csn» Tsny CM 5 Cor 7T2, égnv ﬁgn)
M := C.Extr (xk, cpr)
o = C.Extr (Xk, cg)
W:=WuU{(M,o)}
For ¢ € Coinsp:
Parse c as (c, (cj);:1 , T, SI, Psn, Ppk)
Parse ¢ as (Cgk7 C(c)erm Wgerm an, ﬂ—gm CM, 037 7T2, égm 7~Tgn)
M := C.Extr (xk, cpr)
o = C.Extr (Xk, cg)
D:=DU{(M,o0)}
If 3(M,0) e W\ D:
then return (M, o)
Else abort

We let ¢ identify the part of the secret key that is ignored in the entire game
(because the bank never spent a coin). By correctness of the committed signature
of S, the simulation will be perfect. And by (MUS)-extractability of C, we deduce
that B is efficient.

We now construct a first adversary B3 against soundness:

Adversary Bft (ck):
Obtain Gr from ck
parg < S.Setup (Gr)
parg, < S’ .Setup (Gr)
pary + T.Setup (Gr)
par + (1%, Gr, pars, pars/, parr, ck)
S:=0
(pkg = (ek/, ek, vk, Vk/) ,skyy = (sk, sk'), skp, skex) + BKeyGen()
Run ABRegist,BWith,BDepo (par7 pkB)
In each call of BDepo, add the entire coin received in the list Coinsp
Let gw be the number of successful calls to BWith
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If gw > |DCL|, then abort
Let D :=0
For ¢ € Coinsyp:
Parse ¢ as (co, (Cj);-:l,n,SIL Psns Ppk)
Add ¢y to S
Parse S as { ( k ’ cert’ ﬂ—éerm cgn7 W;m Céw» Ca’ 7Ta7 Csn’ sn) }1<i<|S|
Parse7r as (c 7r) o

Return ( (E/.Verify (ek', X%, X3,¢L,) A S.Verify (vk, Xi, X5) =1 A
i=1
T'SVinnit (X;nXiaXé) )7
sl ) )
chuctiehpch ek dn S el e e Li',[\l (wl/\wf,/\w;n))

We define the following events:
Egg: By breaks the unforgeability of the signature scheme S; and
Ecom,1: Bz breaks the soundness of the commitment scheme C.

PI‘OpOSitiOIl 18. Ecounterfeit - Esig ) Ecom,l-

Suppose that we are in case Ecounterfeit \ Esig- Because the coin has been ac-
cepted during Spend in a call to BDepo, the proofs output by B3 are correct.

Let (snl7 vl Ml,pk#,al, ..., snlSl plSl M|S|,pk|TS|,U‘S‘) be the values that the
challenger of the soundness game extracts from the commitments output by Bs.
If for some i: S.Verify (vk, M*, ") # 1, then By wins the soundness game.

Suppose that /\Li‘1 S.Verify (Vk, Mi,ai) = 1. Since we are not in Fjg, all
values M? correspond to coins that have been withdrawn. But there are only gy
such coins and thus ¢y such messages M. Thus, we have |{M 1}‘ 1‘ < gqw.

If /\Li‘1 T.SViy,nie (pk?r, sn', M*) # 1, then Bs won the soundness game.

Assume A!Z| T.SVAy, (pk%, snt, M?) = 1. Since T is bootable, it must hold
that [{sn'},%, | < [{M}2, B2 < aw < |DCL] (the
last inequality follows since we assumed to be in Ecounterfeit )-

Note that by construction of DCL, all the initial serial numbers of the el-
ements of DCL are different. Let us call this set I. From |I| = |DCL|, we

deduce |I| > |{sn’}|s‘1| By construction, |I| = |{E'.Dec(dk’,c.,) }|S|1| and
thus |{E".Dec(dk’, &, ‘S‘1| > |{sn1}|sll| Let g be such that E'.Dec(dk’,é%) ¢
‘{sni}ﬁ|1|. By correctness of E', we have E'.Enc (pk,sn™,v) # ¢, and thus
(again by correctness of E') E'.Verify (pk sn', v, ¢o) £ 1.

We deduce that /\Li‘l E'.Verify (pk sn’, V¢, Sn) # 1, and consequently B3 won
the soundness game. We thus have Ecounterfen \ Egg C Ecom,1- O

We build an algorithm to break unforgeability of S':
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A, Sign* (sk/,-
Adversary B, g (s (pars:, vK'):

Initialize UL as empty list

Obtain Gr from parg;

(ck, xk) <— C.ExSetup (Gr)

parg < S.Setup (Gr)

(sk, vk) + S.KeyGen (Gr)

pary + T.Setup (Gr)

par + (1%, Gr, pars, pars/, parr, ck)

(ek',dK') + E'.KeyGen (Gr)

(ek, dk) < E.KeyGen (Gr)

(skt, pky) < T.KeyGen (Gr)

skp + (€,pk-r,sk‘r)

pkp (ek’, ek, vk, Vk/)

Run ABRegist,BWith,BDepo (par, pkB)

Each time we would use S’.Sign in an oracle call we use
S'.Sign* (sK', ), and we add the input to UL

Let (pk, IT) be the output of the last call to BDepo

If such a pair is never returned by BDepo, then abort

Let ¢ be the last coin sent by the user

Parse ¢1 as (¢, (¢)!_y,n, 81, psn, ppk)

Let j be minimal such that (sh); 1 # (sn');_1
(using the notation from CheckDS)

J—1 -1 J-1 _5-1 45-1 _j-1 Jj—1 _j—1 J—1 _j—1
Parse ¢ as (C;kT 3ciel't77rcertﬂcsn » Tsn 3Cgag 77Ttag yCM Cp T Ty

=1 ~j—1 xj—=1 ~j—1
Csn > Msn 7cgag 77Ttag

pkt :=C. Extr(xk, C‘;I:Tl)

o := C.Extr(xk, cie_rtl)
If pky ¢ UL:

then return (pkr, o)
Else abort

We denote by e the part of the secret key that could be ignored in the protocols
(e.g., the certificate cert of a receiver is never used). Let Ej, be the event that
B; breaks the unforgeability of S’.

We construct a second adversary against soundness of C:

Adversary Bi* (ck):
Obtain Gr from ck
parg < S.Setup (Gr) ; pars, <+ S'.Setup (Gr) ; pary < T.Setup (Gr)
par + (1%, Gr, pars, pars/, parr, ck)
(pkg = (ek/, ek, vk, Vk/) , skyy = (sk, sk'), skp, skex) <+ BKeyGen()
RUH ABRegist,BWith,BDepo (pan pkB)
Let (pk, IT) be the output of the last call to BDepo
If such a pair is never returned by BDepo, then abort
Let ¢ be the last coin sent by the user and ¢ be its size
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Parse ¢ as (¢, (c*)i_1,n, sn, psn, ppk)
Let j be minimal such that (si);_1 # (sn i
(using the notation from CheckDS)
Parse cU~Y as ( ;Jk D U= 1),7r£ﬁm1) 9

cert
C{(ijl) (J D sl- 1) ~(i—-1) x(-1) ~(j*1))

, T, ; Csn s Tlsn » Ctag tag
Do the same for all k € {0,...,i}
If j # 1, then parse 7r(] D as (Ws(f];;fid, cg]__p}))

Else ( U= U 1)) — (ﬂ's(gil),CM)

sn valid’ “sn-pf

) (J 1) (-1 _(i-1)

Tsn yCtag s Mtag ~» CM,

o )
sn,valid’ “sn-pf tag,valid’® ~t-pf

For all k € {0,...,1
~k £k ~ ke k k
Parse 7, as (cf 7k, ) and parse 7f,, as (cymg, Thgeq)
Let ¢ be the coin that collides with ¢ and ¢’ be its size
/ /0 1k / AN /
Parse ¢ as (<%, (c )i_ 1,n,sn,psn,ppk)

(-1 -1 G-1) _G=1) G- 1) A= G-1)
Parse C( ) as (C yCoert > Tcert » Csn Tsn ’ctag ’

Parse 7/, as (’R’j . ;) and wfag as (]

G=1) JG=1) G G g1 2/G=1) GG 2= 1))

ﬂ—tag 'y M 9 9 y bsn y /tsn I tag ﬂ—tag

Do the same for all k € {0,...,i'}

/j 13 Z
Parse Tsn 88 (ﬂ—sn valid> Csn- pf)

. 13 ]

Parse 7 E"Lg a? (ﬂ'tag \(/ahd’)ct p(f) )

~1(5—1 /(7—1 j—1
Parse 7y (c,,m stieq )

~1j 1j ol
Parse 7l as (cym,wsn,eq

~1j /5 j
Parse 7y, as (Cwagv 7rmg7eq)

Return (E’.Verify(ek/,Yo,Yl,égn) AN E.Verify (ek, Yag, Yars1,E8,) A
k=1

;\ E.Verify (ek, Y2i+2k,Y2i+2k+1,5’fag) A

]§’_.§/erify (v, X1, X5) = 1A

E.Verify (ek, X, Xg, 85 1)) A E.Verify (ek, X7, Xg, &4~ 1>)
E.Verify (ek, Xg,Xlo,csn) A E.Enc (ek, X11,X12,Egn) A

T.SVfy, (X1, X5, X13) = 1A
T.SVfy (X1, Xo, X14) =1 A T.SVfy (X3, X171, X15) = 1A

E.Verify (ek X6, Xn,c{ag) A E.Enc (ek Xlg,Xlg,ctag) A

TTny (X17X5, Xg,Xlg,Xzo) = ]. A\

T.TVfy (X1, X7, X11, X18, Xo1) =1,
0 0 koko1 o kook

Csns Cugyr -+ + s Cony cym cmg7 Curag? + > Ctags Coyggd
i n el el

Sf} p?’ Cin pf7 sn- pf7 Ciﬂg’ C]Vtag Cft]ag’ C/ujtan C‘Z—pf’ Cﬁpf’

/\ Trsn,eq /\ Wtégﬁq A ﬂ-grtl) A 7T£n eé) A ﬂ-gg’;ql) A 7T57n ,eq A Tr;'jr‘geq/\

=0
70 A A wld N AT A7l A Tl )
sn,valid sn,valid sn,valid tag,eq tag,eq tag,valid tag,valid
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where Y; is the variable in the equations representing the purported values in
the j-th commitment, and the X;’s are the last 21 variables.
We define the following two events:
Ecom,2: Ba breaks the soundness of C, and
FEsame-nonce: the same nonce is picked twice by the bank during two different calls
to BDepo.

PI‘OpOSitiOH 19. Eunforg \ Ecounterfeit C Esame U Ecom,2 U Elllnforg-

Suppose that we are in Eynforg \ (Ecom,2 U Ecounterfeit U Fsame ). Because the coin
has been accepted, the proofs are correct (as they are verified in the Spend
protocol, during a call to BDepo). We are thus in a case where the extracted
commitment will verify the equations. Let

(5-1)

G-1_,G-1) gp/G-1)
tag sn Vg~ /,sn ,

(sn°,...,sn’, tag', ..., tag’, pk , certV— 1),pHdg, pkmg7

VU0 snd vd sn'd v sn-pfUY, sn-pf? | sn-pf? | tag?, I/tag, tag’’, u{;g, t-pt?, t—pfj)

be what the challenger of the soundness game extracts from the commitments
output by By. Since we are not in E.om 2 we have that By loses the game: for all

ke{l,...,i}:

»¥sn? SH » ¥ sn’ ~'sn

E’.Verify (ek sn®, 0 | ¢ ) = E.Verify (ek sn® vk ) =1,
and for all k € {1,...,i}:

E.Verify (ek tag®, z/m,ctag) =1.

By correctness of E and E’, we deduce that Epecrypt-fails Will not happen. Being in
Enforg \ Ecounterfeit means that CheckDS detected that the first SN-component
of ¢ is the same as that of another coin (here ¢’). Note that the last sn of a
deposited coin is generated (with the key skt) and encrypted by the bank itself.
Now because we are not in Eg,ne, we have that CheckDS will find some j, such
that sn; # sﬁ’j.

By construction, E.Dec (dk, &, ) = E.Dec (dk, &), which by correctness of E

(and because we are not in Ecop,, 2) means snl—Y = sp/G=1) | Since

1= T.Sny(pk.jr, s’ sn—pfj)
= T.SVfy(pk{, su”?, sn-pf”)
= T.TVAy (pk{ ™, 50U~ Y sni  tag!, t-pfT)
= T.Tny(ka(J 1)7SH(]—1)7SH/J, tag/]7 t—pf"j)
= T.SViy, (pk{ ™, 5001 sn-pfU =),

and, because T is SN-identifiable, we get that pkg gg

Moreover, since T is two-extractable, we deduce that if pkj € UL, and that

tag
EpDstails; Fincorrect and Enot—reglster will not happen.
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We have proved that (Eunforg\Ecounterfeit UFEsame Uchom7 2) - pkgag ¢ UucL.

Finally note that if pki,, & UL, and if Ecom, 2 U Fsame U Ecounterfeit does not
happen, then B, will win the unforgeability game against S’. This yields:

Eunforg \ (Ecom,2 U Ecounterfeit) - Esame U E;ig- O

Now suppose we are in Eg,ne. By correctness of E, we deduce that the serial
numbers were also identical before their encryption. Then by N-injectivity, we
have that the nonces picked during the deposits were the same, and we are
therefore in Fgame-nonce- Thus Fgame C Fsame-nonce. From this we deduce

Eunforg - Ecom,2 ) Esame—nonce U E:: U Ecom,2 ) Esig-

ig
By considering the probabilities, we finally conclude that
2

L

€ < €n,1 + €n,2 + Esig T €4 N O

A.2 Exculpability

Theorem 20. Suppose there is an adversary A against exculpability (Def. 3) of
our scheme with advantage € that makes at most u calls to the oracle URegist.
Then there exist adversaries Bi against tag-exculpability with advantage €iag,
and Bs against mode-hiding of C with advantage €m_ina such that

e<u €tag T €m-ind-
We start with recalling the tag-exculpability game:

Experiment Expt % P2 (G O1(sk):

part < T.Setup (Gr) n &N Tkl=nk:=k+1
(skr, pkt) < T.KeyGen (1>\) (sn, sn-pf) < T.SGen(sk,n)
L:=10 Return sn

1T 4 BO1(skr).Oa(skr.) (pkr) O (sk, s’ 1):

Return T.VfyGuilt (pks, IT") If T[i] = L, abort the oracle call

n:=T[] T[i] =L
(tag, t-pf) + T.TGen(sk,n,sn’)
Return tag

We construct the following adversary against tag-exculpability of T.

Adversary B?l(SkT)’OQ(SkT") (part, pky):

Obtain Gr from part

(ck, td) «+ C.SmSetup (Gr)

parg < S.Setup (Gr)

parg, + S'.Setup (Gr)

par < (1)‘, pars, pars,, parT, ck)
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pkg + A(par)
w1, u)
(l*,H*) — AURegist,Spy,UWith,Rcv,Spd,S&R,UDepo (par, pkB)
In the u*-th call of URegist, use pky (instead of running T.KeyGen)
If the adversary queries Spy (u*), abort
If the adversary queries UWith,Rcv, Spd, S&R,UDepo on u*,
use O; and Oy, and td (since skt is unknown)
If O, fails, abort the entire procedure
Output IT*

The game is perfectly simulated from A’s point of view, except when it calls
Spy(u*), or makes that user double-spend, or if it detects that we are in hiding-
mode (which happens with probability at most €m_ind). Let Eex and Eiag be the
events that A wins and that B; wins, respectively. Suppose that we are in Fe.
This means that A forges a proof against one of the registered users (and does
not spy on her). The probability that this user is u* is at least % In this case,
we have:

— A did not spy on uv* or make her double-spend (as in both cases we would
not be in Ey).
— ViyGuilt(pky, IT*) = 1 (because we are in Fey); thus T.VfyGuilt(skt, IT*) = 1.

‘We thus deduce that
Pr[Eex] < uPr[E,g].

A.3 Coin anonymity

Theorem 21. Suppose there is an A against coin anonymity (c-an) of our
scheme with advantage € and let k be an upper-bound on the number of users
transferring the challenge coins. Then there exist adversaries against mode-
indistinguishability of C and tag-anonymity of T with advantages €m_ing and €;_an,
resp., such that

€ < 2 (Em—ind + (k + 1)€t—an)-

Proof sketch. In the proof, we first define a hybrid game in which the commit-
ment key is switched to hiding mode (hence the loss €y.ing, which occurs twice
for b = 0 and b = 1). All commitments are then perfectly hiding and the only
information available to the adversary are the serial numbers and tags. (They are
encrypted in the coin, but the adversary, impersonating the bank, can decrypt
them.)

We then argue that, by tag anonymity of T, the adversary cannot link a
user to a pair (sn, tag), even when it knows the users’ secret keys. We define
a sequence of k + 1 hybrid games (as k transfers involve k + 1 users); going
through the user vector output by the adversary, we can switch, one by one, all
users from the first two the second vector. Each switch can be detected by the
adversary with probability at most 2€;_ay.
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A technical difficulty occurs during the first swap: We would like to switch
the two initial serial numbers of ¢y and c;, but this seems problematic, as during
the first withdraw (of ¢g), the challenger does not yet know i1 (and possibly this
user has not even been defined yet), and thus the initial serial number of ¢;. But
fortunately, we note (in Proposition 25) that in hiding mode of the proof system,
we do not need to compute the initial serial numbers during the withdraws! This
is because we only send to the adversary (playing the bank) committed elements
and proofs that reveal no information. We can therefore compute theses serial
numbers after these withdraws, and switch them at this later moment.

Full proof. We recall Expt 3"

Exptf‘{%“()\):
par < ParamGen(1*); pkg + A(par)
7:0 — AURegist,Spy
Run UWith(ig) with A
il < AU'Regist,Spy
Run UWith(i;) with A
(1(0)71(1)) — AURegismSpy
Let k := |i(6)|; if k # |i(_1')\7 abort the entire procedure
Then repeat the following step for j =1,...,k:
Run S&R(2j — 1, (i(9);); Run S&R(27, (i(V),)
Run Spd(2k + 1+ b) with A
Run Spd(2k 4+ 2 — b) with A
b* + A ; return b*

In the game Expt (' hiding, We will change the commitment key. If the adver-
sary detects this, it breaks the mode-indistinguishability of C. Thus the distri-
bution of the experiment will not change except with probability €y ina (Prop-
erty 22).

Experiment EXpt$; T hiding(A):
Gr + GrGen(1%)
pary < T.Setup(Gr) ‘

parg < S.Setup(Gr) ‘

parg <+ S'.Setup(Gr)
(ck, td) <= C.SmSetup(Gr) ‘

par + | (1%, Gr, pars, pars/, pary, ck) ‘
pkg < A(par)

iO — AURegist,Spy

Run UWith(ig) with A

il Y. AURegist,Spy

Run UWith(i;) with A
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(i(ﬁ)’iﬁ)) < AURegist,Spy

Let k := |i(®|; if k # |i(V)], abort the entire procedure
Then repeat the following for j =1,...,k:

Run S&R(25 — 1, (i(9);); Run S&R(27, (i(V);)
Run Spd(2k + 1 4 b) with A
Run Spd(2k + 2 — b) with A
b* +— A ; return b*

Proposition 22. Expt’y'(A\) and Expt 370 piding(A) are em-ina-statistically close.

Note that td is never used in Expt} ('higing(A). Therefore, the game can be
simulated using a mode-indistinguishability challenge (Gr,ck). If ck has been
generated by C.Setup, this simulates Expt’ ' (A); if ck has been generated by
C.SmSetup, this simulates Expt; §'hiqing- This experiment can therefore be seen

as a mode-distinguisher. ad

Let C.SmPrvg,, C.SmPrvgy init, C.SmPrviag, C.E.SmPrve, denote analogs of algo-
rithms C.Prvgn, C.Prvgy init, C.Prviae, C.E.Prvene, except that every C.Prv is sub-
stituted by C.SmPrv and every C.Cm by C.ZCm.

Now each time the challenger is using an oracle, it uses C.ZCm instead of
C.Cm, C.SmPrv instead of C.Prv, C.SmPrvg,. instead of C.Prvg,., etc.

Let S&Rzk,UWithyk, Spd, denote these modified oracles.

Experiment Expt’y 57k (A):
Gr + GrGen(1%)
pary < T.Setup(Gr)
parg < S.Setup(Gr)
parg, < S’ .Setup(Gr)
(ck, td) + C.SmSetup(Gr)
par + (1%, Gr, pars, pars/, pary, ck)
pkp « A(par)
iO — AU’Regist,Spy
Run with A
il — AURegist,Spy

(Z(B)’ ’L(l)) «— AUR-egiSt,Spy

Let k := |i(6)|; if k # |i(_1') |, abort the entire procedure
Then repeat the following step for j =1,...,k:

Run [8&Rzk | (27 — 1, (i®),); Run (24, (iD);)
Run | Spdy |(2k + 1+ b) with A
Run |Spdyk (2k +2 — b) with A
b* + A ; return b*

Because we are in the hiding mode, the following follows directly from perfect
zero-knowledge in hiding mode:
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c-an

Proposition 23. Expt’s hiding(A) and Expty 'z () are equivalently distributed.

We now consider the following part of Expt’; 5z (A)) in more detail:

iO <_AU'Regist,Spy
Run UWithzk (’Lo) with A
il <;‘AURegist,Spy

Run UWithyzk (7,1) with A

We would like to swap the serial numbers of iy and i; by using tag-anonymity.
The issue here is that in the first call to UWithyk, we do not know i1 yet (because
it is only chosen in a second round). Fortunately, at this step we only sent A
data that is unrelated to this serial number, since we are using ZCm. Thus, at
the end of this part, we can compute the ciphertexts of both initial coins.

We can decompose this part of the game as follows:

iO — AURegist Spy
n(o) & N psn 7p£212ta p;?()vpg\(/)[) &R
(sn®), Mé(l?)) + T.SGeniyit (skiy, n()

0 0 0 0 0 0 0 0
CEGZM an)v C( k)v ( ) — C ZCm(ck pgeI)ta Pgn)v pI(Jk)’ pg\/[))

cert A C SmPrv(td S, Vern‘y(vk', ’ ) = 17,0;1{)7/)2230
ng) +« C SmPern,init(td P}(,?()’ng)yﬂg\g))

Send (c ©) o0 0 [©0) (0) o )t A

pk’ cert’ certy ~Sn y N[ SH

Receive (CEP), Te )) from A

If C.Verlfy(ck S.Verify(vk,-,-) =1 cg\(}), c,(,o),wg) =0, then return L
1/5(,(1J ER
&0 E. Enc(ek, sn(®) 1/(0))
ﬁgg +— C.SmPrvec(td, ek, psn),cgg))

Pick p(o)’ long enough to compute:
(9 Z (Rand(c?, @, 7@, @ 70 0 O 0 0 20 Gy

pk’ Ceerts Mcerty Csn' s Msn 5 Cpp 5 Co "5 Mo ™, Csn'» T

n©, 51, o + (o) 00, oD + (pO),.0)
L « [(io, ¢\, 0, A)]
il (_AURegist Spy

1 1
n & N5 o) ol o5 0 & R

(sn®, M) < T.SGenimie (ski, , nD)

119

cﬁlﬁt,cﬁi),c&), w & C.ZCm(ck, plan, ol Pl pf)

Cm « C.SmPrv(td,S' Verify(vk,-,-) =1, p))

’ pk?pcert
7rsn — C.SmPrvgy, init (td, p(?,p&l}),pg\?)
Send (¢, W 7 D L) LDy 14 4

pk’ certv cert7 sn' 5 Cpp s sn

Receive (cg,l), s ) from A

If C.Verlfy(ck, S.Verify(vk, -, ) = 1, cﬁ\?, cg,l),m(,l)) = 0, then return |

vV ER
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&) E.Enc(ek, sn, ) )

7?2; +— C.SmPrve.(td, ek, pg,li),cg,ll))

Pick p(l)’ long enough to compute the following:
D 2 (Rand((c), e, 7D oD x0T A0 2y

pk’ Ceerty Meerts Csn' s TTsn' s Cpp 3 Co "y Mo~ Csn™ 5 T

n), sn(l),pgrll) + (p(l) )sns P(k) + (P pi)
C£[2] — (le7 C§1)7 07 A)

We can do the sn-computations and the encryptions at the end of this part
(because they are not related to data sent to A). We can therefore replace the
previous instructions by the following algorithm DoubleUWith:

DoubleUWith*:
iO — AURegist Spy

Pl s Pheves P+ PT + R; Compute:
© © O 0

9 9 c(o) )« C. ZCm(ck, peeres Psn’ s P » Pr )

certy) ~S1 pk7
79 CSmPrv(td S’ Verify(vk', -, -) = 1, f)?j,pﬁgft)

cert
(0) (0) (0

Tsn’ < C.SMPrvgy, init (td, p(o) Ps’ s Par)

Send ( ;()k)’ g(e)gtaﬂr(zgr)tvcgg)7 5\3)777'511 ) to A

Receive (cf7 ), a0 ) from A
If C.Verify(ck,S.Verify(vk,-,-) =1, C(O) CS,O),WU) = 0 then output L
il — AURegist Spy

n o1 @ @
Pgn),Pgezmp,gk)aP&) &R Compute

C k — CZCm(ck, pl(gk)) I cert A C ZCm(ck p((:ezt)
cg}) + C.ZCm(ck, pgrll)) ;e (1) < C.ZCm(ck, P(l))

() CSmPry(td, ' Verify(v ) = 1 U o)

wirlz) & C.SMPrvg, init (td, p(é?,pﬁi),pﬁvl})

Send ( k’ f?(legt’ﬂgégmcglll)vcg\}[)a T'sn ) to .A

Receive (c((,l), 7r[(,1)) from A

If C.Verify(ck,S.Verify(vk,-,-) =1, cg\?, cS,”,m(, )) = 0 then output L
n© nM & N (sn@), Ms(,?)) < T.SGenjpit (sky,, n(?)

(sn), Ms(,})) < T.SGenypi¢ (sky, , n(D)

v ) ER

&9 E.Enc(ek, sn(o),ys(g)) &b E.Enc(ek, sn(l),yg))

7+ C.SMPrenc(td, ek, pls), &)

ﬁ'é,ll) + C.SmPrvenc(td, ek, pg]),cg]))

Pick uniformly at random p( )’ p (1)’ long enough to compute:

o0 = (Rand((c, e, 0, o2, 7D, <, 0, 10, &0, 70, o),

pk Ceerts Teerts Csn' s Tsn™ 5 Cpp s y Csn’" , Tsn
n©, sn© p O 4 +(p (o)/) () (p( ) pic)

Cgl) = (Rand(( ;?7 ((:tlal)"t?ﬁ((:ér)t70g111)77rs(;)a g\i[)a ((7)’71’((71)7 ~£111)7 ~§111))7p( ) )’

n@ sn® pl) + (1), P+ + (0D )
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CL] (i, .0, A) ; CL[2] + (i1, eV, 0, A)
Return (ig, 1)

To express these instruction changes, we define the following game.

Experiment Expt$; 7 ziva(A):
Gr + GrGen(1%)
pary < T.Setup(Gr)
parg < S.Setup(Gr)
parg <+ S'.Setup(Gr)
(ck, td) <= C.SmSetup(Gr)
par < (1*, parg, parg,, parr, ck)
pkp < A(par)
\ (ig,i1) ¢ DoubleUWith* \
(Z(B),Z(T)) — AURegist,Spy
Let k := |z'(6)|; if k # |i(_1')\7 abort the entire procedure
Then repeat the following for j =1,...,k:
Run S&Rzk (25 — 1, (4 (©) );»); Run S&Rzk (27, (i gt ;)
Run Spdyy (2k 4+ 1+ b) with A
Run Spdy,y (2k + 2 — b) with A
b* + A ; return b*

Since this change is transparent for the adversary, we get the following:

c-an

Proposition 24. Expt’y 7k (\) and Expt’s zicva(A) are equally distributed.
Next we have to swap the serial numbers. We define two new procedures:

DoubleUWithy :
ZO — AUReglst Spy

ps‘EH)a pt(:glztv pl(;;?()v pg\(/)[) <_ R ComPUte

cert «~C ZCm(ck p( ) )

cert
9« c. ZCm(ck, pgn)), pk + C.ZCm(ck, ,0(0))
<0> - C.ZCm(ck, p\))
70« C.SmPrv(td,S' Verify(vk,-,-) =1 p;k)7p£23t)

) C.SMPrVy i (td, p}(,i),pég),pﬂg))

Send (cpy), clohs moons cial e 7)) to A
Receive (c((, ), 77((,0)) from A
If C.Verlfy(ck7 S.Verify(vk,-,-) =1 cg\(y, cgo),wg) = 0 then output L
il . AU’Regist Spy
A0 ) A & R Compute
égt < C.ZCm(ck, p((:ll)t)
csn + C.ZCm(ck, pgn))
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ey - C.ZCm(ck, pl))
) C. ZCm(ck, /’5\4))
(1) + C.SmPrv(td, S’ Verify(vk',-,-) =1 p&),pggt)

ccrt
7Tsn < C.Sm Pern 1n1t(td p;i)’ pgn), pg\}[))

Send (e (?a gl)taﬂ—gztvcglll)v §\14)7 éfll)) to A

Receive (c((7 ), 77((71)) from A

If C. Verlfy(ck S.Verify(vk,-,-) =1 05\14), c,(,l),m(jl)) = 0 then output L
n©,nM & N (0@, MY) « T.SGenyyi ([ sk, |, n(®)

(sn(l) MS(I})) — T.SGeninit(,n( ))

I/b(nl), 1/5(2) ER

622) + E.Enc(ek, sn®) y§n)) el E.Enc(ek, sn(o),yg))

7rgn + C.SmPrvenc(td, ek, pS}),cSP)

7?52) — C.SmPrve,.(td, ek, pgn)7c£2))

Pick uniformly at random p©7, p(1 long enough to compute:

o9 — (Rand (2, @), 7 O 0 ) O 0 40 70 i,

pk7 Ceerts Meerts Csn' s Tsn' 5 Mv Co ", T ;Csn'  Tsn
0 —
n©, sn©, % +(p (0)’)511 p(k) + (p©1) )

1 1 1 1 1) ~(1) ~(1 7
( ) (Rand(< ;()k)7 gezmﬂ'geZtanﬂ)a gn)a ( ) ( ) Wt(f)vcgn) Wén))v (1)/)

0,00, 81 4 (7)o 4 (7))
CL[] « (1, z‘o,c1 1,0, A)
CL[2] + (11701 ,0,.A)

S&RZK,inV (.]7 i) Skh SkQ):
¢ < CL[j].c

n' & N psm pcert? ppkv PSH pfr <— R; Compute

(sn’, sn-pf’) + T.SGen(parT,7 "

c/certv ;31@ 2117 lsn pf «~C ZCm(ck, p/cert7 p;k’ p;m p./sn—pf)
o < E.Enc(ek, sn’,v.))
Cm +— C. SmPrv(td S. Verlfy(vk s =100, p;)k, p'cert)
7TSH + C.SmPrvg,(td, pkmg, sn’, sn-pf, p;k,p;n, p;n—pf)
L C. SmPrvenC(td ek, pm, w)
Parse cas (C ( (c}gﬂﬁ CZerN Teerts an, ﬂ-gm cgag7 7Ttag7 Egn’ égag’ ﬁ-gn’ ﬁ-iag));’:h
T, 811, Psn, Ppk)
Ptags Vtagy Pt-pf <i R
(tag, t-pf) «+ T.Gen(pary, , n,sn’)
Ctag + C.ZCm(ck, prag)
Ctag < E.Enc(ek, tag, Viag)
Ttag < C.SMPrvi (td, pkya,, sn, sn', tag, t-pf, ppk, Psny Plys Ptags Po-pt)
Ttag < C.SMPrvenc(td, Qk, Ptag: Ctag)
1
Check VERiit(c®) A A VERga(c/71, ¢7) A

J=1
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T Verify(ck, c}y., Chys Ctags Trag) A C.Verify, (ck, ek, Cag, Crag, Ttag),
if any of them rejects then output L
Else choose a sufficiently long vector of randomness p” to compute:

/" 0 (.7)s / / / / / Y B T
¢ +Rand ((C , (e )j:lv Cpk> Ceerts Teerts Csny» Msns Ctag Ttags Csns Wsny Ctags 7Ttag)v P )

Cnew = (C”a nla Snla plcn + (P7/)sn/7 p;)k + (p_;/)Pk,)
CL[|CL| + 1] := (4, Cnew- 0, 7)

We define a new game for all I € {0,...,k —1}:

Experiment Expt; §'ziv2 (M)
Gr + GrGen(1%)
pary < T.Setup(Gr)
parg < S.Setup(Gr)
parg < S'.Setup(Gr)
(ck, td) + C.SmSetup(Gr)
par + (1*, parg, parg,, pary, ck)
pkp < A(par)
‘ (i0,41) < DoubleUWiths:

rev
(i(O),i(l)) < AURegist,Spy

Let k := |i(6)|; if k # |i(_1‘) |, abort the entire procedure

Consider i as (i(_é))o, and 7 as (i(?))o

For all b, j : sk{" « UL[(i®);].sk
Repeat the following for j =1,...,1:
Run S&Rzx inv (27 — 1, (i(a))j’ Skg'ljl’ Sk§1))

.o 0 0
Run S&Rzk inv (27, (1(1))j>Sk§3175k§' ))

Run S&Rzi ime (21 + 1, (60)1 41, sk sk

Run S&Rzi ime (21 + 2, (i) 141, sk, sk{1))

Repeat the following for j =1+2,...,k:
Run S&RZK (2] - ].7 (’L(O))J), Run S&RZK (2], (’L(l))j)
Run Spdyi (2k + 1 +b) with A
Run Spdy,y (2k 4 2 — b) with A
b* + A ; return b*

Proposition 25. Expt’y zxva(N) and Expt’s zicva 0(A) are 2¢q.an-statistically
close.

We receive a challenge pary in the tag-anon game for T (and not the tag ex-

culpability game, in contrast to the proof of Theorem 20), and we use pary as
parameter for the tags instead of generating it in Expt;‘y'zkva-
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In DoubleUWith, we send to the tag-anon-challenger the secret keys of g
and 47, and we use O; to generate the serial number of ¢y in DoubleUWith and
0O5(0) to generate the corresponding tag in the first S&Rzx*.

If the challenger was in mode 0, this will not change the experiment. But if
the challenger was in mode 1, it will replace ig by i1. Let Expt’;’y zicvo, 1 denote
the game corresponding to this swap and A be the statistical distance.

We have just proved that

A(Expt30.zicva(A)s Expta0izicve,—1 () < €an-
Analogously, we replace iy by g, i.e., we show that
A(Expt%ozkve,—1(V), Expt S0 zkva,0 (V) < €ran,
and therefore A(ExptSzicve(A), EXptG0 zrve.0(A)) < 26tan. O

The proof is completely analogous for the following property, which lets us
swap multiple games.

Proposition 26. For alll € {0,...,k—2}, we have that Expt 30 zxv2(N) and
Expty’s zicva,i+1(A) are 2¢qqan-statistically close.

Finally, we define a last oracle to swap the last keys (and the corresponding
game):

Spdzi iny (K, sk1):
Receive (s, pl,) from A
¢ < CLIk].c
Parse c as (c, (¢ =(c,, ¢

cert’

~j ~i ~F ;
Cgag? ﬂgm ﬂ'tag))}:lv

N, S, Psn, Ppk

j J i i g
cert> Csn> Tans CZaga ﬂ'taga Csn»

7TJ
Ptags Vtagy Pt-pf &R

(tag, t-pf) < T.Gen(pary, , n,sn’)

Ctag < C.ZCm(ck, prag)

Ciag < E.Enc(ek, tag, viag)

Ttag € C~SmPthag<td, pkt;agv S11, SH/, tag, t’pfv Ppk; Psn;s Pém Ptag; pt—pf)
7~rta,g — C-SmPrVenc(td7 eka ptag7 étag)

Send (CO, (¢ )}:1, Ctag: Ttags Ctags ﬁtag) to A

Experiment Expt$; 5 zicva 1 (A):
Gr + GrGen(1%)
pary < T.Setup(Gr)
parg < S.Setup(Gr)
parg <+ S'.Setup(Gr)
(ck, td) <= C.SmSetup(Gr)

4 We use the oracle only in these step; for the other serial number and tag generations,
we use the secret keys (which we have generated) like in Expt{%g' zxcva-
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par + (1*, parg, parg/, par, ck)
pky « A(par)
(ig,i1)  DoubleUWithA
(i(B)J(Y)) +_ AURegist,Spy
Let k := |i(6)|; if k # |i(1)\, abort the entire procedure
Consider i as (i(_é))o, and 7 as (i(?))o
For all b,j: skl UL[(i®);].5k
Then repeat the following for j =1,... ,:
Run S&Rzx i (25 — 1, (i), UL[(iD);_1].sk,UL[(iD);].5k)
Run S&Rzic iy (27, (D) ;,UL[(IO));_1].sk, UL[O);].5k)

Run Spdyy iy (2k + 1+ b,UL[(i(D),].sk) with A

Run Spdg 1y (2k + 2 — b,UL[(©));).5k) with A
b* + A ; return b*

Analogously to previous two propositions, we get:

Proposition 27. Expt’s zkva r—1(A) and Expt3g zkve () are 26 an-statis-
tically close.

By noting that two randomized commitments of the same type in the hiding-
mode have the (exact) same distribution, we get that Expt}§'zkye r(A) is
equally distributed as Expt T 7k (A).

From a similar reasoning, we get that Expt 77k (A) I8 €m.ina statistically
close to Expt$7"()). Finally, we deduce that Expt 3" (A) is 2(ezx + (k+1)€-an)-
statistically-close to ExptS; 7' (A). ' O

Note that €;_,, is the advantage against tag-anonymity of an adversary that is
making just one call to Oy and one to Oa.

A.4 Coin transparency

Theorem 28. Let A be an adversary against coin-transparency (c-tr) of our
scheme with advantage €, and let £ be the size of the challenge coins, and k be an
upper-bound on the number of users transferring the challenge coins. Then there
exist adversaries against mode-indistinguishability of C, tag-anonymity of T,
TACR-security of E and RCCA-security of E' with advantages €m_ind, €t-an, €iacr
and €,cca, TESP., Such that

€ < 2€mind + (k + 1) €t-an T (28 + ]-) €iacr T €rcca-
The proof proceeds via an hybrid argument. We first recall game Exptj{:‘g.
Experiment Expt$ o ()):
par + ParamGen(1*); (skg, pkg) + BKeyGen(par)
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DCL' = 0; ctr <+ 0
iO — AU'Regist,BDepo’,Spy(par’ pk67 Skw, SkD)
Run Rev(ig) with A
Let ¢y be the coin received
xo + CheckDS(skex,0,CL, co)
If 2o = 1 then ctr+ ctr+1
DCL' < CheckDS(skeic, 0,0, co)
il Vi AURegist,BDepo’,Spy
Run Rev(iy) with A
Let ¢; be the coin received
x1 + CheckDS(skex,0,CL, c1)
If 21 = 1L then ctr+ ctr+1
If comp(cp, c1) # 1 then return 0
29 + CheckDS(skexc, ), DCL’, c1)
If 25 # L then DCL' + xo
(;(O)’ ;(1)) — AURegist,BDepo’,Spy
Let k := [iO; If k # [i{V)| then return 0
If k # 0 then run S&R(1, (1(9);)
For j=2,...k:
Run S&R(j + 1, (19),)
Run Spd(k + 2) with A
b* < ABPeP°’ : return b*  // instead of CheckDS*, BDepo’
uses CheckDS'(-, -, -, -, DCL’) defined as follows:

CheckDS' (skexc, UL, DCL, ¢, DCL'):
x + CheckDS(skex, 0, DCL', ¢)
Ifz = 1:
ctr < ctr+1
If ctr > 1 then return 0
Return CheckDS(skex, ®, DCL, c)

Note that we are only interested in detecting double spending, and not tracing
the cheater (because CheckDS always run on an empty user list, which in our
instantiation implies that it will never accuse someone and will output L when it
detects a double-spending). We can therefore simplify CheckDS as follows (and
the distribution of the output of the experiment will be unchanged):

CheckDSgimple (skeic, UL, DCL, ¢):
Sn <— E’.Dec(dkinit, Egn)
If sn € DCL then return L
Else DCL := DCL U {sn}; return DCL

Let CheckDS(;,,, . and BDepo[; . ;. be similar variants of CheckDS' and BDepo’,

respectively, that use CheckDSgimple instead of CheckDS. The beginning of the
proof will be very similar to the one of coin-anonymity.

50



Note that we choose to only keep the initial serial numbers in DCL, since in
this game we only check if there is double-spending or not (in particular, we do
not send any proof of culpability). Thus only the first serial-number component
of a coin matters, and it will not change in the following game.

Using the same arguments as in Sect. A.3, we get the following.
Proposition 29. Expt$'5(A) and Expt$'s zx(A) are (em-ind+tetan) statistically
close.

Experiment Expt$ o zx (A):
Gr < GrGen(1%)
part < T.Setup(Gr) ‘

parg < S.Setup(Gr) ‘

parg <+ S'.Setup(Gr)
(ck, td) <= C.SmSetup(Gr) ‘

par «+ | (1*, pars, parg,, parr, ck) ‘

(pkg, ski) < BKeyGen

DCL' = (; ctr + 0

7:0 — AURegist,BDepo;imple,Spy(par, pkB’ Skw, SkD)

Run (io) with A ; let ¢y be the received coin
xo < CheckDSgimpie(skex, 0, CL, co)

If zg = L then ctr + ctr+1

DCL' + CheckDSgimple(skerc, 0, 0, co)

il <_.AU'Regist,BDepo;imple.,Spy

Run (21) with A ; let ¢; be the received coin
T < CheCkDSSimple(Skcjc, (Z), CC, Cl)

If 21 = 1L then ctr+ ctr+1

If comp(cp, 1) # 1 then return 0

T3 + CheckDSsimple(skeic, 0, DCL', ¢1)

If x5 # L then DCL' + x4

(;(0)’ Z(l)) — AURegist,BDepo;imple,Spy

Let k be the size of 70

If k is different of the size of i): return 0

If k # 0, then run (1’ ()1)

Then repeat the following for j = 3,...,(k + 1):
Run [5Gz [, (L2, )
Run (k +1) with A

b* < ABPePOsimple : return b* // BDepol;, . uses CheckDS],

simple

Now we can leverage zero-knowledge and randomizability to partially “remelt
(all the commits and proofs in) ¢g. The strategy is the following: Using Extract,
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defined below, we “break” cg and ¢; to extract all the relevant information (serial
numbers, tags and nonce). Using Remelt we remelt both coins, after switching
the following content:

— In Expt<} A.0.iacr> We switch all the tags, and serial numbers (except the first
serial number)

— In EXpt 5, ccar, We switch the first serial numbers of both coins.

— In Expt$ § g,a1, We switch the nonces.

Thus we define the two followings procedures:

Extract(skex, ¢):
Parse c as:

O (k= (ck ok 7k ok ok ok ok Gk sk sk sk )
(C 7(C (Cpk7ccert77rcert’csn7 sn7ctag7 Wtag’ csmctag’ sn77rtag))k:17

n ’Sn7 psm ppk
Sng = EI.DEC(dkinit,égn)
Return (sno, n, (€L, .-, ¢,), (Clag: - - - Clag))

Remelt(tda 6Snv n, (E;nv ceey 6gn)7 (5%ag7 . Cfag)).

P 02ert 0k P52 P9 & R

Cons Ceerts Cpks CM» Co <= C.ZEM(ck, pO, Poeres Piges Pars P)
Teert < C.SmPrv(td, S’ Verify(vk, -, -) = L, pps P2rt)
Ty C.SmPrv(td,S.Verify(Vk, ) =1,0%,p%)

Tsn < C SmPern 1n1t(td ppk7 psm p?\/j)

7rbn + C.SmPr/ (td, ek, p2,, &%)

C <~ (Cpk7 Ccerts Tcerts Csny TTsny CM 5 Co s oy &sna 7~Tsn)

For ke {1,...,¢}:

ko k kook 8
Psn> Peert» ppk’ ptag’ <R

C§n7 C]:ag’ I;kv Cljcwa Co C. ZCm(ck psna pltcaga pﬁk? pljcw’ /05)
Cm + C.SmPrv(td, S’ Verify(vk,-,-) = 1,p§k,p’§m)

sn — C Smprvsn(td ppkapsn)
° 4+ C.SmPrven(td, ek psn, )
ag < C SmPern(td ppk7pqn 7psn7plt€ag)
g < C.SMPrvey(td, ek, k., ctag)
k ko ok
Cc" ( pkv ccrt?
Return ((c*)f_g. n, sn, psn, ppk)

k k k -~k =k
Teert> Csn> Tsns Csns Tsno

~k k k
Csns Ttagv ﬂ—tag)

By the zero-knowledge property of C, the outputs of Expti[for’ 7k (A) and
EXpt 4§ remert (A) will follow perfectly the same distribution:

Proposition 30. Expt$' emerc(A) and Expt$'s 7 (A) are equally distributed.

Experiment EXpt$ o emeis (V):
Gr + GrGen(1%)
pary < T.Setup(Gr) ; parg < S.Setup(Gr) ; parg + S'.Setup(Gr)
(ck, td) + C.SmSetup(Gr)
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par + (1*, parg, parg,, pary, ck)

(pkg, ski) < BKeyGen()

DCL' :=(); ctr <+ 0

iO — AURegist,BDepo;imple,Spy(par’ pkB’ Skw, SkD)

Run Revzk (ip) with A ; let ¢y be the received coin
xo + CheckDSgimple(skeic, 0, CL, co)

If zg = L then ctr <+ ctr+1

il Vi AU'Regist,BDepo’,Spy

Run Revzk (i1) with A ; let ¢; be the received coin
T < CheCkDSSimple(SkC]c, @, CE, C1)

If 21y = 1L then ctr+ ctr+1

If comp(co, 1) # 1 then abort

sng, n(9), Csn,0, Ctag,0 < Extract(skex, co)

1 = =
sny, nl ),Csn,1,0tag,1 + Extract(skex, ¢1)

$
v<TR

Gon <+ E'.Enc(ek’, sng, v) ‘

¢fy < Remelt(td, Cqp, n(0), Csn,0, Ctag,0)

DCL' := {sng, sn; } ‘

(;(0)’%‘(1)) — AURegist,BDepo;imple,sPy

Let k be the size of 70

If k is different of the size of i): return 0

Run S&R-ZK(L (;(1))1)

Then repeat the following for j = 3,...,(k + 1):
Run S&RZK(j, (;(1))j_1)

Run Spdy (k + 1) with A

b* < APPePOlimpie ; return b*

The serial numbers and tags are encrypted. We can change the ciphertexts en-
crypted with E in Extract; each switch will affect the distribution of the output
of the overall experiment with probability at most €;,... We deduce the following;:

Proposition 31. Expt3') emert(A) and BxptQ jae (A) are 2 (-statistically close.

Experiment EXpt$ 0 i.c. (A):
Gr + GrGen(1%)
parp < T.Setup(Gr) ; parg < S.Setup(Gr) ; parg «+ S'.Setup(Gr)
(ck, td) < C.SmSetup(Gr)
par < (1*, parg, pars,, parr, ck)
(pkg, ski) < BKeyGen
DCL' = 0; ctr <+ 0
ig ¢ AUReBLSE.BOeRO"SpY (har bl sk, skp)
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Run Rev(ig) with A ; let ¢g be the received coin
To < CheCkDSSimple(SkC]c, @, CE, Co)

If xo = L then ctr+ ctr+1

il <;_AURegist,BDepo',Spy

Run Rev(i;) with A ; let ¢; be the received coin
Ty < CheCkDSSimple(Skcjc, (Z), CE, Cl)

If 21 = L then ctr + ctr+1

If comp(co, c1) # 1 abort the entire procedure
sng, n0), E;H,O, gtag,O + Extract(skex, co)

sny, n(®), E_E;ml, gtagJ + Extract(skei, c1)

v ﬁ R

Gsn < E'.Enc(ek’, sng, v)

¢j) < Remelt(td, on, 00 gsn’l,aa&l )

DCL' := {sng, sn }

(Z(O)’ Z(l)) « AURegist,BDepo;imple,Spy

Let k be the size of i(?)

If k is different of the size of i) abort

CL[1].c + ¢

Run S&Rzx (1, (i1V);)

Then repeat the following step for j =3,...,(k+ 1):
Run S&Rzx (5, ((1);-1)

Run Spdy (k + 1) with A

b* < APPePOLimpie ; return b*

For the next step, we will rely on RCCA-security of E’.

Experiment EXpt$ 5 ,c..(Gr, ek'):
part < T.Setup(Gr) ; parg <+ S.Setup(Gr) ; parg «+ S'.Setup(Gr)
(ck, td) «+ C.SmSetup(Gr)
par + (1*, pars, parg,, pary, ck)
(vk,sk) < S.KeyGen ‘
(VK , sk') < S.KeyGen ‘
(ek, dk) < E.KeyGen ‘
pky = (eK, ek, vk, vK) \
skyy = (sk, sk')
DCL :=0; ctr < 0
(Use the Dec oracle call in all the BDepo’ call from A;)

simple
7:0 — AURegist,BDepo ,Spy(par’ pkB’ Skw, Skp)
Run Rev(ig) with A ; et ¢y be the received coin
o < CheckDSsimple(Skc)C, (Z), Cﬁ, CQ)
If zg = L then ctr + ctr+1
il - AU'Regist,BDepo’,Spy
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Run Rev(iy) with A ; let ¢; be the received coin
T < CheCkDSSimple(SkC]c, @, CE, C1)

If x1 = L then ctr< ctr+1

If comp(co, 1) # 1 abort the entire procedure
sng, n'), s, tag, < Extract(skek, co)

sny,n(Y, iy, tag, < Extract(skex,c1)

DCL' = {sng, sn; }

(;(0)’,:(1)) « AURegist,BDepoéimple,Spy

Let k be the size of 7(0)

If k is different of the size of itY) abort

Send sng, sn; as challenge for the rcca-security game and receive ¢

c) < Remelt(td, ¢ n(®, G, Crag 1)

(insert the challenge & in this step as &2,)

CL[1).c + ¢

Run S&R-ZK(L (;(1))1)

Then repeat the following step for j =3,...,(k+ 1):
Run S&RZK(j, (;(1))]'_1)

Run Spdy (k + 1) with A

b* + ABPePoreca : return b*

CheckDS;..... (skex, UL, DCL, ¢, ):

t <+ E.GDec(dkinm Egn)

If t =“replay” and ctr > 0 then abort the entire procedure
Else if t =“replay” then ctr < ctr+1

Else if ¢ € DCL then return L

Else add sn to DCL, and return DCL

If the challenger of the RCCA security game encrypts sng, the resulting
c-tr c-tr

experiment will be Expt ¢, (A); otherwise it will be Expt (. cca1(A). We
thus deduce:

Proposition 32. Expt$ s (A) and EXptS's a1 (A) are ereca-statistically close.

c-tr

Experiment Expt$y g cca1(A):
Gr + GrGen(1%)
pary + T.Setup(Gr) ; parg < S.Setup(Gr) ; parg, + S'.Setup(Gr)
(ck, td) <= C.SmSetup(Gr)
par + (1*, parg, parg/, part, ck)
(pkg, ski) < BKeyGen
DCL == 0; ctr 0
7:0 — AURegist,BDepo',Spy(par’ pkB’ Skw, Skp)
Run Rev(ig) with A ; let ¢ be the received coin
g < CheckDSsimple(Skc)C, (Z), Cﬁ, CQ)
If zg = L then ctr + ctr+1
il - AU'Regist,BDepo’,Spy
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Run Rev(iy) with A ; let ¢; be the received coin

T < CheCkDSSimple(SkC]c, @, CE, C1)

If x1 = L then ctr< ctr+1

If comp(co, 1) # 1 abort the entire procedure

sng, n(o), gsn,o, gtag,O < Extract (Skc;c, Co)

sny,n, an,l, aag,l + Extract(skex, ¢1)

v & R

Csn E'.Enc(ek’,, v)

¢fy < Remelt(td, éyy, n(©), gsn,la gtag,l)

DCL' = {sng, sn; }

({'(0)7 Z(l)) « AURegist,BDepo;implc,Spy

Let k be the size of i()

If k is different of the size of i!): return 0

CL[1).c + ¢

Run S&Rzk (1, (iM);)

Then repeat the following step for j = 3,...,(k+1):
Run S&RZK(j7 (27‘(1))j,1)

Run Spdy (k + 1) with A

b* < APDePOlimpie ; return b*

We define:

SglRZK,tag(jv i7 n(0)7 Sk(O)):
c:=CL[j].c
u := CL[j].owner

’I’L/ ﬁ N ) pém p/cert> p;ka plsn_pf7 Vén ﬁ R; ComPUte:
(sn’, sn-pf’) < T.SGen(pary,UL[i].sk,n’)
clcerm c;)k7 an, C/Sn—pf — C.ZCm(ck, p,certv p;)kv p/sn7 p;n—pf)
¢, + E.Enc(ek, sn’, v,)
There < C.SMPrv(td, S.Verify(vK', -, -) = 1, o4 Phs Plert)
7l = C.SMPrvey(td, pky,,, si’, sn-pf, ply, phns Plpr)
7ty C.SMPrvenc(td, ek, pl,, e.)
Decompose c as
(607 (Cj = (Ci)lﬂ céertV 7Tgert?
n, 1, Psn, ppk)

$
Ptags Vtagy Pt-pf —~ R
(tag, t-pf) « T.TGen(pary,UL[u].sk,n,sn’)

(tag®), Pt(ig) ) + T.TGen(parr, sk©@ pO) sn')

VI J& @ ~i =T )i
c Tsn> C%ag? T‘—tag’ Csns Cgagﬂ Tsn» Trtag))j:h

sn»

Ctag < C.ZCm(ck, ptag)

Ctag ‘ E.Enc(ek, tagl®, Vtag)

7rtag — C~SmPthag(td7 pktaga sn, SH/, tag7 t‘Pﬂ ppka psn7 pém ptag7 pt—pf)
ﬁ-tag < C.SmPrvenC(td, ek, Ptag, 6tag)
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Compute VER;pit(c”) A A VERgq(c? 71, ¢)A
i=1
T.TVfy(ck, ¢!

P -
Pick uniformly at random a vector of randomness p”
"

0 i\i / / / / / s ~/ 7
Rand((c ’ (C] )j:l’ Cpk’ Ceerts Teerts Csny Msns Ctags Ttags Csns Tsny Crag 71—tag)7 p )

(A o) an! A 71 / 7

Cnew ‘= (C y TV, SIT Py + (,0 )Snl’ppk + (p )pk’)
C£[|C£| + 1] = (27 cn€w707])

We substituted one ciphertext for another in the previous algorithm and get:

, . - -
k> Csn» Ctags Wtag) A C'Verlfyenc(Ckv ekv Ctag, Ctag, 71—tf’lg)

Proposition 33. Ezpty (], ..., and E:cptj{’f)’:ﬁml are €40 Statistically close.

Experiment EXpt o gua1()):
Gr + GrGen(1%)
pary + T.Setup(Gr) ; parg < S.Setup(Gr) ; parg, + S'.Setup(Gr)
(ck, td) <— C.SmSetup(Gr)
par < (1*, parg, parg/, part, ck)
(pkg, ski) < BKeyGen
DCL == 0; ctr 0
7:0 — AURegist,BDepo',Spy(par, pkB’ Skw, Skp)
Run Rev(ig) with A ; let ¢ be the received coin
il — AURegist,BDepo/,Spy
Run Rev(iy) with A ; let ¢; be the received coin
If comp(co, c1) # 1 abort the entire procedure
sno, n(o), gsn,()a gtag,(] +— Extract (Skc;g, C(])
sni, n(l), gsn,l, gtag,l < Extract (Skc;c, Cl)
vER
Gsn < E'.Enc(ek’, sny,v)
¢fy < Remelt(td, égy, n(®), gsn,h gtag,l)
DCL' := {sng, sn; }
(717(0)7 ,Z(l)) « AURegismBDepo;imple,Spy
Let k be the size of i(?)
If k is different of the size of it}): return 0
CL[1].c + ¢
Run | S&Rzx tag(1, (1)) 1, n™M), sk)
Then repeat the following step for j =3,...,(k+ 1):
Run &Rz (4, (™) -1)
Run Spdy (k + 1) with A
b* < APPePOLimpie ; return b*

‘We note that
Expt 0 fina(A) = ExptS Tz (A).

It iS €m-ing-close to Exptfé{ff()\). By combining this last remark with Propositions
29, 30, 31, 32 and 33, this proves the theorem. a
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B Instantiation

B.1 Instantiation and proofs of the double spending tag scheme

We will reuse the scheme introduced in [BCFK15], which we recall here.

T.Setup (Gr):

— Parse Gr as (p,G,G,Gr,e,g1,§)

- g2, h‘l; h‘2 <i G

— Return (g1 = g, g2, h1, ha) )

We define M = {(¢97",9™) € G x G}pez,

T.KeyGen (part):

- sk& 7,

— Return (skT = sk, pkt := QSk)
T.SGenyyit (part, skt,n):

— M g} ; N« gyt

- MY = (g1, s M = (7, 57)

— Return (sn = (M, N), My, = (M%), M)
T.SGen (pary, skt,n):

= M« gf s N e gy

— sn-pf = g"

— Return (sn = (M, N) , sn-pf)
T.TGen (pary, sk,n,sn = (M, N)):

— Mo < g7

— tag:= (MSkh?,NSkhg)

— t-pf < g"

— Return (tag:= (4, B), t-pf).
T.Detect (sn, so’, tag, tag’, L):

— Parse sn as (M, N) ; parse sn’ as (M’', N')

— Parse tag as (A, B) ; parse tag’ as (A’, B')

— A" = A 'B”'*ﬁ

= = 2

AT
"no._ M . n._ N
- M"=M N =X

— If A” =0g, then:
A// — B// ; M// — N//

— Search pky in £ such that e (A", §) = e (M", pk)
Return (pky, (A", M"))
T.VfyGuilt (pk, 7):

— Parse 7 as (A, N);

— Return (e(4, §) = e(N,pk) A A # 0¢, ).
T'Snyinit (parT7 ka7 sn, Msn):

— Parse snas (M,N) R

— Parse Msn as ((Ml,Ml), (MQ,M2))

— Return (e(M,g)e(g; ', M1) = lap A e(M,g)egy ", Ma)e(gy ', pkr)
lg, A My = pky A e(My,§) = e(g1, M) A e(Ms, §) = e(g1, Ma))
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T.SVfy(pary, pkt, sn, sn-pf):
— Parse sn as (M, N)
— Return (e(M, §)e(gy ", sn-pf) = lagp A
e(N,g)e(gz ', sn-phe(gy ', phr) = lcy)
T.TVfy(pary, pk, sn, sn’, tag, t-pf):
— Parse sn as (M, N)
— Parse tag as (A, B)
— Parse sn’ as (M', N’)
— Return (e(M, g)e(gfl, t-pf) = 1g,. A
€(A7 Ail)e(M/apk)e(hlv t'pf) =1lgr A
6( ag_l)e(vapk)e(hQa t-pf) = 1GT)

Proofs

Theorem 34. This above scheme is extractable, bootable, SN-verifiable, tag-
verifiable and N injective.

These properties are all straightforward to show and we therefore omit the proof.
Proposition 35. The above scheme is SN-collision-resistant.
Let (pk, sn-pf) and (pk’, sn-pf’) such that for some sn:
T.SVfy(pary, pk, sn, sn-pf) = T.SVfy(par, pk’, sn, sn-pf’) = 1.
We parse sn as (M, N), and deduce the followings equations:
e(M, g) = e(g1,sn-pf) = e(g1, sn-pf’),
from which we get sn-pf = sn-pf’. Then we can deduce
e(M,§)e(gy ", sn-phle(gy ', pk) = 0 = e(M, §)e(gs ', sn-pfle(gy ', k')

and thus e(gy ', pk) = e(g; ', pk'), which finally yields pk = pk’. The reasoning
is analogous for T.SVfy, ;. a

To prove the two other results, we will use the following lemma.

0}:
n & Zq
Return (9?7937 h?7 hg)

Exptﬁ%’le()\): X
((G,91,9),(G, §,9), €) + GrGen(1%)

g2,h1, by & G o'

b o A% v &7
ni,n2,n3, N4 q

Return b = b’

Return (g, 952, k1, hy*)

Lemma 36. For any adversary A against the game Tuple defined above with
advantage €, there exists an adversary B against DDH in G with advantage eppy
such that ﬁ < eppu, with K the number of oracles calls to Oj,.
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We define the following oracles:

0} 5: Op.7:
n,ngﬁZq n,ng,ngﬁzq
Return (g7, g52, b, h%) Return (g7, g52, hi®, hY)

Viewing the tuples (g2,97,9%), (h1,g7,h}) and (he, g7, hY) as DDH challenge
tuples, we get taht the adversary cannot distinguish Of from Oj 4 nor Oj 4 from
O}z, or O] ; from O}, with probability more than eppy each respectively. (Note
that we can compute all other elements, since we know the discrete logarithms
of the elements which are not part of the respective DDH-tuple; and we can
answer all other oracle calls honestly). This proves the lemma. a

Corollary 37. No adversary can break tag-anonymity with an advantage bet-
ter than 6 Keppyu, where K is the number of calls to Oy.

Ollaerfect (Sk) .

. . (93, 94,95, 96) < Of
Perfect-tag-anonymi ~
Expt 7y, " (G, 91,0):(G,3,9),€):| T[] = (g5, g6)

pary < (G, g1.4), (G, 3. q).€) Return (g3, g5 - g4)
(sko, ski) «+ A (pary)
k:=0 Overect (sk, su', t):
b AOTI (ski) OF T sk ) (pary, sko, sky) If t > k abort entire game
Return (b = b*) (95,96) < T'[t]
(N, M) « sn’

Return (Ngs, M gg)

Lemma 36 implies that the adversary cannot, except with probability 3K epp,
distinguish Perfect-tag-anonymity from tag-anonymity: if we replace O by

1, the game becomes exactly tag-anonymity. In the latter game, we can replace
b by (1 —b) without changing the distribution of the adversary’s input. O

Theorem 38. Let A be an adversary that wins the exculpability game with prob-
ability € after K oracle calls to Oy, then there exist By against DDH in G with
advantage eppu and By against DDH in G with advantage éppu, such that:

€ < 3KeppHu + €pDH-

Using the same argument as in Corollary 37, we deduce, incurring a loss of
3Keppu, that we can consider that oracle calls do not yield any information to
the adversary. After receiving a triple (g1, g2, g3) in G, we send g1 as the public
key. When we receive (N, A) such that

e (N, pk) = e(4,9)

with A # Og,, this means that A = N8 (P9 and we can check if e (N, §3)
e (A, g2) to decide whether we received a DDH triple or not.

ol
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Efficiency We summarize all the efficiency results as follows (where “m.s.w.u”
means multiscalar with unkown):

|par| 3|G|
|skr| |Zy|
|Pkr| |G|
il = Jtag 2[G
|sn-pf| = |t-pf] |G|
T 2|G|
Number of pairing equations in T.SVfy 2 generic eq.
Number of pairing equations in T.SVfy, ;, | 4 generic, 1 m.s.w.u eq. in G
Number of pairing equations in T.TVfy 3 generic eq.
|Ton| 8G| + 8|G|
|7Tsn,init| 16‘G| + 16|G| +A2|ZI)|
| tag 12|G| + 12|G|
|7l 8|G| +10[G]|
| T tag] 12|G| + 14|G|

B.2 Instantiation of the encryption scheme E’

Construction overview. We roughly follow the framework proposed by Chase et
al. [CKLM12]. The first part of the ciphertext is an encryption

—

C= (007017 s ;C71+1) = (fevgea {h’? : mi}?:l)

of the message vector m = (mq,...,my) € G,. As in [LPQ17], we use the same
one-time linearly homomorphic structure-preserving signature scheme [LPJY13]
LHSPS = (KeyGen, Sign.Verify), for which let

171 :(f,g,l,...,l),ﬁgz(171,1,g,h1,...7hn)7

the signing key of the LHSPS is composed of two linearly homomorphic signa-
tures of ¥, and ¥, that is, sk = (03,,04,). Using this signing key, anyone can
generate the signature o of any message m € Span(v7,0s).

The second part of the ciphertext is a zero-knowledge proof for the language

Ly ={(C,(b,0,{m;}1_1,07)) | b€ {0,1} vV LHSPS.Verify(vk usps, o7, ) = 1}.

where ¥ = (cg,c'{,gl’b,cgl_b),cgl_b),...,cil;bl). Note that when b = 1, ¥ €
Span(vy,v2) means that log;(co) = log,(c1), then the ciphertext is a valid ci-
phertext. Also note that signatures on ¥ with b = 1 will only be generated in
the security proof.

To enable re-randomization, we generate a signature oz on the vector W =
(fb,gb 1, g1=0)0, hglfb)'e, R hS}”’)"’) and add a zero-knowledge proof of knowl-
edge of the valid signature og. It is easy to see that with o3, we can generate
signatures for all re-randomization of the vector v.
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One-time linearly homomorphic structure-preserving signature. To
construct the re-randomizable CCA encryption scheme, we need the one-time
linearly homomorphic structure-preserving signature.

Definition 39 ((One-time) linearly homomorphic structure-preserving
signature [LPJY13]). A one-time linearly homomorphic structure-preserving
signature is tuple of 4 algorithms LHSPS = (Setup, Sign, SignDerive, Verify) with
the following specifications:

Setup (Gr,n) is a probabilistic algorithm taking the group parameter Gr and an
integer n denoting the dimension of the message to be signed. It outputs the
public verification key vk and the signature key sk.

Sign (sk,m) is a deterministic algorithm that takes the signing key sk and the
message m € G™, and outputs a signature o.

SignDerive(Vk,{(wi,a(i))}le) is a deterministic algorithm taking the wverifica-
tion key vk and ¢ pairs (w;o)) where w; € Z, and o® is an LHSPS signa-
ture. It outputs a signature o on the message m = Hle .

Verify (vk,m, o) is a deterministic algorithm taking the verification key vk, the
message vector m and a signature o. It outputs 1 if the signature is valid, 0
otherwise.

Definition 40 (One-time unforgeability). A one-time linearly homomor-
phic SPS scheme X = (KeyGen, Sign, Verify) is secure if no adversary has non-
negligible advantage in the following game:

1. The adversary A outputs an integer n, sends it to the challenger C. The
challenger generates (vk, sk) < Setup(1*,n) and sends the public verification
key back to A.

2. The adversary A has access to the signing oracle

— Sign(sk,-): A can request the challenger C to sign the message vectors
{n’ii}?:sl where Qs denotes the number of signing queries.

3. A outputs (m*,0,). The adversary wins if and only if Verify(vk, m*,o,) =1

and 1i* & Span({m} ).

We recall the following construction of the one-time linearly homomorphic
structure-preserving signature scheme.

— LHSPS.Setup (Gr,n):
1. Parse Gr as (G, G,Gr, e).
2. Chose §., g, <~ G. Fori € {1,...,n}, randomly chose x;,~; and compute
gi = gX' gl X
3. Output the verification key pk = (., §r,{9:}") € G"*2 and the signing
key sk = ({xi,vi}iz1)-
— LHSPS.Sign (vk, sk, M):
1. Parse the verification key vk = (s, dr, {Gi}") € G"*2, the signing key
sk = ({xs,7:}",) and the message M = (M, ..., M,) € G".
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2. Output the signature & = (z,r) € G* such that z = [[I_, M and
r=11r, M.
— LHSPS.SignDerive vk, (&, {wi, 0 }L_)):
1. For all i € {1,...,¢}, parse 0V as (z;,7;).
2. Output the signature o = (Hf:1 z, Hle ).
- LHSPS.VeI’ify(VkLHsps, O’)S
1. Parse the signature as o = (z,7) and the message M = (My, ..., M,).
2. Return 1 iff (My,...,M,) # (1g,...,1lg) and the following equation is
verified.

e(z,§.) - e(r,gr) = H e(M;, G;).

i=1

Theorem 41 ([LPJY13, Theorem 1]). The above construction of a one-time
linearly homomorphic structure-preserving signature scheme is unforgeable if the
SXDH assumption holds in the underlying group.

The above scheme was proven to be unforgeable under the DP assumption,
which is implied by the SXDH assumption. As in the remaining part of the
construction of RCCA requires SXDH to hold, we state this theorem with SXDH
assumption.

Replayable-CCA encryption scheme. An RCCA encryption scheme E con-
sists of six PPT algorithms E = (KeyGen, Enc, ReRand, Dec, Verify, AdptPrf). It
should verify the following specifications:

E.KeyGen (Gr): a randomized algorithm which takes as input the group de-

scription and outputs an encryption public key pk and a corresponding de-

cryption key dk.

E.Enc (pk, m,v): a randomized encryption algorithm which takes as input a

public encryption key pk, a plaintext (from a plaintext space), some ran-

domness and outputs a ciphertext.

— E.ReRand (pk, ¢, v): a randomized algorithm which takes as input a public
key, a ciphertext and some randomness,. and outputs another ciphertext.

— E.Dec (dk, ¢): a deterministic decryption algorithm which takes a decryption
key and a ciphertext, and outputs either a plaintext or an error indicator 1.

— E.Verify (pk,m, p, ¢): a deterministic algorithm which takes as input a public
key, a message, some randomness, and a ciphertext and outputs a bit.

— E.AdptPrf (ck, pk,car, ¢, (7, ¢,) , ') a randomized algorithm which takes as

input a commitment key, an encryption public key, a commitment, an equal-

ity proof (i.e a Groth-Sahai proof and a commitment), a ciphertext, a proof,

some randomness, and outputs an equality proof.

We give the following explicit construction of the RCCA scheme supporting
encryption of vectors of group elements.
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E.KeyGen (Gr):

1.

Parse Gr as (G, G, Gy, e).

2. Choose two random group elements f, g < G2.
3.
4. Generate the Groth-Sahai crs ci’sgg by choosing random iy, iy <~ G2

Choose random exponents {a; }?, <> Z, and compute {h;}I, = g:.

A
and 4y, U & G2.
Define two vectors #1, U5 such that

#h=(f9.1,1,...,1) €G"* ¥ =(1,1,1,h,...,h,) € G"F?,

then generate two LHSPS signatures oz and oy, which will be used to
proof that a vector is in the Span(¥;, U2). together with the signing key
th.

Output the decryption key dk = o and the public key

pk=(f,9.{h% }i_1,crsas, oLnsps = (0, 05,))-

Notice that the LHSPS signing key tk will never be published by the key
generation algorithm, it will only be used in the security proofs.

E.Enc (pk, m,v):

1.

2.
3.

8.

9.
10.

Randomly pick a number 6 € Z,. Compute C = (coyClyeevyCnyl) =
(f9,g% My-hY,... .M, -h%).

Define the bit b =1 and denote G = ¢ € G and G = §* € G.

Generate the Groth-Sahai proof m;, of

e(G,g) = e(g,G)

. Foralli € {1,...n+1}, compute ©; = c?. Compute also the Groth-Sahai

T proof of the equations:

e(0;,3) = e(ci, G)

. Define the vector & = (c, 3, g%, 17", ...,ch7Y). Generate a LHSPS

signature oz such that ¥ € Span(v, ).

Compute a Groth-Sahai proof 7z of the validity of the LHSPS signature
T3

To enable the re-randomization, compute

(Fa G, {HZ}?:l) = (fbvgbv {hf ?:1)

and Groth-Sahai proof mpgy of them.

Define the vector @ = (f°, g% 1, h%fb, ..., h}7?). Compute a LHSPS sig-
nature oz of the fact that @ € Span(vy, v2).

Generate a Groth-Sahai proof 7z of the validity of LHSPS signature 0.
Output the ciphertext ¢ = ({¢; }y, T, To, Tg, TEGH, Ti5)-

E.ReRand (pk, ¢, v):
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. Parse ¢ = ({ci}?jll,7rb,7rg,7rg,7rFGH,7rw).
. Compute ¢j = ¢p- f¥, ¢) = ¢1-¢” and for i € {2,...,n+ 1}, compute
¢ =c¢;-hY_;.

3. We update the proof 7, my using the commitment Cr,Cq,Cy in npay
to get mp, .

4. We update the commitment of the LHSPS signature C;, = Cy, - C¥
and the update the proof 7z accordingly to get 77.

5. We re-randomize all the updated Groth-Sahai proofs

[\

T T, Wy TEGH » T
to get the new proofs m)/, 7y, Tk, Thep Te.
6. Output the new ciphertext ¢ = ({¢}}i—,, 7, 7, 72, Thcp, Tig)-
E.Dec (dk, c):
1. Parse c as 0 = ({¢;}oy, T, To, T TRGH, T )-
2. Check all proofs (my, mg, 73, TrGH, Tg) are valid.
3. For i € {1,...n}, compute M; = ¢;41/(c]?).
4. Output {M;}* ;.
E.Verify (pk, m, v, ¢):
1. Parse c as 0 = ({¢;}y, by To, Ty TEGH, Tp)-
2. Verify that m,, w9, 73, TrgH, Tg are all correct.
3. Verify the following pairing equations:

Co = gl/ (G fu Ci+1 = h” sy
where i € {1,...,n}.

E.AdptPrf (ck, pk, cpr, ¢, (7, ¢) ,V):
1. We just update the Groth-Sahai proof the new randomness v/ by multi-
plying ¢, = ¢, - §*.
2. As the equality proofs consists of the following pairing equations:

v v v
=49 Clzf Ci+1:h S My,

where i € {1,...,n}.

Encryption key (10 +n)G 4+ 4G
Decryption key nZy
Ciphertext (6n+19)G + (16 + 4n)G
Verification equations 2 linear 4+ n quadratic
Size of the equality proof| (2+ 2n)G + (2 + 4n)G

Proof (of Theorem 16). The completeness and the correctness of the above
RCCA encryption scheme are straightforward to verify. We will focusing on
the Replayable-CCA property.

We proceed by the series of hybrid games Gamey, ..., Games , we denote by
Adv; the advantage of the adversary A to win the game Game;.
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Gamep: We have Gameg is identical to the original RCCA security game and
thus by definition:

Advy = AdViA(1%)

Game;: In this game, we will modify the challenge ciphertext provided to the
adversary in the RCCA security game. The new challenge ciphertext is:

= ({C:};;l’ ng Wg? 71'5, 7T;GH’ Wit‘)‘)

We only modify 7% and 7. Instead of generating these two proofs using the
signing key (o3, ,05,) of the LHSPS, we will use the signing key td to directly
compute the signatures of 0* and &, where * = (1,1, g, ¢a, ..., ¢n11). (Notice
that the secret signing key is never used in the real game.)
As this change is only conceptional, the distribution of the challenge cipher-
text is identical in Game; as in Gameg. We have Adv; = Advg

Gamey: In this game, we modify the cr's of the Groth-Sahai proof sybtem We

generate two random values &, < Zy, then compute @y, Ua, U1, Uz such that

ul—ﬁg andul—ﬁg.

Notice that this is the perfect sound setting of the Groth-Sahai proof system.
¢ and ¢ can be used to extract the witness. Since the only difference between
Game; and Game;, is the change of 1, ua, ul, U2, the indistinguishability can
be proven using the SXDH assumption. Thus, we have Adve < Advy + 2 -
Advsxpr.

Games: In this game, we modify the decryption oracle. We will add a manual

verification of the underlying LHSPS for the decryption queries. To do this,
since the Groth-Sahai proof is settled in the soundness mode (#; = @¢ and
fél = ﬁg) We can use the trapdoors &, ( to extract the witness in the com-
mitments of the Groth-Sahai proof. We extract ¢ and o3 = (z,r) from the
proof mz. We use the signing key td of the linearly homomorphic structure-
preserving signature 017 = (2%, 71) to generate a signature a; of the vector v.
The challenger will reject the decryption query if U:; #03.
We can see that, if an adversary can distinguish Gamez from Games then he
can forge a valid signature of the underlying LHSPS. Since the unforgeability
of the LHSPS is based on the SXDH problem, we have Advy < Advy +
AdVDp(l/\).

Gamey: We will modify all the decryption oracles (both pre-challenge and post-
challenge ones) to avoid the use of log, (h;) = a;. After making these changes,
we can modify the generation of h; to h; = f¥ig¥:.

Pre-challenge decryption queries: We use the trapdoor of the Groth-Sahai
proof to extract the witness of the proof, if we have b = 0 then we directly
reject the proof.

Post-challenge decryption queries: We also use the trapdoor of the Groth-
Sahai proof to extract the witness of the proof, if b = 0 and the cipher-
text is not rejected by the rule of Games, the challenger outputs Replay.
Additionally, both in pre-challenge and post-challenge decryption queries.
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Since we don’t have «; anymore, we decrypt the ciphertext by computing

M; = cim /(cgt - ¢l

We now analyse the change of the decryption oracles:

Pre-challenge: 1t is easy to see that in case of b = 0, the challenger only
issued two LHSPS signatures of 07 and #5. And the vector ¥ is clearly not
in the span of Span(¥i,72). So the adversary is statistically impossible
to forge a correct signature.

Post-challenge: Note that the Groth-Sahai proof is in the perfect soundness
setting of the Groth-Sahai proof, thus the challenger C can use the trap-
door to extract all the witness used in the proof. We will now separate
two case:

— If g® = 1, we have 7 = (co,c1,1,1,...,1). But €is not rejected in the
Games, with a overwhelming probability, we will have ¥ € Span(v}).
Thus we have M; = ¢;41/(c - cY).

— If g* =0, we have ¥ = (1,1,g,¢2,...,Cns1). As the third element is
g, ¥ = ¥ - 0§ - wP. This means that ¥ is a randomization of ¢*, thus
we can answer Replay to the adversary.

Games: We modify the distribution of the challenge ciphertext. Instead of choos-
ing them as an encryption of MO or M;. We Choose them all random ele-
ments. By the self-rerandomizability of the DDH assumption in G, the game
5 is indistinguishable from the game 4.

During the Games, as the challenge ciphertext is only random group elements,
the adversary cannot have more advantage than a random guess.

B.3 Instantiation of the encryption scheme E
Let Gr = (p, G, g).

E.KeyGen():

— (dky, dkp) < Z2

— Return ((gdk17gdk2)’ (dkl? dk2)>
E.Enc((Dl, DQ), (Ml, MQ), U)Z

— Return (g%, M; - DY, M5 - D¥)
E.ReRand((Dl, l)g)7 (007 Cl; Cg), V)Z

— Return (Cy - g%, Cy - DY, Cy - DY)
E.Dec((dkl, dkg), (C(), Cl, CQ))Z

— Return (Cp - C%%1, Cy - CFF2)
E.Verify((D1, D2), (M1, M2), v, (Co, C1, Ca)):

— Return (gV,Ml . DT,MQ . Dlzl) = (00,01702)
E.AdptPrf(ck, ek, (compy, , compy, ), ¢, @ = (m,com,,),v'):

— Analog to B.2

Proposition 42. If there exists an adversary A that breaks the IACR property
of the scheme with advantage eiacr, then there exists an adversary B that breaks
SXDH with advantage esxpu, with

€1acr < 4 €sxpH-
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We define the following experiments:

Expt 5 (G, g,p)):
((P1, Py), (dkq, dks)) < KeyGen(Gr)
(G2, 1,5, (e, Y, C59) « A((Pr, Py))
v Ly,
(Co, C1, Cy) « (C - gv,.c® . Py, . Py)
b «— A(C(h Cl, CQ)
Return &/

Expt{3" (G, g,p)):
((P17 Pg), (dkl7 dkg)) — KeyGen(Gr)
((C(()0)7 01(0)’ 050))7 (C(gl)’ 051)7 02(1))) — A((Ph P2))
v, Uy & Ly,
(Co, C1,Ca) + (C - g7, 0 - P2, C - PY)
b — .A(Co, Cl, CQ)
Return &/

Expt5 (G, g,p)):
((P1, Py), (dky, dks)) < KeyGen(Gr)
(G, 1,65, (e, Y, C59) « A((Pr, Py))
v, Vo, Vg & Ly,
(Co,C1,Cy) < (Céb) .gu’c£b) 'leacéb) - Py?)
b o— ./4(6'07 Cl, CQ)
Return &’

By noticing that |Pr(EXptffﬁ)R((G,g,p)) =1)— Pr(EXptffgﬁvz((G,g,p)) =1)]
and |Pr(Exptff,CbRV2((G,g,p)) =1) - Pr(Exptht%RVB((G,g,p)) = 1| are less or

equal to egxpm, and because E)(pti{‘ff)w?’((G7 g,p)) and ExptffﬁRV?’((G, g,D)) are
distributed equally, we deduce ejacr < 4 €sxpH-

C Efficiency analysis

We summarize the efficiency of the the building blocks C, S, S and E in Tables 1,
2 and 3, where “m-s” stands for “multi-scalar”.

D Computational assumptions

Definition 43 (SXDH). The Symmetric External Diffie-Hellman Assumption
states that given (g", g%, ¢") for random r,s € Z,, it is hard to decide whether

. . A~ ’ A ’ ~ / . .
t =rs ort is random; moreover, given (9" ,§% ,g" ) for random ', s' € Z,,, it is
hard to decide whether t' = r's’ or t' is random.

The Asymetric Double Hidden Strong Diffie Hellman (ADHSDH) assumption
and the Asymetric Weak Flexible Computational Diffie Hellman (AWFCDH)
assumption have been introduced in [AFGT10].
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Table 1. Sizes of components of the commit-and-prove scheme C

|ck| 3|G| + 3|G]|

[Cm(g1)] 2(G|

Cm(9) 28]

[Cm(1z, ) 2|

Homogeneous pairing product equation with variables in G 2|G|

Homogeneous pairing product equation with variables in G 2|G|
General homogeneous pairing product equation 4|G| + 4|G|

M-s equation in G with variables in Z, |G|

Homogeneous m-s equation in G with variables in G 2|Zy|
General m-s equation in G 2|G| + 4|G|

Table 2. Characteristics of the signature schemes S and S’ for message spaces M’ = G
and M = {(g™,§™) |m € Z,)?, resp.

Signature scheme S [Fucll] S’ [AGHO11]
Ipars| 3|G| 0
k| Zol_ 31Z,]
| vk| G| + 1G] G| _
o] 13|G| + 9G] 2|G| + |G|
Nb of pairing eqs in S.Verify | 12 general equations | 1 linear in G, 1 general
|7 | 48|G | + 48| G| 6|G| + 4|G|

Table 3. Characteristics of the ElGamal encryption E’ with message space G2

[sk] 2|Zp|
|Pk| 2|G|
|| 3|G|
v |Zp|
Nb ms eqgs in E.Verify | 2 general equations 1 linear with unkown in Z,
|eq| 5G| + 10/G|

Definition 44 (¢-ADHSDH). Given (g, f, k,x = ¢%,§) < G* x G and § = ¢*
and (a; = (kg ) &7 ¢ = [0, = g, di = §7 1y = 9°) 0, for yi,wi < Zp,
it is hard to output a new tuple (a,c,v, ci, W) € G? x G2 of this form, i.e., a tuple
that satisfies

e(a" QCZ) = e(kv,g) A 6(67.@) = e(fv CZ) A e(v’g) = e(g’w)'

Definition 45 (AWFCDH). Given random generators (g,a = g%, §) <& (G*)?
x G, it is hard to output (g¥, g"*, 9", §"%), i.e., a tuple (r,m, §,7) that satisfies:

e(avé) = e(m,g) A e(mvg) = e(gv’ﬁ‘) A 6(7“, g) = €(g,§).
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