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Abstract—The present paper proposes the first static analysis
for Android applications which is both flow-sensitive on the heap
abstraction and provably sound with respect to a rich formal
model of the Android platform. We formulate the analysis as a
set of Horn clauses defining a sound over-approximation of the
semantics of the Android application to analyse, borrowing ideas
from recency abstraction and extending them to our concurrent
setting. Moreover, we implement the analysis in HornDroid, a
state-of-the-art information flow analyser for Android applica-
tions. Our extension allows HornDroid to perform strong updates
on heap-allocated data structures, thus significantly increasing its
precision, without sacrificing its soundness guarantees. We test
our implementation on DroidBench, a popular benchmark of
Android applications developed by the research community, and
we show that our changes to HornDroid lead to an improvement
in the precision of the tool, while having only a moderate cost in
terms of efficiency. Finally, we assess the scalability of our tool
to the analysis of real applications.

I. INTRODUCTION

Android is today the most popular operating system for
mobile phones and tablets, and it boasts the largest application
market among all its competitors. Though the huge number of
available applications is arguably one of the main reasons for
the success of Android, it also poses an important security
challenge: there are way too many applications to ensure that
they go through a timely and thorough security vetting before
their publication on the market. Automated analysis tools thus
play a critical role in ensuring that security verification does
not fall behind with respect to the release of malicious (or
buggy) applications.

There are many relevant security concerns for Android
applications, e.g., privilege escalation [11], [5] and component
hijacking [26], but the most important challenge in the area is
arguably information flow control, since Android applications
are routinely granted access to personal information and other
sensitive data stored on the device where they are installed.
To counter the threats posed by malicious applications, the
research community has proposed a plethora of increasingly
sophisticated (static) information flow control frameworks for
Android [41], [42], [27], [13], [22], [3], [40], [14], [6]. Despite
all this progress, however, none of these static analysis tools
is able to properly reconcile soundness and precision in its
treatment of heap-allocated data structures.

A. Soundness vs. Precision in Android Analyses

Designing a static analysis for Android applications which
is both sound and precise on the heap abstraction is very

challenging, most notably because the Android ecosystem is
highly concurrent, featuring multiple components running in
the same application at the same time and sharing part of
the heap. More complications come from the scheduling of
these components, which is user-driven, e.g., via button clicks,
and thus statically unknown. This means that it is hard to
devise precise flow-sensitive heap abstractions for Android
applications without breaking their soundness. Indeed, most
existing static analysers for Android applications turn out to
be unsound and miss malicious information leaks ingeniously
hidden in the control flow: for instance, Table I shows a leaky
code snippet that cannot be detected by FlowDroid [3], a state-
of-the-art taint tracker for Android applications'.

public class Leaky extends Activity ({
Storage st = new Storage();
Storage st2 = new Storage();

onRestart () { st2 = st; }
onResume () { st2.s = getDeviceId(); }
onPause () { send(st.s, "http://www.myapp.com/"); }

TABLE I
A SUBTLE INFORMATION LEAK

Assume that the Storage class has only one field s of
type String, populated with the empty string by its default
constructor. The activity class Leaky has two fields st and
st2 of type Storage. A leak of the device id may be
performed in three steps. First, the activity is stopped and then
restarted: after the execution of the onRestart () callback,
st2 becomes an alias of st. Then, the activity is paused
and resumed. As a result, the execution of the onPause ()
callback communicates the empty string over the Internet,
while the onResume () callback stores the device id in st2
and thus in st due to aliasing. Finally, the activity is paused
again and the device id is leaked by onPause ().

HornDroid [6] is the only provably sound static analyser for
Android applications to date and, as such, it correctly deals
with the code snippet in Table I. In order to retain soundness,
however, HornDroid is quite conservative on the prediction
of the control flow of Android applications and implements
a flow-insensitive heap abstraction by computing just one
static over-approximation of the heap, which is proved to be
correct at all reachable program points. This is a significant

! Android applications are written in Java and compiled to bytecode run
by a register-based virtual machine (Dalvik). Most static analysis tools for
Android analyse Dalvik bytecode, but we present our examples using a Java-
like language to improve readability.



limitation of the tool, since it prevents strong updates [23]
on heap-allocated data structures and thus negatively affects
the precision of the analysis. Concretely, to understand the
practical import of this limitation, consider the Java code
snippet in Table II.

1 public class Anon extends Activity {

2 Contact[] m = new Contact[] ();

3 onStart () {

4 for (int i1 = 0; 1 < contacts.length(); i++) {
5 Contact ¢ = contacts.getContact (i);

6 c.phone = anonymise (c.phone) ;

7 m[i] = c;

8 }

9 send (m, "http://www.cool-apps.com/");

10 }

1}

TABLE I
ANONYMIZING CONTACT INFORMATION

This code reads the contacts stored on the phone, but then
calls the anonymise method at line 6 to erase any sensitive
information (like phone numbers) before sending the collected
data on the Internet. Though this code is benign, HornDroid
raises a false alarm, since the field c.phone stores sensitive
information after line 5 and strong updates of object fields are
not allowed by the static analysis implemented in the tool.

B. Contributions

In the present paper we make the following contributions:

1) we extend an operational semantics for a core fragment
of the Android ecosystem [6] with multi-threading and
exception handling, in order to provide a more accurate
representation of the control flow of Android applications;

2) we present the first static analysis for Android applica-
tions which is both flow-sensitive on the heap abstraction
and provably sound with respect to the model above. Our
proposal borrows ideas from recency abstraction [4] in
order to hit a sweet spot between precision and efficiency,
extending it for the first time to a concurrent setting;

3) we implement our analysis as an extension of Horn-
Droid [6]. This extension allows HornDroid to perform
strong updates on heap-allocated data structures, thus
significantly increasing the precision of the tool;

4) we test our extension of HornDroid against DroidBench,
a popular benchmark proposed by the research commu-
nity [3]. We show that our changes to HornDroid lead
to an improvement in the precision of the tool, while
having only a moderate cost in terms of efficiency. We
also discuss analysis results for 64 real applications to
demonstrate the scalability of our approach. Our tool and
more details on the experiments are available online [1].

II. DESIGN AND KEY IDEAS
A. Our Proposal

Our proposal starts from the pragmatic observation that
statically predicting the control flow of an Android application
is daunting and error-prone [14]. For this reason, our analysis

simply assumes that all the activities, threads and callbacks of
the application to analyse are concurrently executed under an
interleaving semantics?. (In the following paragraphs, we just
refer to threads for brevity.)

The key observation to recover precision despite this con-
servative assumption is that the runtime behaviour of a given
thread can only invalidate the static approximation of the heap
of another thread whenever the two threads share memory.
This means that the heap of each thread can be soundly
analysed in a flow-sensitive fashion, as long as the thread
runs isolated from all other threads. Our proposal refines this
intuition and achieves a much higher level of precision by
using two separate static approximations of the heap: a flow-
sensitive abstract heap and a flow-insensitive abstract heap.

Abstract objects on the flow-sensitive abstract heap approx-
imate concrete objects which are guaranteed to be local to
a single thread (not shared). Moreover, these abstract objects
always approximate exactly one concrete object, hence it is
sound to perform strong updates on them. Abstract objects on
the flow-insensitive abstract heap, instead, approximate either
(1) one concrete object which may be shared between multiple
threads, or (2) multiple concrete objects, e.g., produced by a
loop. Thus, abstract objects on the flow-insensitive abstract
heap only support weak updates to preserve soundness. In
case (1), this is a consequence of the analysis conservatively
assuming the concurrent execution of all the threads and the
corresponding loss of precision on the control flow. In case (2),
this follows from the observation that only one of the multiple
concrete objects represented by the abstract object is updated
at runtime, but the updated abstraction should remain sound for
all the concrete objects, including those which are not updated.
The analysis moves abstract objects from the flow-sensitive
abstract heap to its flow-insensitive counterpart when one of
the two invariants of the flow-sensitive abstract heap may be
violated: this mechanism is called lifting.

Technically, the analysis identifies heap-allocated data struc-
tures using their allocation site, like most traditional abstrac-
tions [32], [16], [23], [21]. Unlike these, however, each allo-
cation site A is bound to two distinct abstract locations: FS(\)
and NFS(X). We use FS()) to access the flow-sensitive ab-
stract heap and NFS()) to access the flow-insensitive abstract
heap. The abstract location FS(\) contains the abstraction
of the most-recently-allocated object created at A, provided
that this object is local to the creating thread. Conversely, the
abstract location NFS(\) contains a sound abstraction of all
the other objects created at A.

Similar ideas have been proposed in recency abstraction [4],
but standard recency abstraction only applies to sequential
programs, where it is always sound to perform strong updates
on the abstraction of the most-recently-allocated object. Our
analysis, instead, operates in a concurrent setting and assumes
that all the threads are concurrently executed under an inter-
leaving semantics. As we anticipated, this means that, if a

2We are aware of the fact that the Java Memory Model allows more
behaviours than an interleaving semantics (see [24] for a formalisation), but
since its connections with Dalvik depend on the Android version and its
definition is very complicated, in this work we just consider an interleaving
semantics for simplicity.
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pointer may be shared between different threads, performing
strong updates on the abstraction of the object indexed by the
pointer would be unsound. Our analysis allows strong updates
without sacrificing soundness by statically keeping track of a
set of pointers which are known to be local to a single thread:
only the abstractions of the most-recently-allocated objects
indexed by these pointers are amenable for strong updates.

B. Examples

By being conservative on the execution order of callbacks,
our analysis is able to soundly analyse the leaky example of
Table I. We recall it in Table III, where we annotate it with
a simplified version of the facts generated by the analysis:
the heap fact H provides a flow-insensitive heap abstraction,
while the Sink fact denotes communication to a sink. We use
line numbers to identify allocation sites and to index the heap
abstractions.

public class Leaky extends Activity {

H(1, {|Leaky; st — NFS(2),st2 — NFS(3)[})

// flow-insensitivity on activity object
Storage st = new Storage();

H(2,{storage;s +— ""}) // after the constructor
Storage st2 new Storage();

H(3,{storage;s — ""}) // after the constructor
onRestart () { st2 = st; }

H(1, {|Leaky; st — NFS(2),st2 — NFS(2)[}) // aliasing
onResume () { st2.s = getDeviceId(); }

H(2,{storage;s — id[}) AH(3,{Storage;s — id[})

// due to flow-insensitivity on activity object
onPause () { send(st.s, "http://www.myapp.com/");

Sink("") A Sink(id) // the leak is detected
}

}

TABLE 11
A SUBTLE INFORMATION LEAK (DETECTED)

In our analysis, activity objects are always abstracted in
a flow-insensitive way, which is crucial for soundness, since
we do not predict the execution order of their callbacks.
When the activity is created, an abstract flow-insensitive heap
fact H(1,{Leaky;st +— NFS(2),st2 — NFS(3)[}) is
introduced, and two facts H(2, {{Storage;s — ""[}) and
H(3,{Storage;s — ""[}) abstract the objects pointed by
the activity fields st and st2. Then the life-cycle events are
abstracted: the onRestart method performs a weak update
on the activity object, adding a fact H(1, {{Leaky;st ~—
NFS(2),st2 — NFS(2)[}) which tracks aliasing; after the
onResume method, st can thus point to two possible ob-
jects, as reflected by the abstract flow-insensitive heap facts
generated at line 2 and at line 5. Since the latter fact tracks a
sensitive value in the field s, the leak is caught in onPause.

Our analysis can also precisely deal with the benign ex-
ample of Table II thanks to recency abstraction. We show a
simplified version of the facts generated by the analysis in Ta-
ble IV. If our static analysis only used a traditional allocation-
site abstraction, the benefits of flow-sensitivity would be
voided by the presence of the “for” loop in the code. Indeed,
the allocation site of ¢ would need to identify all the concrete
objects allocated therein, hence a traditional static analysis
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could not perform strong updates on c . phone without break-
ing soundness and would raise a false alarm on the code.

public class Anon extends Activity {
H(1, {|{anon;m +— NFS(2)[})
// flow-insensitivity on activity object
Contact[] m new Contact (] ();
H(2,[]) // new empty array is created
onStart () {
LStates(c — null;5 — L)
// no allocated contact at location 5 yet
for (int i 0; i1 < contacts.length(); i++) {
LStates(c +— null;5 — L) A LStates(c — NFS(5);5 — L)
// loop invariant (see below)
Contact c contacts.getContact (1) ;
LStates(c + FS(5);5— oc) // flow-sensitivity

c.phone = anonymise (c.phone) ;

LStateg(c — FS(5); 5 — oc{phone — ""}) // strong update
m[i] = c;

LState;(c +— NFS(5);5 +— 1) A H(5,0c{phone ~— ""}) A

H(2,[NFS(5)]) // lifting is performed
}

send (m, "http://www.cool-apps.com/");
Sink([oc{phone + ""}]) // no leak is detected
}
}

TABLE IV
ANONYMIZING CONTACT INFORMATION (ALLOWED)

The local state fact LStatep, provides a flow-sensitive
abstraction of the state of the registers and the heap at program
point pp. Recall that activity objects are always abstracted in
a flow-insensitive fashion, therefore the Contact array m is
also abstracted by a flow-insensitive heap fact H(2, []). At each
loop iteration, our static analysis abstracts the most-recently-
allocated Contact object at line 5 in a flow-sensitive fashion.
This is done by putting the abstract flow-sensitive location
FS(5) in ¢ and by storing the abstraction of the Contact
object o, in the flow-sensitive local state abstraction LStates,
using its allocation site 5 as a key. This allows us to perform a
strong update on the c.phone field at line 6, overwriting the
private information with a public one. At line 7 the program
stores the public object in the array m, which is abstracted by
a flow-insensitive heap fact: to preserve soundness, the flow-
sensitive abstraction of o, is lifted (downgraded) to a flow-
insensitive abstraction by generating a flow-insensitive heap
fact H(5, o.[phone — ""]) and by changing the abstraction
of ¢ from FS(5) to NFS(5). We then perform a weak update
on the array stored in m by generating a flow-insensitive heap
fact H(2,[NFS(5)]). Thanks to the previous strong update,
however, the end result is that m only stores public information
at the end of the loop and no leak is detected.

III. CONCRETE SEMANTICS

Our static analysis is defined on top of an extension of
p-Dalvik 4, a formal model of a core fragment of the Android
ecosystem [6]. It includes the main bytecode instructions of
Dalvik, the register-based virtual machine running Android
applications, and a few important API methods. Moreover,
it captures the life-cycle of the most common and complex
application components (activities), as well as inter-component
communication based on asynchronous messages (intents, with



a dictionary-like structure). Our extension of p-Dalvik4 adds
two more ingredients to the model: multi-threading and excep-
tions, which are useful to get a full account of the control flow
of Android applications. For space reasons, the presentation
focuses on a relatively high-level overview of our extensions:
the formal details, including the full operational semantics, are
provided in Appendix ??.

A. Basic Syntax

We write (7;)'<™ to denote the sequence 71, ..., 7,. When
the length of the sequence is unimportant, we simply write
r*. Given a sequence r*, r; stands for its j-th element
and r*[j — 7’| denotes the sequence obtained from r* by
substituting its j-th element with v’. We let k; — v; denote
a key-value binding and we represent partial maps using a
sequence of key-value bindings (k; — wv;)*, where all the
keys k; are pairwise distinct; the order of the keys in a partial
map is immaterial.

We introduce in Table V a few basic syntactic categories.
A program P is a sequence of classes. A class cls ¢ <
¢ imp ¢* {fld*; mtd*} consists of a name c, a super-class ¢/,
a sequence of implemented interfaces c*, a sequence of fields
fld*, and a sequence of methods mtd*. A method m : 7*
7 {st*} consists of a name m, the type of its arguments 7*,
the return type 7, and a sequence of statements st* defining
the method body; the syntax of statements is explained below.
The integer n on top of the arrow declares how many registers
are used by the method. Observe that field declarations f : 7
include the type of the field. A left-hand side lhs is either a
register r, an array cell 71 [r3], an object field r.f, or a static
field c.f, while a right-hand side rhs is either a left-hand side
lhs or a primitive value prim.

P = cls*
cls = clsc<c imp c¢* {fld*; mtd*}
Tprim 1= bool | int | ...
T = c| Tprim | array|7]
fld = f:T
mid = m:r* D1 {st*}
lhs = r|r[r]|r.flef
prim = true | false | ...
rhs = lhs | prim
TABLE V

BASIC SYNTACTIC CATEGORIES

Table VI reports the syntax of selected statements, along
with a brief intuitive explanation of their semantics. Observe
that statements do not operate directly on values, but rather on
the content of the registers of the Dalvik virtual machine. The
extensions with respect to [6] are in bold and are discussed
in more detail in the following. Some of the next definitions
are dependent on a program P, but we do not make this
dependency explicit to keep the notation more concise.

B. Local Reduction

a) Notation: Table VII shows the main semantic domains
used in the present section. We let p range over pointers from a
countable set Pointers. A program point pp is a triple ¢, m, pc
including a class name ¢, a method name m and a program

counter pc (a natural number identifying a specific statement
of the method). Annotations A are auxiliary information with
no semantic import, their use in the static analysis is discussed
in Section IV. A location ¢ is an annotated pointer p) and a
value v is either a primitive value or a location.

A local state L = (pp - u* - st* - R) stores the state
information of an invoked method, run by a given thread or
activity. It is composed of a program point pp, identifying the
currently executed statement; the method calling context u*,
which keeps track of the method arguments and is only used in
the static analysis; the method body st*, defining the method
implementation; and a register state ]2, mapping registers to
their content. Registers are local to a given method invocation.

A local state list L# is a list of local states. It is used to keep
track of the state information of all the methods invoked by a
given thread or activity. The call stack « is modeled as a local
state list L#, possibly qualified by the AbNormal(-) modifier
if the thread or activity is recovering from an exception.

Coming to memory, we define the heap H as a partial map
from locations to memory blocks. There are three types of
memory blocks in the formalism: objects, arrays and intents.
An object o = {¢; (f, — v)*|} stores its class ¢ and a mapping
between fields and values. Fields are annotated with their type,
which is typically omitted when unneeded. An array a = 7[v*]
contains the type 7 of its elements and the sequence of the
values v* stored into it. An intent ¢ = {Qc; (k — v)*[} is
composed by a class name c, identifying the intent recipient,
and a sequence of key-value bindings (k — v)*, defining the
intent payload (a dictionary). The static heap S is a partial
map from static fields to values.

Finally, we have local configurations ¥ ={-a-m-v-H-S,
representing the full state of a specific activity or thread. They
include a location ¢, pointing to the corresponding activity
or thread object; a call stack «; a pending activity stack 7,
which is a list of intents keeping track of all the activities that
have been started; a pending thread stack v, which is a list
of pointers to the threads which have been started; a heap H,
storing memory blocks; and a static heap S, storing the values
of static fields.

We use several substitution notations in the reduction rules,
with an obvious meaning. The only non-standard notations are
¥*, which stands for ¥ where the value of pc is replaced by
pc + 1 in the top-most local state of the call stack, and the
substitution of registers X[ry — u], which sets the value of
the register 74 to u in the top-most local state of the call stack.
This reflects the idea that the computation is performed on the
local state of the last invoked method.

b) Local Reduction Relation: The local reduction rela-
tion ¥ ~» 3’ models the evolution of a local configuration X
into a new local configuration X’ as the result of a computation
step. The definition of the local reduction relation uses two
auxiliary relations:

o X[rhs], which evaluates a right-hand side expression rhs

in the local configuration 3;

o X, st || ¥/, which executes the statement st on the local

configuration X to produce ¥'.

The simplest rule defining a local reduction step ¥ ~+ ¥/ just
fetches the next statement st to run and performs a look-up



st =
goto pc

ifg 7r1 T2 then pc
move lhs rhs
unopg 14 Ts
binopg rq T1 T2

unconditionally jump to program counter pc
jump to program counter pc if r1 @ 72
move rhs into lhs

compute Or, and put the result in r4
compute 71 & ro and put the result in 74

invoke ro m r*
return
newintent r; ¢
put-extra r; rp To»
get—-extrar; v T

invoke method m of the object in r, with args 7*
get the value of the special return register 7res

put a pointer to a new intent for class ¢ in r;

bind the value of r,, to key 7 of the intent in 7;
get the 7-value bound to key rj, of the intent in r;

new rq ¢ put a pointer to a new object of class ¢ in 4 start-act r; start a new activity by sending the intent in r;

newarray rq ;T put a pointer to a new 7-array of length r; in ry start-thread r; start the thread in r¢

throw 7. throw the exception stored in r¢ interrupt r¢ interrupt the thread in ¢

move-except 7e store a pointer to the last thrown exception in 7 join 7¢ join the current thread with the thread in 7¢
TABLE VI

SYNTAX AND INFORMAL SEMANTICS OF SELECTED STATEMENTS

Pointers p €  Pointers

Program counters pe € N

Program points pp = ¢, m,pc

Annotations A = pp|clin(c)

Locations l = pa

Values u, v u=  prim | £

Register states R = (re—ov)*

Local states L u= (pp-u*-st*-R)

Local state lists L# = e|L:L#

Call stacks a := L# | AbNormal(L#)

Objects o = Al (fr = v)*[}

Arrays a = T[v*

Intents i = {Qc; (k — v)*[}

Memory blocks b = olali

Heaps H = (L= b)*

Static heaps S = (e.f—v)*

Pending activity stacks T = e|ium

Pending thread stacks ~ = e|luy

Local configurations P = L-a-w-y-H-S
TABLE VII

SEMANTIC DOMAINS FOR LOCAL REDUCTION

on the auxiliary relation X, st | ¥’. Formally, assuming a
function get-stm(X) fetching the next statement based on the
program counter of the top-most local state in 3, we have:
(R-NEXTSTM)
¥, get-stm(X) | ¥
DIRVNS 34

We show a subset of the new local reduction rules added to
p-Dalvik 4 in Table VIII and we explain them below.

c) Exception Rules: In Dalvik, method bodies can con-
tain special annotations for exception handling, specifying
which exceptions are caught and where, as well as the program
counter of the corresponding exception handler (handlers are
part of the method body). In our formalism, we assume the
existence of a partial map ExcptTable(pp,c) = pec which
provides, for all program points pp where exceptions can be
thrown and for all classes ¢ extending the Throwable inter-
face, the program counter pc of the corresponding exception
handler. If no handler exists, then ExcptTable(pp,c) = L.
Moreover, all local states contain a special register Texcpt that
is only accessed by the exception handling rules: this stores
the location of the last thrown exception.

An exception object stored in r. can be thrown by the
statement throw 7. using rule (R-THROW): it checks that
re contains the location of a (throwable) object, stores this lo-
cation into the register rexcpt and moves the local configuration
into an abnormal state. After entering an abnormal state, there

are two possibilities: if there exists an handler for the thrown
exception, we exit the abnormal state and jump to the program
counter of the exception handler using rule (R-CAUGHT);
otherwise, the exception is thrown back to the method caller
using rule (R-UNCAUGHT). Finally, the location of the last
thrown exception object can be copied from the register rexcpt
into the register r. by the statement move-except 7, as
formalized by rule (R-MOVEEXCEPTION)

d) Thread Rules: Our formalism covers the core methods
of the Java Thread API [18]: they enable thread spawning
and thread communication by means of interruptions and
synchronizations. Rule (R-STARTTHREAD) models the state-
ment start-thread r;: it allows a thread to be started
by simply pushing the location of the thread object stored in
r¢ on the pending thread stack. The actual execution of the
thread is left to the virtual machine, which will spawn it at an
unpredictable point in time, as we discuss in the next section.
The statement interrupt r; sets the interrupt field (named
inte) of the thread object whose location is stored in 7; to
true, as formalized by rule (R-INTERRUPTTHREAD). We now
describe the semantics of thread synchronizations. If the thread
t’ calling join r; was not interrupted at some point, rule (R-
JOINTHREAD) checks whether the thread whose location is
stored in 7; has finished; if this is the case, it resumes the
execution of #, otherwise ¢’ remains stuck. If instead ¢’ was
interrupted before calling join ¢, rule (R-INTERRUPTJOIN)
performs the following operations: the inte field of ¢ is
reset to false, an IntExcpt exception is thrown (this creates
a new exception object) and the local configuration enters an
abnormal state.

C. Global Reduction

a) Notation: Table IX introduces the main semantic
domains used in the present section. First, we assume the
existence of a set of activity states ActStates, which is used
to model the Android activity life-cycle (see [31]). Then we
have two kinds of frames, modeling running processes. An
activity frame @ (€, s,m,7,) describes the state of an
activity: it includes a location ¢, pointing to the activity object;
the activity state s; a pending activity stack m, representing
other activities started by the activity; a pending thread stack
v, representing threads spawned by the activity; and a call
stack «. A thread frame ¢ = (£, ¢' w, ~v,«a) describes a
running thread: it includes a location ¢, pointing to the activity
object that started the thread; a location ¢’ pointing to the



(R-THROW)
t=3[re]  HE)={c;(f =)}
X, throw re | Lo — AbNormal(a)][rexcpt — £]

(R-UNCAUGHT)
£ =3 alrexcpt] H) ={c;(f = v)*}
ExcptTable(c, m, pe,c’) = L

ExcptTable(c, m, pe,c’) = pc’

(R-CAUGHT)

£ =X Afrexcpt] H) ={c;(f— U): [

ac = {c,m,pc’ -u*-st* - R)

(R-MOVEEXCEPTION)
=% [[""excptﬂ

Y4~ Balea = acl

(R-STARTTHREAD)
L= X[r¢]
HO) ={c;(f=o)*} ' =L:ny

$a ~ Zalaa — AbNormal(a')][rexcpt — £

(R-INTERRUPTTHREAD)
£ =3[re] H®) = {c; (f — v)*,inte = _[}
H' = H[( — {c;(f = v)*,inte — truel}]
¥, interrupt r: | ST[H — H']

(R-INTERRUPTJOIN)

¥, move-except 7e |} LT [re — £]

¥, start-thread 7 |} 2T [y — +']

(R-JOINTHREAD)
H() =A{ler; (fr — vp)*,inte — falsel}
t=3[r]  HE) ={c;(f — v)*,finished — truel}
%, joinry 4 BT

H(¢r) =A{er; (fr = vr)™,inte — truel}

o= {lcr; (fr — vp)*,inte — falsel}

H' = H,pc,m,pc — {/IntExcpt; [}

Pe,m,pe & dom(H)

o = AbNormal(a[rexcpt — Pe,m,pc])

%, join 1 I Lo = ae, H = H'[6r + 0]]

Convention: let = £.-a-m-y-H-S with a = (¢, m, pc-u*-st*-R) :: o’ and X4 = lr-aq-my-H-S with 4 = AbNormal({c,m, pc-u*-st*-R) :: ).

TABLE VIII
SMALL STEP SEMANTICS OF EXTENDED p-DALVIK 4 - EXCERPT

thread object; a pending activity stack 7, representing activities
started by the thread; a pending thread stack +, representing
other threads spawned by the thread; and a call stack .

Activity frames are organized in an activity stack €2, con-
taining all the running activities; one of the activities may be
singled out as active, represented by an underline, and it is
scheduled for execution. We assume that each () contains at
most one underlined activity frame. Thread frames, instead,
are organized in a thread pool =, containing all the running
threads. A configuration ¥ = Q- =- H - S includes an activity
stack (2, a thread pool =, a heap H and a static heap S. It
represents the full state of an Android application.

Activity states s € ActStates
Activity frames o u= (s, my,a) | (Ls, Ty, Q)
Activity stacks Q = plep:Q
Thread frames Y u= (00 Ty, a)
Thread pools E ou= 0|yaE
Configurations v = Q.-2-H-S
TABLE IX

SEMANTIC DOMAINS FOR GLOBAL REDUCTION

b) Global Reduction Relation: The global reduction re-
lation ¥ = ¥’ models the evolution of a configuration ¥ into
a new configuration W', either by executing a statement in a
thread or activity according to the local reduction rules, or as
the result of processing life-cycle events of the Android plat-
form, including user inputs, system callbacks, inter-component
communication, etc.

Before presenting the global reduction rules, we define a
few auxiliary notions. First, we let lookup be the function such
that lookup(c, m) = (¢, st*) iff ¢’ is the class obtained when
performing dispatch resolution of the method m on an object
of type c and st* is the corresponding method body. Then,
we assume a function sign such that sign(c,m) = 7" = 1
iff there exists a class cls; such that cls; = cls ¢ <

¢ imp ¢* {fld*;mtd*,m: 7% 2 7 {st*}}. Finally, we let a
successful call stack be the call stack of an activity or thread
which has completed its computation, as formalized by the
following definition.

Definition 1 A call stack o is successful if and only if o =
(pp - u* - return- R) :: ¢ for some pp, u* and R. We let &
range over successful call stacks.

The core of the global reduction rules are taken from [6],
extended with a few simple rules used, e.g., to manage the
thread pool. The main new rules are given in Table X and the
full set can be found in Appendix ??. We start by describing
rule (A-THREADSTART), which models the starting of a new
thread by some activity. Let ¢/ be a pointer to a pending
thread spawned by an activity identified by the pointer ¢, the
rule instantiates a new thread frame ¢ = (¢, ¢',¢,¢, ') with
empty pending activity stack and empty pending thread stack,
executing the run method of the thread object referenced by
¢'. We then have two other rules: rule (T-REDUCE) allows the
reduction of any thread in the thread pool, using the reduction
relation for local configurations; rule (T-KILL) allows the
system to remove a thread which has finished its computations,
by checking that its call stack is successful.

IV. ABSTRACT SEMANTICS

Our analysis takes as input a program P and generates a
set of Horn clauses (P|) that over-approximate the concrete
semantics of P. We can then use an automated theorem prover
such as Z3 [28] to show that (| P]), together with a set of facts
A over-approximating the initial state of the program, does
not entail a formula ¢ representing the reachability of some
undesirable program state (e.g., leaking sensitive information).
By the over-approximation, the unsatisfiability of the formula
ensures that also P does not reach such a program state.




(A-THREADSTART)

p=Usmy:l =9 a) ¢ =Usmyuya) v=(Lleead)  HE)={;(f )}
lookup(c’,run) = (', st*) sign(c’’, run) = Thread 1o¢, \oid o = (", run,0- £ - st* - (1}, — O)kgl"c7 Tloct1 — £)
QueuQ 2 H-S=Qu¢ Q- pu=E-H-S
(T-REDUCE)
bpoa-m-y-H-S~tl-o -7~ -H .S
Q-Z (b, a2 H-S= Q-2 (b7, ¥, /)y E -H . &
(T-KILL)
H() = {c; (f = v)*,finished — _[} H' = H[l' = {c; (f — v)*,finished — truel}]
Q-Zx (6l eea)yn= - H- S=Q- 28 -H -8
TABLE X
NEW GLOBAL REDUCTION RULES - EXCERPT

A. Syntax of Terms

We assume two disjoint countable sets of variables Vars
and BVars. The syntax of the ferms of the abstract semantics
is defined in Table XI and described below.

Boolean variables Tp €  BVars

Variables T € Vars

Abstract elements d € D

Booleans bb w= 0|1]ay

Abstract locations by = FS(X)|NFS())

Abstract values 0,0 u= d|a| f@*

Abstract objects o = A{o(fr = 0)*}

Abstract arrays a = 7[9]

Abstract intents i = {Qc; o}

Abstract blocks b = olali

Abstract flow-sensitive blocks i = b | L

Abstract flow-sensitive heap h = (ppr—D*

Abstract filter k = (pp+— bb)*
TABLE XI

SYNTAX OF TERMS

Each location p, is abstracted by an abstract location 5\,
which is either an abstract flow-sensitive location FS()\) or an
abstract flow-insensitive location NFS()). Recall the syntax of
annotations: in the concrete semantics, A = ¢ means that p)
stores an activity of class ¢; A = in(c) means that p stores an
intent received by an activity of class ¢; and A = pp means that
px stores a memory block (object, array or intent) created at
program point pp. Only the latter elements are amenable for a
sound flow-sensitive analysis, since activity objects are shared
by all the activity callbacks and received intents are shared
between at least two activities, but the analysis assumes the
concurrent execution of all callbacks and activities.

The analysis assumes a bounded lattice (D,C, L, M, T, L)
for approximating concrete values such that the abstract do-
main D contains_at least all the abstract locations A and
the abstractions pmm of any primitive value prim. We also
assume a set of interpreted functions f, containing at least
sound over-approximations ®, &, & of the unary, binary and
comparison operators ©, @, ©. Abstract values ¢ are elements
d of the abstract domain D, variables 2 from Vars or function
applications of the form f(¢*).

The abstraction of objects 0 is field-sensitive, while the
abstraction of arrays ¢ and intents ¢ is field-insensitive. The

reason is that the structure of objects is statically known thanks
to their type, while array lengths and intent fields (strings)
may only be known at runtime. It would clearly be possible
to use appropriate abstract domains to have a more precise
representation of array lengths and intent fields, but we do not
do it for the sake of simplicity. An abstract block b can be an
abstract object 6, an abstract array & or an abstract intent .
An abstract flow-sensitive heap h is a total mapping from the
set of allocation sites pp to abstract memory blocks b or the
symbol _L, representing the lack of a flow-sensitive abstraction
of the memory blocks created at pp.

There is just one syntactic element in Table XI which we
did not discuss yet: abstract filters. Abstract filters k are total
mappings from the set of allocation sites pp to boolean flags
bb. They are technically needed to keep track of the allocation
sites whose memory blocks must be downgraded to a flow-
insensitive analysis when returning from a method call. The
downgrading mechanism, called lifting of an allocation site, is
explained in Section IV-C.

B. Ingredients of the Analysis

a) Overview: Our analysis is context-sensitive, which
means that the abstraction of the elements in the call stack
keeps track of a representation of their calling context. In this
work, contexts are defined as tuples (j\t,ﬂ*), where \; is an
abstraction of the location storing the thread or activity which
called the method, while @* is an abstraction of the method
arguments. Abstracting the calling thread or activity increases
the precision of the analysis, in particular when dealing with
the join r; statement for thread synchronization.

Moreover, our analysis is flow-sensitive and computes a
different over-approximation h of the state of the heap at each
reachable program point, satisfying the following invariant:
for each allocation site pp, if ﬁ(pp) = b, then b is an over-
approximation of the most-recently allocated memory block
at pp and this memory block is local to the allocating thread
or activity. Otherwise, h(pp) = L and the memory blocks
allocated at pp, if any, do not admit a flow-sensitive analysis.
These memory blocks are then abstracted by an abstract flow-
insensitive heap, defining an over-approximation of the state
of the heap which is valid at all reachable program points. As
such, the abstract flow-insensitive heap is not indexed by a
program point.



fu=

LStatepp((X, %); %; h; k) Abstract local state

AStatepy (A, 8*); 0%; hs; k) Abstract abnormal state
Resc,m((X, 8*); ; h; k) Abstract result of method call
Uncaughtpp((j\, ©*);0; h; k) Abstract uncaught exception
RHSpp (0) Abstract value of right-hand side
LiftHeap(h; k) Abstract heap lifting

Reach(d; h; k) Abstract heap reachability
GetBlk; (9*; hi X, 13) Abstract heap look-up

H(X, b) Abstract flow-insensitive heap entry
Se,f(0) Abstract static field

I(2) Abstract pending activity

T(X,0) Abstract pending thread

o Partial ordering on abstract values
<7 Subtyping fact

TABLE XII
ANALYSIS FACTS

For space reasons, we just present selected excerpts of the
analysis in the remaining of this section: the full analysis
specification is given in Appendix ??.

b) Analysis Facts: The syntax of the analysis facts f is
defined in Table XII. The fact LStatec7m7pc((5\t,a*); o*: by 12;)
is used to abstract local states: it denotes that, if the method
m of the class ¢ is invoked in the context (\;,@*), the state
of the registers at the pc-th statement is over-approximated
by 0%, while h provides a flow-sensitive abstraction of the
state of the heap and k tracks the set of the allocation sites
which must be lifted after returning from the method. The fact
AStatec m pe((Ae, 4*); 0% h; k) has an analogous meaning, but
it abstracts local states trying to recover from an exception.
The fact Resc m((A, @*); 0; h; k) states that, if the method m
of the class c is invoked in the context (5\75, @*), its return value
is over-approximated by ¢; the information h and k has the
same meaning as before and it is used to update the abstract
state of the caller after returning from the method m. The fact
Uncaughtcym’pc((j\t, @*); b; h; k) ensures that, if the method m
of the class c is invoked in the context (\;,@*), it throws an
uncaught exception at the pc-th statement and the location of
the exception object is over-approximated by ©; here, h and
k are needed to update the abstract state of the caller of m,
which becomes in charge of handling the uncaught exception.
The fact RHS,,(0) states that © over-approximates the right-
hand side of a move [hs rhs statement at program point pp.

We then have a few facts used to abstract the heap and lift
the allocation sites. The facts LiftHeap(h; k), Reach(d; h; k)
and GetBlk; (9*; h; \; b) are the most complicated and peculiar,
so they are explained in detail later on. The fact H(, 13) models
the abstract flow-insensitive heap: it states that the location p)
stores a memory block over-approximated by b at some point
of the program execution. The fact S. ¢(?) states that the static
field f of class ¢ contains a value over-approximated by v at
some point of the program execution.

Finally, the fact I.(z) tracks that an activity of class ¢ has
sent an intent over-approximated by i. The fact T(A, 6) tracks
that an activity or thread has started a new thread stored at
some location py and over-approximated by 6. We then have
standard partial order facts 4 C ¢ and subtyping facts 7 < 7/.

c) Horn Clauses: We define Horn clauses as logical
formulas of the form Vzq,...,Vz,,.f1A...Af, — f without
free variables. In order to improve readability, we always
omit the universal quantifiers in front of Horn clauses and we
distinguish constants from universally quantified variables by
using a sans serif font for constants, e.g., we write ¢ to denote
some specific class c. When an element in a Horn clause is
unimportant, we just replace it with an underscore (_). Also,
we write Vz1,..., Vo, fi A Af, = f{ AL Af], for the
set {Vxy,... Ve, f1 AL AT, = ]| i€ [l K]}

d) Abstract Programs: We define abstract programs /A
as sets of facts and Horn clauses, where facts over-approximate
program states, while Horn clauses over-approximate the con-
crete semantics of the analysed program.

C. The Lifting Mechanism

The lifting mechanism is the central technical contribution
of the static analysis. It is convenient to abstract for a moment
from the technical details and explain it in terms of three
separate sequential steps, even though in practice these steps
are interleaved together upon Horn clause resolution.

a) Computing the Abstract Filter: Let pp, be the allo-
cation site to lift, i.e., assume that the most-recently-allocated
memory block b at pp, must be downgraded to a flow-
insensitive analysis, for example because it was shared with
another activity or thread. Hence, all the memory blocks which
can be reached by following a chain of locations (pointers)
starting from any location in b must also be downgraded for
soundness. In the analysis, we over-approximate this set of
locations with facts of the form Reach(d; k; k), meaning that
the abstract filter % represents a subset of the flow-sensitive
abstract locations which are reachable along h from any flow-
sensitive abstract location over-approximated by ©. The Horn
clauses deriving Reach(9; h; k) are in Table XIII and should be
read as a recursive computation, whose goal is to find the set of
all the abstract flow-sensitive locations reachable from ¢ and
hence a sound over-approximation of the set of the allocation
sites which need to be lifted. The definition uses the function
k1K', computing the point-wise maximum between k and &’

b) Performing the Lifting: Once Reach(FS(pp,);h; k)
has been recursively computed, the analysis introduces a fact
LiftHeap(fAL; lAc) to force the lifting of the allocation sites pp
such that k(pp) = 1, moving their abstract blocks from the
abstract flow-sensitive heap h to the abstract flow-insensitive
heap. The lifting is formalized by the following Horn clause:

LiftHeap(fL; 12;) A E(pp) =1A fz(pp) =bh — H(pp; 13)

¢) Housekeeping: Finally, we need to update the data
structures used by the analysis to reflect the lifting, using the
computed abstract filter £ to update:

1) the current abstraction of the registers v*. This is done
by using a function lift(6*; k), which updates ©* so that
all the abstract flow-sensitive locations FS(pp) such that
k(pp) = 1 are changed to NFS(pp). This ensures that the
next abstract heap accesses via the register abstractions

perform a look-up on the abstract flow-insensitive heap



Reach(prim; h; 0%) Reach(NFS(\); ; 0%)

Reach(; h; k) A Reach(d; h; k') = Reach(d; h; k (1 k")

Reach(FS(pp); h; 0% [pp + 1])

Reach(a; h; k) A4 C 9 = Reach(d; h; k)

h(pp) = {le; _, [+ o[} } o L
h(pp) = 7[0] A Reach(9; h; k) = Reach(FS(pp); h; k)
h(pp) = {@c; o[}

TABLE XIII o
HORN CLAUSES USED TO DERIVE THE PREDICATE Reach(9; h; k)

k(pp) =1
lift(FS(pp); k) = NFS(pp)

k(pp) =
lift(FS(pp); l;)

—

lift(NFS(A); &) = NFS()) lift(prim; k) = prim

b Vi : lift(0s; k) = @
lift(; k) lift(6*; k

TABLE XIV R
AXIOMS REQUIRED ON THE FUNCTION lift(9*; k)

uC
-

lift(a; &) ) =a*

for lifted allocation sites. Formally, we require the lift
function to satisfy the axioms in Table XIV;

2) the current abstract flow-sensitive heap h. This is done
by the function hllft(h k) which replaces all the entries
of the form pp — bin h with pp — L if k(pp) =1, thus
invalidating their flow-sensitive abstraction. If k( pp) =0,
instead, the function calls lift(¢; k) on all the abstract
values © occurring in b, so that b itself is still analysed
in a flow-sensitive fashion, but it is correctly updated to
reflect the lifting of its sub-components;

3) the current abstract filter &’. This is done by the function
k (1 k', computing the point-wise maximum between k
and &'. This tracks the allocation sites which must be
lifted upon returning from the current method call, so
that also the caller can correctly update the abstraction
of its registers by using the lift function.

For simplicity, we just say that we lift some abstract value 0
when we lift all the allocation sites pp such that FS(pp) C 9.

d) Example: Assume integers are abstracted by their sign
and consider the following abstract flow-sensitive heap:

h = ppy = T[FS(ppy)], pro = {lc; g — FS(pp1), g’ + +}
pp3 = {Ic'; f = NFS(ppsy), f +— FS(pp,)|}
ppy — {5 f = FS(ppy), f' — FS(pps)[}

Assume we want to lift the allocation site pp,, the computation
of the abstract filter gives: k = pp, — 1,ppy, — 1,pps —
0, pp, — 0. The result of the lifting is then the following:

hiift(h; k) = ppy > L,ppy > L,
pp3 — {|c's f = NFS(pp

ppy — {5 f — NFS(pp

o), [ FS(ppy)}
1), f" = FS(pp3)[}

D. Abstracting Local Reduction

a) Accessing the Abstract Heaps: We observe that in the
concrete semantics one often needs to read a location stored
in a register and then access the contents of that location
on the heap. In the abstract semantics we rely on a similar

mechanism, adapted to read from the correct abstract heap.
The fact GetBIki(@*;iL; 5\;5) states that if ¢* is an over-
approximation of the content of the registers and h is an
abstract flow-sensitive heap, then \ is an abstract location
over-approximated by ©; and b is an abstract block over-
approximating the memory block that register ¢ is pointing
to. Formally, this fact can be proved by the two Horn clauses
below, discriminating on the flow-sensitivity of A

FSON) Ty A(A) =b =  GetBlk;(6*; h; FS(A); b)
NFS(\) Co; AH(A D) =  GetBIk;(8*; h; NFS(A); )

b) Evaluation of Right-Hand Sides: The abstract se-
mantics needs to be able to over-approximate the evaluation
of right-hand sides. This is done via a translation ((rhs)),p
generating a set of Horn clauses, which over-approximate the
value of rhs at program point pp. For example, the following
translation rule generates one Horn clause which approximates
the content of the register r; at pp, based on the information
stored in the corresponding local state abstraction:

{ri))pp = {LStatepp (507 5 ) == RHS,,(0:)}

c) Standard Statements: The abstract semantics defines,
for each possible form of statement st, a translation (|st|),,
into a set of Horn clauses which over-approximate the seman-
tics of st at program point pp. We start by discussing the top
part of Table XV, presenting the abstract semantics of some
statements considered in the original HornDroid paper [6]. We
focus in particular on the main additions needed to generalize
their abstraction to implement a flow-sensitive heap analysis:

e (new rq ¢'))pp: When allocating a new object at pp,
the abstraction of the object that was the most-recently
allocated one before the new allocation, if any, must
be downgraded to a flow-insensitive analysis. Therefore,
we lift the allocation site pp by computing an abstract
filter & via the Reach predicate and using it to perform
the lifting as described in Section IV-C. We then put in
the resulting abstract flow-sensitive heap a new abstract
object {|¢; (f — 0,)*[} initialized to default values (0,
represents the abstraction of the default value used to
populate fields of type 7). The abstraction of the register
rq is set to the abstract flow-sensitive location FS(pp) to
enable a flow-sensitive analysis of the new most-recently-
allocated object;

o (move ro.f rhs|),,: We first use ((rhs))p, to generate
the Horn clauses over-approximating the value of rhs
at program point pp. Assume then we have the over-
approximation ¢” in a RHS fact. We have two possibili-
ties, based on the abstract value 0, over-approximating



(new rq e, mpe =
{LStatec,m,pc(_; ©*; h; k) A Reach(FS(c, m, pc); h E
= LiftHeap(h k’) A LStatec m pet1(_; ||ft('u k")
(move 7o.f Ths|)c,m,pe =

{rhs)c,m,pc U {RHSc,m,pc (") A LStatec,m,pc(_; 2
LStatec m,pet1(_; 0%5 R[A — {5 (f/ —a)*, f 0"k k)} U

{RHSc m,pc (") A LStatec,m,pc(_; 8% s k) A GetBlko (45 h; NFS(A); {¢/
f e ) A LlftHeap(h k:’) A LState, mpe+1(;
chik) = Rescm((ku )i bres; hy k) }

HO s (ff = a')>
(return)e,m,pc = {L‘Statec m pc((At: call) Ch
(invoke 7o m’ (ri; )JgnDc,m,PC =

{LStatec,m,pc((xt, )i 0% hi k) A GetBlko (9% h; _; {c/

“ hik) A GetBlk, (0%; hi FS(N); {Ic/s (F/ — @/)*

i (f

) . . -
[d — FS(c, m, pc)]; hlift(h; k")[c, m, pc — {c’; (f — O-)*[H; K U K"}

et =

Reach(ﬁ”; hik) =

a), e O') A

I|ft(v k’) hllft(h k’) EOE)}

i(fea)*hHhAad < =

LStatecr a o((he, (81,)757); (01)F<1°, (0 ) TR 1;0%) | ¢ € lookup(m’) A sign(c”,m') = (7;)3<" L5 1} U (1)

{LStatec,m.pc((Ar, ) 0% b ) A GetBlko (0% s S {ls (f = )71 A/ < € A ReSrr (M 0 ); s v Rres)

Ao =3 A (/\ n iy M0 L 1) = LStatec mpet1(Mey )3 TiFE(8%; Rres) [res =5 Dlegls firesi & U hes) | ¢/ € lookup(m’)} U (2)
(

{LStatec m pc((Ar, _); 0*; by k) A GetBlko (%3 b

i (fF = @) ) Ad < AUncaughto, m/(()\t,

))7 Vexcpt hres§ kres)

At =N A (Ajan iy s L) = AStatecmpe((Ae, )i (5" fres)[@XCPL > Dlyyls resi b (1 rves) | < € lookup(m')} (3)

(|throw riDc,m,pc = {LStatec,m,pc(,
(start-thread ri)c,m,pc =
{LStatec,m,pc(_; 9*; h; k) A GetBlk; (0*
T\ (f H}l)f [}) A LStatecm,pe+1(_;
{LStatec,m,pc(_;

chi k)Y U

= T\ {¢;(f = @)*[}) A LiftHeap(h; k') A LStatec m, per1(_; lift(d

quin Til)c,m,pc =
{LStatec,m,pc ((NFS(A¢),
{LStatec,m,pc ((NFS(A¢)
H(c, m, pc; {|IntExcpt; [}

) Statec,m,pc((NFS(/\t)7

9% hy k) —> AStatec,m,pc(_;

;0% hi k) AHO {I; (f — @)%, inte — 9/} /\falseE
;b ﬁ k) AHAe, s (f = )" inte s 9'[}) A frue T —
_); &*[excpt - NFS(c, m, pc)l; s k) A H(At, {

TABLE XV
ABSTRACT SEMANTICS OF STATEMENTS - EXCERPT

the content of the register r,. If GetBlk, returns an
abstract flow-sensitive location FS()), then we perform
a strong update on the corresponding element of the ab-
stract flow-sensitive heap. If GetBlk, returns an abstract
flow-insensitive location NFS(X), we use A to get an
abstract heap fact H(\, {|/; (f' — @/)*, f — ©'[}) and we
update the field f of this object in a new heap fact: this
implements a weak update, since the old fact is still valid.
The abstract value 9" moved to the flow-insensitive heap
fact may contain abstract flow-sensitive locations, which
must be downgraded by lifting ©"" when propagating the
local state abstraction to the next program point;
(returnl)),,: The callee generates a return fact Res
containing the calling context (A, %,,), the abstract
value 0yes OVer-approximating the return value, its abstract
flow-sensitive heap h and its abstract filter k recording
which allocation sites were lifted during its computation.
All this information is propagated to the analysis of the
caller, as we explain in the next item;

(invoke 7, m' (ri,)7<"|),,: We statically know the
name m’ of the invoked method, but not the class of
the receiver object in the register r,. In part (1) we over-
approximate dynamic dispatching as follows: we collect
all the abstract objects accessible via the abstraction 9,
of the content of the register r,, but we only consider as
possible recelvers the ones Whos/Le is a subtype of
a class ¢’ € loakup( "), where lookup(m') just returns
the set of classes which define or inherit a method named
m'. For all of them, we introduce an abstract local state
fact LState over-approximating the local state of the
invoked method, instantiating it with the calling context,

o*[excpt — ;]; by k)}
;fz;NFS( )i {lcs (f = @)*[}) Ac’ < Thread

0*; h; k) A GetBlk; (6*; h; FS(A ), {| 's(f = @)*[}) A/ < Thread A Reach(FS(A); h; k')
B hlife(hy k) kO E) Y

— LStatec,m,per1((NFS(As), ); 0% hs k)} U

s (f = a)*,inte — ngs\e\})}

the abstract flow-sensitive heap of the caller and an empty
abstract filter.

Part (2) handles the propagation of the abstraction of the
return value from the callee to the caller. This is done by
using the Res fact generated by the return statement
of the callee: the caller matches appropriate callees by
checking the context of the Res fact. Specifically, the
caller checks that: (¢) its own abstraction A+ matches the
abstraction \, in the context of the callee, and (i7) that
the meet of its arguments ©;; and the context arguments
w; is not L. This prevents a callee from returning to a
caller that could not have invoked it, in case (i) because
caller and callee are being executed by different threads,
and in case (i¢) because the over-approximation of the
arguments used by the caller and the over-approximation
of the arguments supplied to the callee are disjoint. We
then instantiate the abstract local state of the next program
point by inheriting the abstract flow-sensitive heap of the
callee iLreS, lifting the abstraction of the caller registers,
joining the caller abstract filter k with the callee abstract
filter l;:res, and storing the abstraction of the returned value
U1s in the abstraction of the return register.

Finally, part (3) of the rule is used to handle the propaga-
tion of uncaught exceptions from the callee to the caller.
It uses an abstract uncaught exception fact Uncaught,
generated by the exception rules explained below: it tries
to throw back the exceptions to an appropriate caller,
by matching the context of the Uncaught fact with the
abstract local state of the caller.

d) Exceptions and Threads: The bottom part of Ta-

ble XV presents the abstract semantics of some selected new



statements of the concrete semantics:

o (throw r;))p,: We generate an abstract abnormal local
state fact AState from the abstract local state throwing
the exception, and we set the abstraction of the special
exception register accordingly;

e (start-thread r;f),,: We create an abstract pending
thread fact T, tracking that a new thread was started.
The actual instantiation of the abstract thread object is
done by the abstract counterpart of the global reduction
rules, which we discuss later. Observe that, if the abstract
location pointing to the abstract thread object has the
form FS()), then A is lifted, since the parent thread can
access the state of the new thread, but the two threads
are Concurrently executed;

e (join 7)) pp: We just check whether the inte field of
the abstract object over-approximating the running thread
or activity is over-approximating true, in which case
an abstract abnormal locﬂitate throwing an IntExcpt
exception is generated, or false, in which case the abstract
local state is propagated to the next program point.

e) Example: We show in Table XVI a (simplified) byte-
code program corresponding to the code snippet in Table I.
A few comments about the bytecode: the activity constructor
<init> is explicitly defined; by convention, the first register
after the local registers of a method is used to store a pointer
to the activity object and the register ret is used to store the
result of the last invoked method.

We assume that the class Leaky extends Activity and
implements at least the methods send and getDeviceId,
whose code is not shown here. We also use line numbers
to refer to program points, which makes the notation lighter.
Notice that there are only two allocation points, lines 7 and
9, therefore the abstract flow-sensitive heap will contain only
two entries and have the form 7 —» fl, 9+ fg.

We selected three bytecode instructions and we give for
each of them the Horn clauses generated by our analysis. We
briefly comment on the clauses: the new instruction at line
7 computes all the abstract flow-sensitive locations reachable
from FS(7) with the predicate Reach: bb) (resp. bb)) is set to
1 iff the location 7 (resp. 9) needs to be lifted. These abstract
flow-sensitive locations are then lifted, if needed, using:

LiftHeap(7 — 11,9 — lo; 7 — b, 9 — bbh),

and the abstract flow-sensitive heap is updated by putting a
fresh Storage object in 7 and by lifting 9, if needed:

7 — {Storage;s — "7}, 9 — hlift(ly; 7 — bb,,9 — bb)).

The invoke instruction at line 18 has two clauses: the
first clause retrieves the callee’s class ¢’ and performs an
abstract virtual method dispatch (here there is only one class
implementing getDeviceId, hence this step is trivial); the
second clause gets the result from the called method and
returns it to the caller, checking that the caller’s abstract thread
pointer A and supplied argument © match the callee’s context
(A}, 9') with the constraint A, = A, A 9114’ Z L. We removed
the exception handling clauses, as they are not relevant here.

Finally, the move instruction at line 20 is abstracted by four
Horn clauses: the first one evaluates the right-hand side of the

move; the two subsequent clauses execute the move in case
the left-hand side is the field s of, respectively, the abstract
flow-sensitive location 7 or 9; finally, the last clause is used if
the left-hand side is the field s of an abstract flow-insensitive
location, in which case a new abstract flow-insensitive heap
entry is created.

E. Abstracting Global Reduction

The abstract counterpart of the global reduction rules is a
set of Horn clauses over-approximating system events and the
Android activity life-cycle. We extended the original rules of
HornDroid [6] with some new rules needed to support our
richer concrete semantics including threads and exceptions.
Table XVII shows two of these rules to exemplify, the other
rules are in Appendix ??. Rule Tstart over-approximates the
spawning of new threads by generating an abstract local
state executing the run method of the corresponding thread
object. Rule AbState abstracts the mechanism by which a
method recovers from an exception: part (A) turns an abstract
abnormal state into an abstract local state if the abstraction
of the exception register contains the abstract location of an
object of class ¢ extending the Throwable interface and if
there exists an appropriate entry for exception handling in the
exception table; part (B) is triggered if no such entry exists,
and generates an abstract uncaught exception fact, which is
then used in the abstract semantics of the method invocation
performed by the caller.

Let R denote the set of all the Horn clauses defining the
auxiliary facts, like GetBlk;, plus the Horn clauses abstracting
system events and the activity life-cycle. We define the trans-
lation of a program P into Horn clauses, noted as (P)|), by
adding to R the translation of the individual statements of P.

F. Formal Results

The soundness of the analysis is proved by using represen-
tation functions [29]: we define a function B¢, mapping each
concrete configuration ¥ to a set of abstract configurations
over-approximating it. We then define a partial order <:
between abstract configurations, where A <: A’ should be
interpreted as: A is no coarser than A’. The soundness theorem
can be stated as follows; its proof is given in Appendix 2?.

Theorem 1 (Global Preservation) If ¥V =* U’ under a
given program P, then for any A1 € Bey (V) and Ag :> Ay
there exist A} € Bey(U') and Ab > Al s.t. (P)UAs F AL

We now discuss how a sound static taint analysis can be
implemented on top of our formal result. First, we extend the
syntax of concrete values as follows:

t =
U,V =

Taint
Values

public | secret
prim® | £

The set of taints is a two-valued lattice, and we use C! and LIt
to denote respectively the standard ordering on taints (where
public C! secret) and their join. When performing unary and
binary operations, taints are propagated by having the taint of
the result be the join of the taints of the arguments.
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Bytecode Example:

.class public Leaky 12 .method onRestart () 2 .method onPause ()
.super Activity 13 .1 local register 23 .2 local registers
.field st:Storage 14 move rl.st2 rl.st 24 move r(Q r2.st
.field st2:Storage 15 .end method 25 move rl r0O.s
.method constructor <init> () 16 .method onResume () 26 move r0 "http://myapp.com/"
.1 local register 17 .1 local register 7 invoke r2 send() rl rO
9 g
new r0 Storage 18 invoke rl getDeviceId() 2 .end method
move rl.st r0 19 move rO rl.st2
new r0 Storage 20 move r0.s ret
move rl.st2 r0 21 .end method

.end method

Generated Horn Clauses for Line 7:
e LStater(_;ro > @, 71 +> ©;7 = [1,9 ~ l2;7 > bb1,9 > bba) A Reach(FS(7); 7 = 1,9 v l2; 7+ bb),9 > b)) =
LiftHeap(7 v I1,9 v l2; 7 +> bb), 9 — bb)) A LStates(_;ro — FS(7),71 — lift(; 7 — bbl, 9 v bb,);
7+ {|Storage; s r> 77 [}, 9 = hlift(la; 7 — bb/, 9 > bbh); 7+ bby LI b, 9 > bba LI bb,)
Generated Horn Clauses for Line 18:
. LState18((;\z,_);7’o — U, 71— 0, ret — w; 7 — [1,9 — [2; 7 — bb1,9 — bb2)A
GetBlky (1o — G, 71 — D, ret — @;7 — 11,9 — la; ; {¢/; _}) Ad < Leaky =
LStateo((Ag, 9);70 — 037 — 11,9 — l2;7 — 0,9 = 0)
o LStateg((Ae,_);70 — G, 71 > D, ret — ;7 — i1,9 — lo; 7+ bb1,9 — bb2)A
GetBlki(ro = @, 71 +— 0, ret — W; 7 +— l1,9 o {ld;_ DA < LeakyA
ResgetDe\,lceId((z\t,v ); Ules; T > l1,9 — l2, 7 bbl,Q — bbh) A A = )\ ANV Z 1L =
LStaterg((Ae, _);70 > @y 71 > O, ret = Giles; 7 > 1,9 > 1557 = bby (1 bb,,9 — bbo (1 bbl)
Generated Horn Clauses for Line 20:
LStatego(_; ro > U, T1 — O, ret — w; 7 — i1,9 — i2;7 — bb1,9 — bbg) — RHSQO(QI])
Lstatego(_;To = U, T —> U, ret — W; 7T — i1,9 — i2;7 — bb1,9 — bbg)/\
RHS20 (@) A GetBlko(ro — @, 71 = 0, ret — ;7 — 1,9 — l2; FS(7); {|Storage; s — o']}) =
LStatea1 (_;70 — @, 71 — 9, ret — W; 7 +— {Storage;s — 4/[},9 — l2;7 — bb1,9 — bb2)

° LStatego(f;’l‘o — U, T — O, ret = W; 7 — i1,9 — [2;7 — bb1,9 — bba)A
RHS2¢(4') A GetBlko(rg — 4,71 — 0, ret — w; 7 — [1, 9 [2; FS(9);{Storage;s — ?'[}) =
LStatea1 (570 — 4,71 — O, ret — ;7 — Zl,g — {|Storage; s — @'[}; 7 — bb1,9 — bb2)
e LStateno(_;ro — @, 11 — D, ret > ;7 — 11,9 — la; 7 — bb1,9 — bby) A RHSoq(a/)A
GetBlko(rg — @, 71 +— 0, ret = @; 7 — 1,9 > I2; NFS(pp); {|Storage; s — #'[}) A Reach(d/; 7+ I1,9 + lo; 7 — b/, 9 > bbl)) —>
LiftHeap(7 — 1,9 — l2; 7 +— bb,,9 — bbl) A H(pp, {{Storage; s s @/[})A
LStateay (_;ro = lift(@; 7+ bb],9 > bb)), 11 > lift(0; 7 — bb], 9 = bb)y), ret > lift(w; 7 — bb},9 — bb));
7 = hlift(i1; 7 > bb), 9 — bb), 9 > hlift(la; 7 — bbi, 9 > bbh); 7 +> bby LI bb), 9 > bba LI bbl)
TABLE XVI
EXAMPLE OF DALVIK BYTECODE AND EXCERPT OF THE CORRESPONDING HORN CLAUSES

Tstart = {T\{g(f—_)*H)Ac<d Ac<Thread =
LStatess yyn, 0((NF (\),NFS(N)); (0g)*<toc NFS(A); (L)*;0%) |’ € l@(run) A sign(c’, run) = Thread doc, Void}

AbState = {AStateC m,pe (s fz k) A GetBlkeycpt (0*; By {c/s_[}) A’ < Throwable —>
LStatec m pc (7 *; h; k) | ExcptTable(c, m, pc,¢’) = pc’} U (A)
{AStatec,m pc(_; 0*; h; ]c) N GetBlkeyept (0*; h; _; {lc’; _[}) A</ < Throwable —>
Uncaught, ., (_ ,vexcpt,h k) | ExcptTable(c, m,pc,c¢’) = L} (B)
TABLE XVII

GLOBAL RULES OF THE ABSTRACT SEMANTICS - EXCERPT

We then define the taint extraction function tainty which straightforward; if v is a pointer it recursively computes the

satisfies the following relations: join of all the taint accessible from v in the heap of W.
We describe in Table ?? the abstract counter-part of tainty:
tainty (v) = intuitively Taint(9, h t) holds when © has taint # in the
Lt tainty (v;)  if v =€ A H(O) = {c; (f; — vi)* [} abstract local heap h. The rules defining Taint are similar to

t . . the rules defining Reach, since both predicate need to perform
LY taintg (v;) if v =£4A H(L) = T[v¥] . A

s . a fix-point computation in the abstract heap.
U taintg (v;) if v = €A H({) = {Qc; (k; — vi)*[} Finally, we assume two sets Sinks and Sources, where Sinks
t if v = primt (resp. Sources) contains a pair (¢, m) if and only if a method
m of a class c is a sink (resp. a source). We assume that when

Informally, given a value v, it extracts its taint by doing a source returns a value, it always has the secret taint.

a recursive computation: if v is a primitive value this is
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Taint(prim!, h, t)

[RAS]

Z;: {]C;_mf Hﬁl}
GetBlko(@; h;_; b) A { b= r[d]
b={@ac o}

) Taint(d, b, 1) A Taint(d, b, i) = Taint(, h, i U1 1)

}/\Taint(ﬁ,fl,i) = Taint(a, h, 1)

TABLE XVIII .
HORN CLAUSES RULES USED TO DERIVE Taint (0, h, t).

Definition 2 A program P leaks starting from a configuration
U if there exists (c,m) € Sinks such that U =* Q-Z-H-S and
there exists (¢, s,m,v,c) € Qor (£, ,7,v,a) € E such that
a={(c,m,0-u*-st*-R): o, R(rg) = v and taintg (v) =
secret for some i, and v.

We then state the soundness of our taint tracking analysis
in the following lemma: its proof can be found in Section ??.

Lemma 1 If for all sinks (c,m) € Sinks, A € Bep(V):
(P U A F LState. . o(_; &*; h; k) A Taint(;, h, secret)

is unsatisfiable for each i, then P does not leak from V.

V. EXPERIMENTS

We implemented a prototype of our flow-sensitive analysis
as an extension of an existing taint tracker, HornDroid [6].
Our tool encodes the application to analyse as a set of Horn
clauses, as we detailed in the previous section, and then
uses the SMT solver Z3 [28] to statically detect information
leaks. More specifically, the tool automatically generates a
set of queries for the analysed application based on a public
database of Android sources and sinks [33]; if no query is
satisfiable according to Z3, no information leak may occur by
the soundness results of our analysis.

A. Testing on DroidBench

We tested our flow-sensitive extension of HornDroid (called
fsHornDroid) against DroidBench [3], a common benchmark
of 115 small applications proposed by the research commu-
nity to test information flow analysers for Android®. In our
experiments we compared with the most popular and advanced
static taint trackers for Android applications: FlowDroid [3],
AmanDroid [40], DroidSafe [14] and the original version
of HornDroid [6]. For all the tools, we computed standard
validity measures (sensitivity for soundness and specificity
for precision) and we tracked the analysis times on the 115
applications included in DroidBench: the experimental results
are summarised in Table XVIIL.

Like the original version of HornDroid, fsHornDroid detects
all the information leaks in DroidBench, since its sensitivity
is 1. However, fsHornDroid turns out to be the most precise
static analysis tool to date, with a value of specificity which is
strictly higher than the one of all its competitors. In particular,
fsHornDroid produces only 4 false positives on DroidBench: a
leak inside an exception that is never thrown; a leak inside an

3We removed from DroidBench 4 applications testing implicit information
flows, since none of the available tools aims at supporting them.

unregistered callback which cannot be triggered; a leak inside
an undeclared activity which cannot be started; and a leak of
a public element of a list which contains also a confidential
element. The last two cases should be easy to fix: the former by
parsing the application manifest and the latter by implementing
field-sensitivity for lists.

We also evaluated the analysis times of the applications in
DroidBench for the different tools. In terms of performances,
the original version of HornDroid is better than fsHornDroid
as expected. However, the performances of fsHornDroid are
satisfying: the median analysis time does not change too much
with respect to HornDroid, which is the fastest tool, while the
average analysis time is comparable with other flow-sensitive
analysers like FlowDroid and AmanDroid.

B. Testing on Real Applications

In order to test the scalability of fsHornDroid, we picked the
top 4 applications from 16 categories in a publicly available
snapshot of the Google Play market [39]. For each application,
we run fsHornDroid setting a timeout of 3 hours for finding
the first information leak. In the end, we managed to get the
analysis results within the timeout for 62 applications, whose
average and median sizes were 7.4 Mb and 5 Mb respectively.
The tool reported 47 applications as leaky and found no
direct information leaks for 15 applications. Unfortunately, the
absence of a ground truth makes it hard to evaluate the validity
of the reported leaks, which we plan to manually investigate
in the future. To preliminarily assess the improvement in
precision due to flow-sensitivity, however, we sampled 3 of
the potentially leaky applications and we checked all their
possible information leaks. On these applications, fsHornDroid
eliminated 17 false positives with respect to HornDroid, which
amount to the 18% of all the checked flows.

In terms of performances, fsHornDroid spent 17 minutes
on average to perform the analysis, with a median analysis
time of 2 minutes on an Intel Xeon E5-4650L 2.60 GHz. The
constantly updated experimental evaluation is available online,
along with the web version of the tool and its sources [1].
Our results demonstrate that fsHornDroid scales to real ap-
plications, despite the increased performance overhead with
respect to the original HornDroid.

C. Limitations

Our implementation of fsHornDroid does not aim at solving
a few important limitations of HornDroid. First, a comprehen-
sive implementation of analysis stubs for unknown methods is
missing: this issue was thoroughly discussed by the authors of
DroidSafe [14] and we think their research may be very helpful



Validity Measures on DroidBench:

FlowDroid | AmanDroid | DroidSafe | HornDroid fsHornDroid
Sensitivity 0.67 0.74 0.92 1 1
Specificity 0.58 0.74 0.47 0.68 0.79
F-Measure 0.62 0.74 0.62 0.81 0.88
Sensitivity = tp/(tp + fn) ~ Soundness
Specificity = tn/(tn + fp) ~ Precision
F-Measure = 2 x (sens * spec) /(sens + spec) ~ Aggregate
Analysis Times on DroidBench:
FlowDroid | AmanDroid | DroidSafe | HornDroid fsHornDroid
Average 22s 11s 2m92s Is 14s
Ist Quartile 13s 9s 2m38s Is 1s
2nd Quartile 14s 10s 3mls Is 2s
3rd Quartile 15s 11s 3m26s 1s 5s
TABLE XIX

VALIDITY MEASURES AND ANALYSIS TIMES ON DROIDBENCH

to improve on this. Moreover, the analysis does not capture
implicit information flows, but only direct information leaks,
and it does not cover native code, but only Dalvik bytecode.
Finally, the analysis has no way of being less conservative
on intended information flows: implementing declassification
mechanisms would be important to analyse real applications
without raising a high number of false alarms.

VI. RELATED WORK

There are several static information flow analysers for
Android applications (see, e.g., [41], [42], [27], [13], [22],
[3], [40], [14], [6]). We thoroughly compared with the current
state of the art in the rest of the paper, so we focus here on
other related works.

a) Sound Analysis of Android Applications: The first
paper proposing a formally sound static analysis of Android
applications is a seminal work by Chaudhuri [7]. The paper
presented a type-based analysis to reason on the data-flow
security properties of Android applications modeled in an
idealised calculus. A variant of the analysis was implemented
in a prototype tool, SCanDroid [12]. Unfortunately, SCanDroid
is in an early prototype phase and it cannot analyse the
applications in DroidBench [3].

Sound type systems for Android applications have also been
proposed in [25] to prove non-interference and in [5] to prevent
privilege escalation attacks. In both cases, the considered
formal models are significantly less detailed than ours and
the purpose of the static analyses is different. Though the
framework in [25] can be used to prevent implicit information
flows, unlike our approach, the analysis proposed there is not
fully automatic, it does not approximate runtime value, thus
sacrificing precision, and it was not experimentally evaluated.

Julia is a static analysis tool based on abstract interpretation,
first developed for Java and recently extended to Android [30].
It is a commercial product and supports many useful features,
including class analysis, nullness analysis and termination
analysis for Android applications, but it does not track infor-
mation flows. Moreover, Julia does not handle multi-threading
and we are not aware of the existence of a soundness proof
for its extension to Android.

b) Pointer Analysis: Pointer analysis aims at over-
approximating the set of objects that a program variable can
refer to, and it is a well-established and rich research field [20],
[37], [36]. The most prominent techniques in pointer analysis
are variants of the classical Andersen algorithm [2], includ-
ing flow-insensitive analyses [9], [32], [16], [21] and flow-
sensitive analyses [8], [10], [19], [23]; light-weight analyses
in the flavor of the unification-based Steensgaard analysis [38],
which are flow-insensitive and very efficient; and shape anal-
ysis techniques [35], which can be used to prove complex
properties about the heap, often at the price of efficiency.

Although pointer analysis of sequential programs is well-
studied, much less attention has been paid to pointer analysis
of concurrent programs. Most flow-insensitive analyses for se-
quential programs remain sound for concurrent programs [34],
because flow-insensitivity forces a sound analysis to consider
all the possible interleavings of reads and writes to the heap.
Designing a sound flow-sensitive pointer analysis for concur-
rent programs is more complicated and most flow-sensitive
analyses for sequential programs cannot be easily adapted
to concurrent programs. Still, flow-sensitive sound analyses
for concurrent programs exist. The approach of Rugina and
Rinard [34] handles concurrent programs with an unbounded
number of threads, recursion and dynamic allocations, but it
does not allow strong updates on dynamically allocated heap
objects. Gotsman et al. [15] proposed a framework to prove
complex properties about programs with dynamic allocations
by using shape analysis and separation logic, but their ap-
proach requires users or external tools to provide annotations,
and it is restricted to a bounded number of threads.

VII. CONCLUSION

We presented the first static analysis for Android applica-
tions which is both flow-sensitive on the heap abstraction and
provably sound with respect to a rich formal model of the
Android ecosystem. Designing a sound yet precise analysis in
this setting is particularly challenging, due to the complexity
of the control flow of Android applications. In this work, we
adapted ideas from recency abstraction [4] to hit a sweet spot
in the analysis design space: our proposal is sound, precise,
and efficient in practice. We substantiated these claims by



implementing the analysis in HornDroid [6], a state-of-the-art
static information flow analyser for Android applications, and
by performing an experimental evaluation of our extension.
Our work takes HornDroid one step further towards the sound
information flow analysis of real Android applications.
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a) Appendix outline:: In Section ?? we give the small-step semantics of the local states reduction for the Dalvik
bytecode, as well as the reduction rules for activities and threads; in Section ?? we give the full abstract semantics; in
Section ?? we give the soundness proof.

APPENDIX A
CONCRETE SEMANTICS

As in [6], we require that Dalvik programs are well-formed.

Definition 3 (Well-formed Program [6]) A program P is well-formed iff all its class names are pairwise distinct and,
for each of its classes, all the field names and the method names are pairwise distinct.

From now on, we always consider a fixed well-formed program P = cls*. We give in Table ?? the syntax and an
informal explanation of the Dalvik statements that were omitted in the body. The extensions with respect to [6] are in bold.

A. Extensions : Waiting Sets and Monitors

In order to give a full account of Java concurrency we extended our model to include waiting sets and monitors [17], as
well as two other interrupting methods of the Java Thread API. We start by extending the concrete semantics to handle
the wait statement: we introduce a new semantic domain for waiting states and extend the local state lists domain: we
use a special type of state, called waiting state and denoted by w = waiting(j, £), to model that the thread running the
method is currently waiting on some object stored at location ¢; the integer parameter j stores how many times the object
monitor was acquired prior to entering the waiting state. A local state list L¥ is now a list of local states and waiting
states. Since a thread entering a waiting state is paused until it is ready to resume its execution, we assume that a local
state list never contains more than one waiting state. Moreover, we assume this waiting state is always the head of the
local state list (if present).

Waiting states w waiting (¢, j)
Local state lists ~ L# = ¢ |L:uL# |w: L¥

a) Statements Description: A monitor is a synchronization construct attached to an object, which can be acquired
and released by threads, but cannot be acquired by more than one thread at once. Any thread holding an object monitor
can start waiting on the object: this makes the thread enter the object waiting set, release the monitor, and pause until it is
woken-up, notified or interrupted by another thread. Since we do not model timing aspects in our formalism and spurious
wake-ups may happen in practice, we make the conservative assumption that waiting threads can non-deterministically
wake up at any time. Moreover, we assume that all objects contain two special fields: the acquired field storing the location
of the thread currently holding the object monitor, and the m-cnt field counting the number of monitor acquisitions. These
fields can only be accessed by the monitor and wait rules.

When monitor—enter 7, is called, there are two possibilities. If the m-cnt field of the monitor of the object whose
location is stored in 7, is set to 0O, it is immediately set to 1 and the corresponding acquired field is set to the location of
the acquiring thread. Otherwise, we check that the acquired field points to the location of the acquiring thread: if this is
the case, the m-cnt field is incremented by 1 to reflect the presence of multiple acquisitions. A monitor is released only
when all its acquisitions have been released via the statement monitor—exit r,, which checks that the running thread
holds the monitor of the object whose location is stored in r, and decrements the monitor counter m-cnt by 1.

The statement wait r, checks that the running thread holds the monitor of the object o whose location is stored in 7,,
releases the monitor and pushes on the call stack a waiting state waiting(¢, j), where ¢ is the location of o and j tracks
how many times the released monitor was acquired before calling wait r,. An uninterrupted thread can exit a waiting
state and reacquire back the released monitor j times, provided that the monitor is not held by another thread. If a thread

sinvoke ¢ m r* invoke the static method m of the class ¢ with args r*
checkcast rg T jump to the next statement if the value of rs has type 7
instof rqrs T put true in rq iff the value of 75 has type T
interrupted read and reset the interrupt field of the thread in 7¢

is-interrupted r; read the interrupt field of the thread in r¢
monitor-enter 7, acquire the monitor of the object in 7,

monitor-exit 7, release the monitor of the object in 7,
wait r, enter the waiting set of the object in 7,
TABLE XX

SYNTAX AND INFORMAL SEMANTICS OF ADDITIONAL STATEMENTS
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in a waiting state gets interrupted, an IntExcpt exception is thrown, the thread wakes up and starts recovering from the
exception.

Finally interrupted r; and is-interrupted r; are simple write or read operations on the interrupt field (inte)
of the thread object whose location is stored in 7.

B. Local Reduction Relation

1) Type System: Local registers are untyped in Dalvik, and have default value 0. We also assume that for all type T,
there exists a default value O, that will be used for field initialization. Before giving the concrete semantics of the Dalvik
bytecode, we need some definitions. First we define a function fypey (v) that retrieve from the heap H the type of the
memory block v is pointing to.

Definition 4 Given a heap H, we let the partial function type (v) be defined as follows:
c if v="tNH() = {e; (f = v)*[}
arraylr] ifv=L¢ANH({) = T[v*]

Intent ifv=LANH{) ={Qc (k— v)*}

Tprim, if v=prim

typey (v) =

where Tprim 1s the type of the primitive value prim.

Given a class name c, we let super(c) = ¢’ if there exists a class cls; such that cls; = cls ¢ < ¢ imp ¢* {fld"; mtd"},
and infer(c) = {c*} iff there exists a class cls; such that cls; = cls ¢ < ¢ imp ¢* {fld"; mtd"}. The subtyping relation
is quite simple: a class c is a subclass of its super class super(c) and of the interfaces inter(c) it implements (plus reflexive
and transitive closure). There is also a co-variant subtyping rule for array, which is unsound in presence of side-effects
(types are checked dynamically at run-time to avoid errors). The typing rules are summarized below.

(SUB-TRANS) (SuB-IMPL) (SUB-ARRAY)
(SUB-REFL) r<r < (SUB-EXT) d e inter(c) r<t
T<T <7 ¢ < super(c) c<c array|r] < array|r’]

2) Right-Hand Side Evaluation: Let a[i] = v; whenever a = 7[v*] and o.f = v whenever o = {¢; (f; — v;)*, f — v}
We define in Table ?? the relation X [rhs] that evaluates a right-hand side expression in a given local configuration .

(RHS-ARRAY)

£ =X[rq] (RHS-OBJECT)
(RHS-REGISTER) j‘fzﬁfngii]] KO::ZE[,[&’)]] (RHS-STATIC) (RHS-PRIM)
Z[r] = R(r) Elralrias]] = alj] E[ro-f1=o.f Zle.f] = S(e.f) E[prim] = prim
Convention: in all the rules, let ¥ = ¢ - ac -7 -+ H - S with ac = (pp - _- st* - R) :: &/ or ac = AbNormal({pp-_-st* - R) :: a’).
TABLE XXI

EVALUATION OF RIGHT-HAND SIDES (X[rhs] = v)

3) Instruction Fetching: We recall that the definition of the local reduction relation uses an auxiliary relation X, st || ¥/,
which means that the execution of the statement st in ¥ produces ¥'. The simplest rule defining a local reduction ¥ ~~» ¥’/
just fetches the next statement st to run and performs a look-up on the auxiliary relation X, st |} ¥’. Formally:

(R-NEXTSTM)
¥, get-stm(%) |} ¥’
PIRN

We are finally ready to give the semantics of the Dalvik bytecode relation: the standard operation are in Table ??, while
the new operations are given in Table ??



(R-TRUE)

(R-GOTO) 2[r1] © Z[r2]

%, goto pc’ |} B[pc — pc’]

(R-MOVEREG)
v = X[rhs] R’ = R[r — v]

(R-MoOVEFLD)
v = X[rhs]

%, ifg r1 72 then pc’ | B[pc — pc']

L= X[ro]
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(R-FALSE)
~(Z[r1] © Z[r2])
¥, ifg r1 2 then pc’ | >+

o= H({) H' = H[l — o[f — v]|

¥, move r rhs | ST[R — R/]

(R-MOVEARR)

¥, move ro.f rhs | ST[H — H'|

(R-MOVESFLD)

v = X[rhs] S = S[c.f > v
¥,move ¢’ .f rhs | T[S +— ')
(R-NEwWOBJ)
o={c;(fr = 0:)"} £ =pc,m,pc ¢ dom(H)
H' = H[l— o] R' = R[rq — ¢

v=3X[rhs] ¢=X[ra]  tpey(t) =array[r] tpey(v) <7
a=H{) j=%X[rq] H =H[E~ alj— ]
¥, move rq[Tigs] rhs | SV[H — H')
(R-UNOP) (R-BINOP)
v = OX[rs] R =[rg ] v=2X[r1] & Z[r2] R = R[rg — v]
X, unopg rq s 4 SFT[R— R/] Y, binopg 74 1 T2 ¥ ¥R — R/
(R-NEWARR)
len = X[r(] a = 7[(0, )7t

£ = pc,m,pc ¢ dom(H) H' = H[l — d] R = Rlrq — /]
Y,newarray rq m 7 4 ST[H — H',R+— R/

(R-INSTOFTRUE)
¢ =X[rs] type (£) < T R’ = R[rq ~ true]

S,newrg ¢ 4 EF[H — H',R— R']

(R-CAST)
(=X[rs]  typeg(l) <7
3, checkcast rs 7 | =T

(R-INSTOFFALSE)
£=3rs]

type () £ 1 R' = Rlrq — false]

¥, instof rq 7s 7 4 ET[R — R/

(R-SCALL)

lookup(c’,m) = (¢, st*)
R’ = ((rj = 0)7=1°, (rigepp = S[rp])*=")

(', m,0- (Z[r)F<"-st* - R)

(R-RETURN)
a={c,m,pc-_-_-R)={(c,m' pc -v* st* R):ap
1

o =(,m pc ; 1-v* - st* - R [rres = S[rres]]) = o

Y, instof rq 7s 7 ET[R — R/

. ’ / loc
sign(c',m/y=711,..., T — T

3, return | X[ — o]

(R-CALL)

(=3ro]  lookup(types; (€),m’) = (¢, st*)

Y, sinvoke ¢ m/ ri,...,7, | S[a— o]

loc

sign(c/,m') =T1,..., T — T

R = ((TJ — O)jglocvrloc+l = ‘67 (rlac+l+k — E[[”“;;]])kgn) o = <C/am/»0 . (Zﬂr;cﬂ)kgn - st” Rl) Lo

%, invoke 7o m’ 71,..., 70 | S[a — o’

(R-NEWINTENT)
i= {|@C/; |} £ = pc,m,pe §E dom(H)

H =H[{+i] R =R[rgw (] i=H(0)

(R-PUTEXTRA)

k= X[re]

£ = X[r;]

v=S[r] H = H[lr i[k — v]]

¥, newintent rg ¢ 4 ST[H — H',R — R/]

(R-GETEXTRA)

H{) =1 typeg (i.k) < T v=1ik R’ = R[rres — ]
¥,get-extrar; 1, 74 LT[R — R/
Convention: let pp = ¢,m,pcandlet ¥ = _-a-7-v-H-S with a = (¢, m, pc- _

by pc + 1.
TABLE XXII

¥, put-extra r; 7, 7o | SV[H — H'|

(R-STARTACT)
¢ =X[ri] H) =1
¥, start-act r; § 1|1 — 7]

/ .
T =107

_-R) :: o’. We recall that 7 stands for > where pc is replaced

SMALL STEP SEMANTICS OF p-DALVIK 4 - STANDARD STATEMENTS



Exception Rules

(R-THROW)

t=3[r] HEO={;(~v)"}

(R-MOVEEXCEPTION)

X, throw r; || o — AbNormal(a)][rexcpt — ]

(R-CAUGHT)

L= 2A[[Texcptﬂ

H) ={;(f = v)*[
ExcptTable(c, m, pc, ¢’) = pc’

aC=<c,m,pc = R>

e H(é)z{\c’;(f}—)’v)*ﬂ»

£ = E[[Texcptﬂ
¥, move—except 74 |} LT [rqg — /]

(R-UNCAUGHT)
=34 [[Texcptﬂ

/

YA~ ZA[OCA — Oéc}
Thread Rules

(R-STARTTHREAD)
(=3]  HEO={(f=v)} A =Luy
¥, start-thread r; |} X[y — +']

(R-INTERRUPTEDTHREAD)

C=S[r]  H() = {5 (f > )7, inte > ul
H' = H[t— {c; (f = v)*,inte — falsel}]

Y, interrupted r; | Z+[Tres — u, H— H']

(R-JOINTHREAD)

H(,) ={cr; (fr — vr)*,inte — falsel}
L= 3[r] H() = {c; (f = v)*,finished — truel}

H =

ExcptTable(c, m, pe,c’) = L
T4 ~ Saloa — AbNormal(a)][rexcpt — 4]

(R-INTERRUPTTHREAD)
=3[r]  HE)=A{c;(f > v)" inte — _|}
H' = H[t— {c; (f = v)*,inte — truel}]
¥, interrupt r; | 3T[H — H']

(R-ISINTERRUPTEDTHREAD)
£=X[ri] H(®) = {c; (f — v)*,inte = ul}
¥, is—-interrupted r; | E+[rre5 — u]

(R-INTERRUPTJOIN)

Hlr) =A{cr; (fr — vr)",inte — truel}
o= {cr; (fr — vr)",inte — falsel} Pe,m,pe & dom(H)
H,pe,m,pc = {IntExcpt; [} ae = AbNormal(a|rexcpt — Pe,m,pe))

3, joinr; 4 =T
Monitor and Wait Rules
(R-MONITORENTER1)

£ =X[ri] H() ={; (f — v)*, acquired — _, m-cnt — Of}
o' ={c; (f = v)*,acquired — £, m-cnt — 1[}

Y, monitor-enter r; | ST[H — H[{ — o]]

(R-MONITOREXIT)
FI() = '3 (f — )", acquired > (r, mecnt - + 1]}
o ={c;(f — v)*,acquired > £,, m-cnt — j[} 7=>0

%, join 7 | Z[a v ae, H — H'[6 s 0]]

(R-MONITORENTER2)

£ =3[ri] H(®) = {c; (f = v)*,acquired = £, m-cnt — j[}
o' ={c; (f — v)*,acquired — £,, m-cnt — j + 1]} ji>0

Y, monitor-enter r; |} XT[H — H[¢ — 0']]

(R-STARTWAIT)

L=3[r;]  HE) ={;(f — v)*,acquired > £,, m-cnt — j[}
o' ={c;(f — v)*,acquired = £, m-cnt = O} >0

Y, monitor-exit r;  ST[H — H[ — 0']]
(R-STOPWAIT)
H(:) = {cr; (fr — vr)*, inte — falsel}
o = waiting(4o, j) :: ao
H(£o) = {c; (f = v)*,acquired — _, m-cnt ~> Of}
o ={c; (f = v)*,acquired — £, m-cnt > 5[}

o ={cr; (fr — vr)*,inte — falsel}

Y wait r; | S[a > waiting(4, 5) = «, H — H[{ + 0]

(R-INTERRUPTWAIT)

H(:) = {cr; (fr — vr)*, inte — truel}
a=waiting(_, ) a0 Pe,m,pc & dom(H)

Y S a s ag, H — H[l, — 0]]

Convention: let ¥ = 4, - - w -y - H - S with o = (¢, m, pc -

oe = {/IntExcpt; [}

¥~ X[a + AbNormal(ag[rexcpt = Le])s H — H[pe,m,pe + Oc, br + 0]]

R) :: &/ (apart when specified otherwise), and ¥4 = £, - a4 -7 - - H - S with

a4 = AbNormal(a). We recall that 3% stands for & where pc is replaced by pc + 1.

TABLE XXIII
SMALL STEP SEMANTICS OF p-DALVIK 4 - NEW STATEMENTS
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C. Global Rules Descriptions

1) Serialization: All the activities running on some Android device are sand-boxed, in order to provide some security
guarantees. Inter-component communications are still allowed through the intent mechanism: activities can exchanged
objects using intents, which are a special kind of object storing data in a dictionary-like structure. When an activity sends
an intent to some activity, a copy of this intent is given to the receiver activity. This copying is performed by a recursive
serialization procedure, and there is therefore no object-sharing between different activities.

We model serialization using a set of derivation rules for fact of the form I' & serfl (v) = (v/, H',T’) and T +- serk (b) =
(t/,H',T"), where T and T” are serialization context consisting a of list of key-value bindings of locations of the form
(px — p)) (notice that both location have the same annotation). Serialization contexts store, for each already serialized
location ¢, the fresh location ¢’ that was used to replace £. This way if the same location is encountered twice (or more)
during the serialization process, it will be serialized by the same location each time. Intuitively, if serf,(v) = (v/, H',T")
(resp. T' = serll, (b) = (', H',T")) is derivable then v’ (resp. &) is the serialized version of the value v (resp. block b), H’
is the heap containing all the serialized version of the objects encountered, and I" is the history of all serialized locations.
We refer to Table ?? for the formal statement of the serialization rules.

(px = py) €T
'+ sergl(prim) = (prim,-,T) '+ ser%l(pA) = (p4,-, 1)

px ¢ dom(T)  ph fresh location T, py — py - serf (H(py)) = (b, H',T')  H' = H",p\ —b
T+ ser{zl(pA) = (pg\,H/,l"/)

To=T Vie[l,n]:Ti_1tserl,(v;) = (ui, H;,T5)  H' =Hy,...,Hy
T Eserg (s (fi = 0) =" 1) = ({5 (fi = wi)' =", H', T'n)

To=T YVie[l,n]:Ti_1tserll(vi) = (ui, H;,T5)  H' = Hy,...,Hy
Tk sergy(t[(vi)*="]) = (7[(us)™="], H',T'n)

To=T Yic[l,n]:Ti_1tserll,(vi) = (ui, H;,T;)  H' =Hy,...,Hy
Tk sergp(Qc’; (ki = vi)"="}) = (@ (ki = wi) <"}, H',T'n)

Conventions: environments (denoted by I, T .. .) are partial mappings from the set of all locations to itself.
TABLE XXIV
SERIALIZATION RULES

2) Threads and Activities: Before giving the global reduction relation, we need some definitions. We start by formally
define what is a thread class and an activity class.

Definition 5 A class cls is a thread class if and only if cls = cls ¢ < ¢ imp ¢* {fld*; mtd*} for some ¢’ < Thread. A
thread is an instance of a thread class. We stipulate that each thread implements the method run, has a boolean field inte
stating whether the thread was interrupted and a boolean field finished stating whether the thread has finished or not.

Definition 6 A class cls is an activity class if and only if cls = cls ¢ < ¢ imp ¢* {fld"; mtd"} for some ¢’ < Activity.
An activity is an instance of an activity class. We stipulate that each activity has the following fields: (1) finished: a
boolean flag stating whether the activity has finished or not; (2) intent: a location to the intent which started the activity;
(3) result: a location to an intent storing the result of the activity computation; and (4) parent: a location to the parent
activity, i.e., the activity which started the present one.

Each activity provides a set of event handlers which are callbacks methods used to respond to user inputs: for all activity
class ¢, let handlers(c) = {mq,...,m,} be the set of callback method names of c¢. We model the activity life-cycle (see
[31]) by a set of activity states ActStates and a transition relation Lifecycle C ActStates x ActStates. For each activity state
s, we let ¢b(c, s) be the set of callbacks for the activity ¢ in the state s. Moreover we assume that for the running state,
cb(c, running) = handlers(c).

We also need the notion of callback stack: a callback stack is the initial call stack of an new activity frame, created
upon a callback method invocation:

Definition 7 Given a location ¢ pointing to an activity of class ¢, we let oy ¢ stand for an arbitrary callback stack for
state s, i.e., any call stack (¢',m,0--- st* - R) :: g, where (¢, st*) = lookup(c, m) for some m € cb(c, s), sign(c’,m) =
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loc
Tlyee.y,Tn — T and:

i<l i<
R= ((7’1 — 0)17 007 Tloc+1 = ga (Tloc+1+j — vj)jfn)v
for some values vy, ...,v, of the correct type T1,...,Tn.

3) Global Reduction Relation: We are now ready to give the global reduction relation. First we will describe two new
rules which were not given in the body and can be found in Table ??: rule (T-INTENT) allows a thread to transfer an intent
to the activity that spawned it, and rule (T-THREAD) allows a thread to transfer a location in its pending thread stack to
the activity that spawned it.

(T-REDUCE)
bp-a-m-y-H - S~tl-o -7~ -H .S
Q-Z (b, my,a) 2 H-S=Q-Zu (b7, ¥, /) E -H -5
(T-KILL)
H') = {c; (f — v)*,finished — _[} H' = H[l' = {c; (f — v)*,finished > truel}]
Q-Eu (Ll ee,a)y= - H-S=Q-2=:2 -H .S
(T-INTENT)
(p,9") € {((€,s,m, v, ), (s, myy, @), ({6 s,y 0, (68,0 0,7y, o)) }
QueuQ Zuf,licr ¥, a)VuE H-S=Qu¢ =Q 2l ,n,y,a')y:5 -H-S
(T-THREAD)
(o, ") € {({t, 5,7, 0), (€ 5,7, 8 2y, ), ({6, 8, 7,7, @), (6, 8, g 2y, )}
QuouQ Zuf,l,ny b=y aYuE H-S=Qu¢ Q- Zu(l,n,yq"a)y:E H-S

(A-THREADSTART)
p=(hsmyiliv,a) @ =smyiyia) =60y HE)={;(f > v)]
lookup(c’,run) = (', st*) sign(c’’, run) = Thread 1o¢, \oid o = (", run,0- £ - st* - (1} — O)kgloc7 Tloct1 = ¢)
QupuQ 2 H- S=Qu¢ Q- puZ2-H-S
TABLE XXV
NEW GLOBAL REDUCTION RULES

Table ?? recalls the rules introduced by [6] to model the activity life-cycle mechanism, with only minor modifications
to include the thread pool. Rule (A-ACTIVE) executes the statements of the active frame in the activity stack, using the
reduction relation for local configurations. Rule (A-DEACTIVATE) stops an activity frame from being active when it has
completed its computations. Rule (A-STEP) models the transition of the top-most activity frame from one activity state to
one of its successor in the activity life-cycle, and executes a callback method from this new activity state, provided some
side conditions related to the pending activity stack and the finished field of the activity object are met. Rule (A-DESTROY)
models the removal of a finished activity from the activity stack. Rule (A-BACK) is used by the system to finished the top-
most activity when the user hits the back button. Rule (A-REPLACE) models the screen orientation changing, by destroying
and restarting the top-most activity. Rule (A-HIDDEN) allows an activity in the background to take precedence over the
foreground activity, stopping or destroying it. Rule (A-START) allows to start a new activity: the top-most activity must be
paused or stopped, and must have an intent ¢ sent to some activity c in its pending activity stack: a new activity of class
¢ is added to the top of the activity stack, its intent field is set to a serialized copy of ¢ and its parent field is set to the
starting activity. Rule (A-SWAP) allows a parent activity to come back to the foreground, assuming the foreground activity
is finished and is one of its child activity. Finally, rule (A-RESULT) allows the top-most activity to return the result of its
computation to the parent activity, provided that the top-most activity is finished: a serialized copy of the result is sent to
the parent activity, which becomes active and executes the onActivityResult callback.



(A-ACTIVE)
lt-a-m-v-H-S~t-o -7n'-v-H -8
Qs my,a) Q- E-H-S=Q:{Us 1,7y, a):Q -2-H .9

(A-DEACTIVATE)

Qi s,my,a) Q- E-H-S=Q: s mya):Q -ZE-H-S

(A-STEP)
(s,8") € Lifecycle
7 # € = (s,s') = (running, onPause) H(¢).finished = true = (s, s’) € {(running, onPause), (onPause, onStop), (onStop, onDestroy)}
U, s,m,v,a) =Q-E-H-S= l,s m,v,0p9):Q-Z-H-8S

(A-DESTROY) (A-BACK)
H(¢) finished = true H' = H[¢ — H(¢)[finished — true]]

22

Q :: (¢, onDestroy, w,v,a) = Q - E-H-S=Q:Q -=2-H-S (¢, running, €,v, @) :: Q- = - H - S = (£, running, €,v,a) : Q- = - H’

(A-REPLACE)
H) =A{¢; (fr — v)*,finished — ul} pe & dom(H) o= {¢;(fr — 0,)",finished — false[} H =H,p.— o
(£, onDestroy, 7t,~y, @) :: Q- E- H - S = (pc, constructor, 7,7, Cp.. .constructor) :: - Z - H -S

(A-HIDDEN)
o= sy, s € {onResume, onPause} (s',8") € {(onPause, onStop), (onStop, onDestroy) }
puQuW,d Y& QB H - S=puQu s 7+, ap ) Q - E-H-S

(A-START)

s € {onPause, onStop} i = {|Qc; (k — v)*[} 0+ serfl (i) = (', H')
pc,p;n<c) & dom(H, H') o= {¢; (fr — 0,)*,finished — false,intent — p;n(c), parent — £} H" = H, H | pc — o,pgn(c) 4

st myy,a) = Q-2 H- S = (pe, constructor, €, €, 0p,, .construcior) = (€, $, T, 7y, @) : Q-2+ H'. 8

(A-SWAP)
@ = (¢, onPause,e,~', &)
H(¢') finished = true p=Usi:myQ)
s € {onPause, onStop} H(¢").parent = ¢
Q2 H- S=>pug tQ - 2-H-S

(A-RESULT)

@' = (¢, onPause,e,~', &) H(¢') finished = true p=(s,e7,a) s € {onPause,onStop}

H(¢').parent=¢ O serl (H(¢').result) = (w', H')  H" = (H, H')[¢ — H(£)[result — w']]
Lp/ s Q-E-H-S= <€7 5,67, aé.unActivi{vResult> s 50, =Q-E-H"-S

Conventions: the activity stack on the left-hand side does not contain underlined frames, with the exception of (A-DEACTIVATE) and (A-ACTIVATE)
TABLE XXVI
REDUCTION RULES FOR CONFIGURATIONS (- Z-H-S=Q'-Z'-H' - 5"

- S
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APPENDIX B
ABSTRACT SEMANTICS

1) Lifting functions: We first give the formal definition of the hlift(;) and I functions, that we informally described in
the body of the paper.

EOR = (pp = max(k(p). ¥ (7r)))

{les (f v lift(as k)" )it k(pp) = 0 A h(pp) = {le: (f = )"}
BBy {lQc; lift(a; k) [} if k(pp) = 0 A h(pp) = {Qc; al}
IROSEY =122 i o) if £(pp) = 0 A h(pp) = r[i]
1 otherwise

2) Right-Hand Side: We can now present the rules for the abstract evaluation of right-hand sides (a formal description
is given in Table ??): to abstract a primitive value prim at a program point pp, we take the corresponding element prim
from the underlying abstract domain. To abstract the content of a register r; at program point pp, we take the abstract
local state fact LStatep,(_;0*;_;_) and we return the i-th abstract value ©;. To abstract, at program point pp, the content
of the field f of an object whose location is stored in register r;, we retrieve the i-th abstract value ©; from the abstract
fact LStatep, (_; 0*; fz; _): if ¥; contains any location abstraction A, we look whether it is an abstract flow-sensitive location
FS(A) or an abstract flow-insensitive location NFS(A) : in the former case, we get the entry (A +— ) from the abstract
flow-sensitive heap h, and we return the abstract value stored in the field f of the abstract object 0; in the latter case, we
try to find a matching flow-insensitive heap fact H(\, 6) and we return the lifted value of the field f of the abstract object 6
contained therein. We similarly abstract the content of array cells, but in a field-insensitive fashion. To abstract the content
of a static field c.f at program point pp, we take any fact Sc ¢(0) and we return the lifted abstract value 0.

Remark 1 When getting an abstract value from a flow-insensitive heap fact, a static field fact or an array we lift it,
by returning lift(0;1%) *. This is due to the fact that, by definition, a flow-insensitive memory block cannot contain a
location to a flow-sensitive memory block. Therefore we chose that instead of lifting abstract locations before putting them
in abstract flow-insensitive facts, arrays or static fields, we lift abstract locations when performing look-ups. We believe
this to (slightly) simplify the abstract semantics and the soundness proof.

(prim)pp = {RHSwp(prim)}  (ri)pp = {LStatepp(59% i) = RHSwp(01)} (el )pp = {Ser(®) = RHSpp(lift(6517))}

{ri.f)pp = {LStatepp(_; 8%; ;) A GetBlk; (8; h; NFS(A); {¢; (f/ — ©)*, f — a}) = RHSup(lift(d;1%))}
U {LStatepp (_; 0*; ;) A GetBlk; (6%; b; FS(A); {lc; (f = 9')*, f — 4[}) = RHSpp()}
(rilri1)pp = {LStatepp(_;0%; h; ) A GetBlk;(9*; h; NFS(A); 7[0]) = RHSpp(lift(a; 1))}

U {LStatepp (_; *; h; ) A GetBlk;(0*; h; FS(A); 7[6]) = RHSpp(2)}

TABLE XXVII
ABSTRACT EVALUATION OF RIGHT-HAND SIDES

3) Activity Abstraction: We will now describe the rules abstracting the activity life-cycle and thread management
mechanisms, which are given in Table ??. The rule (TSTART) over-approximates the spawning of a new thread
T\ {le; (f — _)*[}) by generating an abstract local state running the method run of the corresponding thread object.
The rule (CBK) abstracts the callback invocation by generating an abstract local heap fact for all the callbacks of a started
activity. Observe that the initial arguments supplied are over-approximated by T, since they depend on user-inputs and
are not statistically known. The rule (FIN) roughly over-approximates whether an activity is finished or not: it always
replaces the finished field of an activity object by Ty..1. The rule (REP) restarts abstract activity objects at any time, by
re-setting their fields to their default initial abstract value 0, (this over-approximates the restarting of an activity when the
screen orientation changes). The rule (ACT) handles the starting of new activities: if an intent |/ ({{@in(c); 9*[}) has been
sent to an activity ¢ by an activity ¢/, the rule creates a new abstract activity object of class ¢ with properly bound and
initialized fields. It also creates a new special abstract heap fact H(in(c), {{Qc; 9*[}) that contains a copy of the sent intent:

4We abuse the notation here: 1* should be interpreted as (_ ~ 1)*.
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this over-approximates the serialization mechanism, and is sound because the intent contains only abstract flow-insensitive
locations, that are updated with weak updates. The rule (RES) over-approximates the mechanism by which an child activity
returns a result to its parent activity. Finally rule (SUB) contains subtyping judgments for classes, and rule (PO) contain
partial ordering rules for abstract values.

Tstart = {T\{c(f—_)*F) Ac<c Ac<Thread
= LState/ ;un,0((NFS(X), NFS(X)); (05 )F<tc, NFS(X); (L)*;0%) | ¢’ € l@(run) A sign(c’, run) = Thread doe, Void}

Cok = A{H(c,{c(f—= )"H) Ae< = LState mo((NFS(c), (T, JI<P; (0)F<1o%, NFS c), (T )=75(L)*50%) |
¢’ is an activity class A 3s : m € c¢b(c’, s) Asign(c’,m) =71,...,™ docy 7

Fin = {H(c,{¢; (f — _)*, finished — _[}) = H(c, {c; (f — _)*,finished — Tpoo1[})}

Rep = AH(c,{c(fr = )"} = H(c,{c (fr = 0-)"[})}

Ad = {lo(@c;if}) = Hin(c), {ac; o)} U -
{lo({Qc; 5[})) = H(c, {c; (fr = 0.)*,finished — false, parent — ¢, intent s in(c)[})}

Res = {H(,{; (f' — _)*,parent — c,result — w[} AH(c, {lc; (f — _)*,result — _[}
= H(c, {le; (f — _)*, result — W[t}

Sub = {r<7|7< 7' is a valid subtyping judgment}

Po = {9C9 | 9% is a valid partial ordering}

TABLE XXVIII
ABSTRACT SEMANTICS OF p-DALVIK 4 - ACTIVITY RULES

4) Statement Abstraction: Before giving the abstract rule for Dalvik statements, we need to define the abstract counter-
part of the rype (b) function:

Definition 8 Given an abstract memory block b, we define a function g@e(é) as follows:

(e irb={le: (= 9)°)
get-type(b) = { arraylr] if b= [0
Intent ifb={Qc0[

For all standard Dalvik statement st and program point pp, the rule (st]),, abstracts the action of st at program point
pp. The most important rules have already been described in the main body of this paper, and the full set of rules is given
in Table ??, Table ?? and Table ??. A few points are worth mentioning:

o (wait 7;])pp: We just check Whether the inte field of the abstract object over-approximating the running thread or
act1V1ty is over-approximating true in which case an abstract abnormal local state throwing an IntExcpt is generated,
or false in which case the abstract local state is propagated to the next program point;

e (monitor-enter 7)), and (monitor—exit 7;)),,: Given that monitors are synchronization constructs, it is
sound to ignore them when checking reachability properties, which is the target of the present work. There are of
course more precise ways of abstracting monitors, but they would make the analysis more complicated and their
practical benefits are unclear.

o (start-act r)),,: When an abstract intent {{@Qc’; af} stored in the flow-sensitive heap at program point X\ is used
to start a new (abstract) activity, every abstract flow-sensitive location reachable from Ain A (represented by the
abstract filter ' computed by Reach(FS()\); h; k') is being lifted, to make sure that these heap entries are abstract in
a flow-insensitive fashion, since they are being shared between the parent and the started child activity.



(goto pc'pp
(ife rs rj then pc'|)pp

qbinop@ Td Ti le)pp
(unopg rq Til)pp
(move rq Ths)pp

(move ralrigs] Ths)pp

(move ro.f Ths|)pp

(move ¢'.f rhs))pp

(instof rq rs T|)pp

(checkcast rs T|)pp

(new rq </)pp
(newintent rgq ¢/pp

(newarray rq m; T)pp
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{LStatepp(_; 0*;_;_) = LStateCm o (505550}

{LStatepp (_;0*;_;_) A 0; S ’UJ = LStatec m pe (s 17 , )

{LStatepp(L;9*; 5 ) A Dy @ 0 — LStatec m,pc+1( * 50}

{LStatepp(_;0*; _;_) == LStatec m pct1(_;0*[d+— 5 EB 515 5}

{LStatepp(,7 0*;_;_) = LState. m,pc+1(, dw O]}

{rhs)) pp {RHSpp(v’)/\LStatepp( ; ;_) — LState. m,pc+1( 0*[d— 0']; )}

((rhs»pp U {RHSpp(9"") A LStatepp(_ ,f) h; k) A GetBlkg (6%; b NFS( ); T ’]) A Reach(u” hy k)

= H(\,7[0’ Ud"]) A LiftHeap(h; k') A LStatec m pet1(_; Ilft(
{RHSp(8") A LStatepp( ;0%; By k) A GetBlkg (%5 h; FS(A); 7[8'])
= LStatec,m per1(_; 0% A[A — T[f/ . "5 k)}

(rhsY pp U {RHSpp(9") A LStatepp (_; 0%; h; k)
/\GetBIko(ﬁ*;fl;NFS()\);{|c’;(f’ ,f = ') AReach(d"; h; k') =
HO I (F — @))%, f = ©)[}) A LiftHeap(h; k') A LStatec,m,ch(_, life(d
{RHSpp (9") A LStatepp( ;%5 i k) A GetBlko (%3 h; FS(A); /s (f/ = @/)*, f — &
—> LStatec,m,pet1(_; 0% A[A = {]c’; (f’ — )%, f e ' k)

{(rhs)) pp U {RHSpp(9) A LStatepp (s 8% s k) A Reach(d'; f} E)

— S ¢(#') A LiftHeap(h; k') A LStatec m pet1 (G 1t (05 B); hlift(h; k') k 01 &/
{LStatepp(_; 0%; b k) A GetBlkS(A*, A; ,b) A get-type(b) < < T

—> LStatecm pc+1( 0*[d — true); h; k)} U

{LStatepp(_; 0%; b k) A GetEBIkS(”‘7 A;_, b) A ger-type(b) £ T

= LStatec,m,ch(,, *[d — Jalse); hyk)}

{LStatepp(_; 5*; h; k) A GetBlks (6*; h; _; b) A ger-type(b) < 7 = LStatec m,pct1(_;
{LStatepp(_; *; h; k) A Reach(FS(pp); h; k') =

LiftHeap(f2; &) A LStatec,m pet1(_; lift(0%; &) [d — FS(pp)]; hlift(h;
{LStatepp (_; 5*; h; k) A Reach(FS(pp); h; k')
— LlftHeap( ; ) A LStatec m pet1(_; Ilft(

{LStatepy(_; &*; h; k) A Reach(FS(pp); /s k')

k); hlife(hy k) kO E) YU

A,)
)

)}

o*;hy k)}

* k) hlift(hs ks k O

kYU

k) pp = {Ic/s (f — 07)* sk O &)}

*; k')[d — FS(pp)]; hlift(h; &) [pp — {@c’; L)]; &k O &)}

= LlftHea p(h; )/\LStateQm,pc_,_l( lift(6%; k') [d — FS(pp)]; hlift(h; &) [pp — 7[0-])]; k 0 &)}
(start-act 7;|)pp = {LStatep,(_; 9*; h; k) A GetBlk; (8*; h; NFS(/\) {l@c’; aft)

= I.({ad; a|})ALStateC,m,pc+1( ;0% hs k) U

{LStatepp(_; 0*; h; I%)/\GetBlki(f;*;h, FS( ); J@c’; af}) A Reach(FS(A); s k')

— I({ac; a|})ALiftHeap(ﬁ; 1;')ALStateC,m,ch(_,nft(v k) hl.ft(ﬁ kY kOE)}
(put-extrar g i)y = {LStatepp(;*;hsk) A GetBlk;(i*; hs NFS(X); {@c'; '[}) A Reach(d;; hi ') —>

H(, {@d; f/ AJ|}) A LiftHeap(h; k') A LStatec m pet1 (L lift(8*; &'); hlift(h; &'); k O E) JU

{LStatepp(_; 0*; h; k) /\GetBIk (0%; b FS()\);{\@C’;ﬁ’\})

— LStatec mpct (0% AN — {|@c o Ud; B )}
(get-extrar ri T)pp = {LStatepp(;d*;hsk) A etBIk( sh; ;{@c/;9'}) —> LStatec,m,pey1(; 0% [res — o] s k)}

{LStatepp ((5\t7 0lau); 0

(return|yp

Conventions: pp = ¢, m, pc

shik) = Resem((Ae, 973 Dres; bs k)}

TABLE XXIX

ABSTRACT SEMANTICS OF p-DALVIK 4 - STANDARD STATEMENTS

o (invoke ro m' (ri; )j7 Dpp =
{LStatepp((At, ); ©*; h; k) A GetBlko (0*
:> LStatecu
{LStatepp((Ae, _); 0"

shi s {le (f = a)* ) A <
0((>\t,(v, YISnY; (0 )kStoc, (04 YIS h0%) | e lookup(m’)/\stgn( "
h; k) A GetBlko (8% hy _; {|c/; (f — @)*}) A/ Sc”/\Rescuym/((At,w );

loc

m') = (7)< 225 ryu

’Ures, hre57 kres)

A= At A (Ajan i M5 Z L) = LStatee,mpes (e, )5 ft(0%; hies) res — Oes]s hresi b (1 ies) | € € lookup(m)}

{LStatepp((At,_); 9; h; k) A GetBlko (o
o (sinvoke ¢ m’ (r;;)’
{LStatepp((At,_); 0*; h;
{LStatepp((At, _); 9*; h;

"Dpp =
) A Resys m’(( W*); D,
{LStatepp((A¢,_); 9*; hy k) A Uncaughtes s (A}, 0*);

Conventions: pp = ¢, m, pc

j<n
k) = LStatec mlo((,\t,(yZ YIS (0),)F<loe (6
k Vres; hrea kres) N )\t = >‘t A (/\

* ks {Ic/; (f — a)*[}) A <" A Uncaught m/((jxff, A*))§f1éxcpt;hres;kres)
AXe =X A (/\].Sn by, M Z J_) = AStatec m pc((Ae, _); lift(0*; res) [EXCPL 5 ©

)}

excpt] ilres§iC ] ’;res) | ¢ € lookup(m’

loc
—

i )77 h; 07) | sign(c!,m’) =
0y, Ny Z L)

= LStatec,m,pct+1((At, _); lift(9*; Kres) [res — Dleg]; hres; kb U Kres) }
Fres; Fires) A A = AL A (/\J<n By, My Z 1)

—> AStatec,m,pc((Ae, _); lift(8%; hres ) [EXCPt = Doyl Fres; o (1 ves)}

(mj)7="

THU

j<n

) vexcptv

TABLE XXX

ABSTRACT SEMANTICS OF p-DALVIK 4 - INVOKE STATEMENTS



Statement Abstractions:
(start-thread r;|)pp

(interrupt r)pp

(interrupted 7i))pp

(is-interrupted 7;])pp

{LStatepp(_; 0*; b k) A GetBlk; (8*; h; NFS(A); {¢/; (f — @)*[}) A ¢/ < Thread

= T (f = 2)* |})/\LStatecm,pc+1( (0% hi k)Y U

{LStatepp(_; 0*; ; k) A GetBlk; (6*; h s FS(A); {Ic/s (f — @)*[}) A ¢’ < Thread A Reach(F
* k) hlift(hy ks k O

= T\ A{c; (f — @)*}) A LiftHeap(h; k) A LStatec m pet1(_; lift(d

{LStatepp(; % hs k) A GetBlk; (6% s NFS(A); {i¢'s (f = )" inte — _[})

= H(\, {¢ (f — @)%, inte — fruel} A LStatec,mychrl( ;0% hy k) U
{LStatepp (_; 0*; h; k) A GetBlk; (9*; h; FS(A); {c’; (f — u) inte — _[})
—> LStatec,m,per1(_; 0% B[N = {5 (f — @)%, inte s true}]; k)}

{LStatepp(_; 0*; b k) A GetBlk; (8*; h; NFS(A); {¢/; (f — @)*,inte — 0'[})

= H(\ {c; (f — @)%, inte > false]} A LStatec m pes1(_; 0 [res — '];

{LStatepp(_; 0%; h; k) A GetBlk; (6*; h; FS(A); {Ic; (f — @)*,inte — o']})

hyk)YU

= LStatecm pcy1(_;i*[res > 9] AN — {¢'; (f — @)*, inte > false[}]; &)}

{LStatepp(_; 5*; h; k) A GetBlk; (6*; h; _; {|c/; (f — @)*,inte — [}
= LStatec,m,pct1(_; 0*[res — 9']; h; k)}

(50in ri)ppy = {LStatepp((NFS(X¢),_);d*;hs E)AH(At,{]C' (f = @)*,inte — o'[}) A false C o/
— LStatecmch((NFS(At) L)ii*; hyk) U
{LStatepp ((NFS(Ar), ); 0*; h; k)/\H()\t,{|c (f — @)%, inte — ') A frue o) =

(pp;{llntExcpt-\})AAStatepp« S(v), ); 9" [excpt = NFS(pp)J; s ) A H(Me,

(wait ri)ppy = {LStatepp((NFS(Ae), ); 9*;hsk) AH(Ae, {I¢'; (f = @)*,inte > ' [}) A false C o'
—> LStatec m pc+1((NFS(>\t),_) o ,h,k:)}u
{LStatepp ((NFS(Xy), _); 9%; hs k) A H(g, {¢; (f — @)*,inte — © |})Atrue|:v —

H(pp; {IntExcpt; [}) A AStatepp((NFS( t),_); 0*[excpt — NFS(pp)}7 hi k) AH(O, {c

(monitor-enter 7;|)pp
(monitor-exit r;|)pp
(throw ri)pp
(move-except 7q))pp

Global Abstractions:

AbState =  {AStatec m pc(_;
= LState. o’ (L; 0% h; k) | ExcptTable(c, m, pc,c’) = pc’}
{AStatec,m,pc(_;

= Uncaught_

Conventions: pp = ¢, m, pc

o

{LStatepp (_; 0* LStatec m,pct1(_; 0% hk)}

{LStatepp (_; 0* h LStatec m,pct1(_; 0* shik)}

{LStatec,m,pc(_, *sh; k) = AState. p po/ (L 0% [excpt — 9;]; h; k) }
h; k)

{LStatec,m,pc(_; 0* = LStatec,m,per1(_; 9*[d — Dexcpt]; 2; &)}

hik) =
By = L

o*; h; k) A GetBlkexept (05 h; _; {Ic/; _[}) A ¢’ < Throwable

o*; h; k) A GetBlkexept (05 h; _; {Ic'; _[}) A<’ < Throwable

(L; Dexcpt; h; k) | ExcptTable(c, m, pc,c’) = L}

TABLE XXXI
ABSTRACT SEMANTICS OF pu-DALVIK 4 - RULES FOR NEW STATEMENTS

i (f = a)*

7(fHa)*

(A); hs )
)

S
Ok}

,inte — false})}

Jinte — false[})}

26
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APPENDIX C
PROOFS

Before entering in the formalism, we are going to give an informal description of the difficulties. The main problem is
that knowing which locations are going to be abstracted as abstract flow-sensitive locations and which locations are going
to be abstracted as abstract flow-insensitive locations is dynamically determined by the analysis: this is not a property of
the concrete semantics that is abstracted. That is, given a snapshot of an execution (a configuration V), there is no unique
correct way of choosing which locations should be handled in a flow-sensitive fashion, since the information about who
are the most-recently allocated locations is not stored in W. Therefore there are several ways of abstracting a configuration:
there is one possible abstraction of a configuration for each decomposition of the set of locations into locations that are
handled in a flow-sensitive fashion and location that are handled in a flow-insensitive fashion, and for each history of the
heap. An history is a record of which locations used to be abstracted as abstract flow-sensitive locations, and when they
were lifted. To see why it is necessary to take into account the history, consider the following example.

Example 1 Consider the following call-stack: oo = {¢,m,pc - R - st* - u) == {(¢,m/,pc’ - R' - st” - _) with R = (r; —
Ppps T2 > Ppp)s U = Ppp and R = (r — ppp).

Here there are several possible abstractions of this call-stack: for example, py, could have been lifted before ¢',m’
invoked ¢, m, and c,m could have just allocated a new object at location p;p, in which case py, is abstracted in a
Sflow-insensitive fashion in both ¢, m and ', m/'.

But another possibility is that, when ¢, m' invoked c,m, the location p,, was abstracted in a flow-sensitive fashion.
Then later on c,m allocated a new object with location p:)p at program point pp, and py, was lifted. In that case, ppp
would abstracted in a flow-sensitive fashion in ¢, m' and in a flow-insensitive fashion in c, m. Therefore we need to record
that py, used to be abstract in a flow-sensitive fashion, and that lifting occurred somewhere between ¢, m' and c, m: this
will be done using filters (which are the concrete counter-part of abstract filters).

A. Heap decompositions

We are now going to define formally what is the decomposition of a heap between a sub-heap (that will be handled in a
flow-insensitive fashion) and local heaps (that will be handled in a flow-sensitive fashion). To do so we first need several
definitions.

a) Heap: Formally we defined heaps as finite sequences of key-value bindings between a location and a memory
block. We can then state that some location ¢ maps to b by (¢ — b) € H. The active domain of a heap H, denoted by
dom(H), is the finite set of locations having a mapping in H.

For convenience reasons, we would like to see a heap H as a function from the set of locations to memory block: to
do so we use the special symbol L that we introduced for abstract flow-sensitive heap entries. We will see the heap as a
function that maps any location to a memory block or L. Since the heap is a finite sequence of key-value bindings between
a location and a memory block, this function has a finite support. To summarize, if one reads (¢ — b) € H then we know
that £ is in the active domain of H and that it points to the memory block b, whereas H (¢) may be either a memory block,
or the empty block L.

b) Local heap: Intuitively a local heap K is a heap such that for all pp, there is at most one memory block b such
that (pp — b) € K. For technical reasons we will consider a slightly different definition: a local heap is a finite sequence
of key-value bindings from locations to memory block or L such that there is exactly one key-value binding for all pp.
Formally we have:

Definition 9 A heap K is a local heap if and only if it satisfies the following equations:
 Vpp,p, 0" ppp € dom(K) A py, € dom(K) = p=p'
o Vpp.Ip.(ppp — _) € K

Remark 2 Observe that if a heap H and some local heaps (K;)i<y have disjoint domains then we can easily define their
union.

We define the relation H — s G between two heaps (local or not), to holds if the heap H contains an memory block
storing a location to an element of G.

Definition 10 H — ¢ G if and only if there exists (_+— b) € H such that one of the following cases holds:
o b={lc;(fi = vi)*|} € H and there exists j such that v; € dom(G).
o b={Qc; (fi — v;)*[} € H and there exists j such that v; € dom(G).
o b=7[v*] € H and there exists j such that v; € dom(G).
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Now we can define what the heap decomposition of a heap
together with a static heap is. Intuitively it is a partitioning
of the heap H into a heap G and a finite set of local heaps
(K)i<n such we have no locations going from G to any K,
or from K; to K; for any ¢ # j (we allow locations from K;
to K; or to GG, and locations from G to itself). Formally:

Definition 11 (G, (K;)i<») is a heap decomposition of H - S
if and only if:
« H= GUUignKi
o Vi.dom(G) Ndom(K;) =0
o Vi # j.dom(K;)Ndom(K;) =0 L )
o Vi.GUS Fref K and Vj # 1. K; s Kj Example: a local heap decomposition with three local
heaps.

B. Filter history

We are now going to define formally what the history of a configuration is. As we mentioned earlier, this is used to
determine which locations were lifted, and when (in a given call-stack). It turns out that this definition is quite technical,
because we need to make sure that the history of a configuration respected some properties: no locations should have been
lifted twice, and a location to an object cannot appear in a local state that is situated in the call-stack before the local state
that allocated this object.

First, we are going to define what a filter is. Filters are going to be used to represent one layer of the history, that is
which locations were lifted between two local states.

Definition 12 A filter |k is a mapping from locations to {0,1} such that for all pp, there exists at most one p such that
lk(ppp) = 1. Besides we define the following function:

Lif Ik (ppp) = 1
Ik LU° 1K = | ppp > ¢ 1 if Ik(ppp) = 1 and ¥pl,,, 1K' (pl,) = 0

0 otherwise

*

Proposition 1 The binary operation 11'°° admits (pp +— 0)* as left and right neuter and is associative.
Remark 3 LI'°C is not commutative.

The history of a call-stack &« = Ly :: --- :: L,, is going to be recorded using a list of filters (ij );» such that for all <,
Ik; records which locations were lifted between L; and L;;. We then define, for all ¢, the function I‘i(Ka7 (ij )j) that,
given a local heap and an history, give us which for all program point pp the location which is handled in a flow-sensitive
fashion in the local state L;.

Definition 13 For all i € NU{+oc}, T%(K,, (Ik);) is the function defined as follows: let Ik = Ik* L°c .. '€ k"1, then
; : Dpp if 1k(ppp) =1 )
T (K,, (Ik);) = [ pp > {7 f (Ppp) / ,
Ppp if Ppp € dom(Ko) A Vp,, k(pp,) =0
A graphical representation of I' on an example can be found in Figure ??.

Proposition 2 (Properties of I') For all (K, (Ik;)1<i<n) we have :
1) Forall i € {TL +1,n+2,... } @] {OO}, Fi(Ka, (lkj)lgjgn) = Fn+1(Ka7 (|kj)1§j§n)
2) Ifn > 2, then fOV all i > 1, FiJrl (Ka, _(lkj)lgjgn) = Fi(Ka, (|k1 uloc |k2) o (lkj)SSan)
3) For all i > 0, ].—‘Z(Ka, (lkj)lgjgn) = PZ+1(KG, (pp — O)* o (lkj)lgjgn)
4) Let K be a local heap such that dom(K,) = dom(K). Then for all j we have:
(Ko, (Ikj)1<j<n) = T (K, (kj)i<j<n)
5) Let |k, be a filter such that V0, |k,({) =1 = £ € dom(K,). Let K/, be a local heap such that :

dom(K.)\ {ppp € dom(K) | 39/, Ika(phy) = 1} € dom(K,)
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PP1 PP2 PP3 PP4 PP5 PPg PP7

ks l17 {18

|k4 £15 él(i

(K, (ki)i<s)

I'?(Ka, (Ik;)i<s5)

Convention: Each line of the table represents one local filter, by having a pointer ¢ in position (lk;, ppj) if and only if there exists p such that £ = ppp
and |k;(¢) = 1. The last line represent the domain of the local heap K.
The pointer framed by red (resp. green) in column pp; is the image of pp; by T'?(Kq (Ik;)i<5) (resp. T*(Kaq, (Iki)i<s)).
TABLE XXXII - -
GRAPHICAL REPRESENTATION OF THE TV (K, (Ik;) i<y ) FUNCTIONS

Then for all © > 2 we have:
I (Ko, (Ikj)1<j<n) = TH (K, (kg U k) 32 (Ikj)a<<n)

We can now define when (K, (Ik/ );) is a filter history of a call-stack «. Equation (??) expresses that a location never
appears before it was allocated: this is done by stating that if, for a given pp, the location pp, being handled in a flow-
sensitive fashion in the local state L; is not the same one than in local state L; (where L; appears before L; in the
call-stack), then no object was stored at location p,, when L; was the top-most element of the call-stack. Therefore pp,
cannot appear in any of the local state L; :: ... L,. Equation (??) expresses the fact that no location was lifted twice, and
that if a location is in the local heap then it was never lifted.

Definition 14 (K, (ij)j) is a filter history of « = Ly :: -+ 2 Ly, if and only if for all 1 < i <1 <n and for all pp we
have:

(K, (IK)3)(pp) # I (K, (Ik7);)(pp) == T*(K, (IK');)(pp) & dom(Ly ... :: Ly) M

Vi, VDpp, ((z =0 A ppp € dom(K)) V 1K' (ppp) = 1) = Vj # 1,1k (ppp) =0 2)

The following (rather technical) lemma gives sufficient conditions to show that (K', (Ik'7);) is a filter history, knowing

that (K, (Ik7);) is a filter history and that (K,, (Ik?);) and (K’ (Ik”7);) coincide everywhere except on the top-most filter
and on the local heap.

Lemma 2 Let (K, (Ik’);) be a filter history of & = Ly = cy. Let o = L} = oy, and (K, (Ik”);) be such that (Ik”); =
k" 22 (Ik7)j=1, and let n be the length of o. If the four following conditions holds:

Vi >1,Ypp, (K, (IK);)(pp) = T*(K’,(Ik”);)(pp) 3)
(dom(K')\dom(K)) Ndom(c;) = 0 4)
(dom(K'"\dom(K))Nn{l |34k () =1} = 0 (5)

{01 =T AIKE(0) # 1K ()}
then (K',(Ik7);) is a filter history of o/’

N

dom(K)\dom(K") (6)

Proof: This proof is done in two steps:
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« First we are going to show that for all 1 <17 < 7 < n we have:
LK, (Ik7);)(pp) # THK', (IK?);)(pp) == TU(K’, (Ik7);)(pp) & dom(a] :: ... :: aly) (7

(

- For 1 < i <1 < n, using Equation (??) we have that T*(K, (I?);)(pp) # T*(K.,(Ik”);)(pp) implies that
T Kq, (IK);)(pp) # TY(Ka, (Ik");)(pp). Since (K,,(Ik?);) is a filter history of L; :: «, this implies that
T (K,, (Ik);)(pp) € dom(ay = ... ap,). Since I > 1, dom(ay :: ... o) = dom(c == ... == al,). Moreover
using Equation (??) again we know that (K, (Ik?);)(pp) = T*(K", (Ik”);)(pp), therefore Equation (??) holds.

—Fori = 1,and 1 < I < n. If TYK', (Ik7);)(pp) = T(K,(Ik’);)(pp) then the same argument works.
If TH(K’, (Ik7);)(pp) # TI(K,(Ik’);)(pp). then since locations are annotated by their allocation point, and
each local heap domain contains at most one location for each allocation point, we have T''(K’, (Ik"7),)(pp) €
(dom(K')\dom(K)). Therefore by applying Equation (??) we get that I''(K’, (Ik”?);)(pp) & dom(a;), which
shows that Equation (??) holds.

« Now we are going to show that:
Vi, ¥ppp, ((1 = 0 A ppp € dom(K")) V1K (ppp) = 1) = Vj # 4, 1K (ppp) = 0

Since we know that (K, (Ik?);) is a filter history, we just need to show it for i = 0 and i = 1.

- i=0. Let £ = pyp € dom(K'). In a first time assume that £ € dom(K). Since (K, (Ik)7); is a filter history we
know that for all j > 2,1k” (¢) = Ik’ (¢) = 0. It remains to show that Ik'*(¢) = Ik*(£) = 0: if Ik"'(¢) = 0 then we
have nothing to prove, and if Ik'* (¢) # 0 then since ¢ € dom(K"), Equation (2?) gives us that Ik (¢) = Ik} (¢) # 0,
which contradicts the fact that (K, (Ik)7); is a filter history.

Now assume that £ ¢ dom(K). Then by Equation (2?) we know that Vj > 2,1k (¢) = Ik/(¢). Besides by
Equation (??) we know that either Ik (¢) = 0, in which case we have nothing to prove, or that k™ (¢) = k' (¢) = 1,
which contradict Equation (??).

— i = 1. Let £ = ppp, be such that Ik (¢) = 1. If Ik (¢) = Ik'(¢) then since (K, (Ik)7); is a filter history we know
that for all j > 2,1k" (¢) = Ik’ (¢) = 0. If K" (¢) # Ik'(¢) then by Equation (2?) we know that ¢ € dom(K) and
we conclude again by using the fact that (K, (Ik)7); is a filter history.

|

C. Configuration Decomposition

The heap decomposition notion is relative to a heap, and the filter history notion is relative to a call-stack. We then link
these two notions into the local configuration decomposition notion, that is relative to a local configuration.

Definition 15 (G, (K;);, K, (ij)j) is a local configuration decomposition of X =0 -a -mw-~-H - S if and only if:
o G,(K;); is a heap decomposition of H - S and K € (K;);
o dom(a) C dom(G) U dom(K)
o (K, (Ik);) is a filter history of a
e ViemIpn,(pr—1i) €G
o« Ve, ledom(G)
e { € dom(G)

Finally we use the local configuration decomposition notion to define what is a configuration decomposition.

Definition 16 Ler Q = ¢y = -+ == ¢, and Z = oy == -+ = . Then (G, (K;, (k") )icnim) is a configuration
decomposition of Q- = - H - S if and only if:
e G,(K,;); is a heap decomposition of H - S.
o forall i <, if ¢; € {{,s,m,7,0),({{,s,m,7,a)} then (G, (K;);, Ki,(1k"?);) is a heap decomposition history of
{-a-m-~-H-S with local heap K;.
e foralln+1<i<m+n, ifp, = ({,¥ 7,7, a) then (G, (K;);, K;, (Iki’j)j) is a heap decomposition history of
C-o-m-~-H-S with local heap K;.

D. Well-Formedness

First we are going to make some assumptions on the program P, which are guaranteed by the Java type system: we
assume that the exception table built by the compiler only contain entries for exception class, and that the compiler guarantee
type soundness for the thread and exception rules.
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Assumption 1 (Exception Table Correction) If Excptlable(c,m, pc,c’) is defined (i.e is equal to some pc’ or to 1)
then ¢’ < Throwable.

Assumption 2 (Type Soundness Guarrantee)
o If X, throwr. | &' and H(Z[r.]) = {|c/; (f — v)*[} then ¢ < Throwable.
o If X, st || X/ where st € {start-thread 1y, interrupt 1y, join r¢} and H(X[ri]) = {5 (f — v)*|} then
¢ < Thread.

We are going to need some well-formedness properties in the proof, that are preserved by the local configuration and
configuration reductions.

Definition 17 A local configuration ¥ =€ -a -7 -~v- H - S is well-formed if and only if, whenever oo = Ly :: ... :: L, or
a = AbNormal(Ly ::...:: Ly), we have:
e For all i, L; = waiting(_,_) implies that i = 1 and o = AbNormal(Ly ::...:: Ly).

o If Ly = waiting({,,_) then Ly = (c,m, pc- _- st* - _) with st,. = wait r; and {, = X[r;].

o Forall i <m, if L; = (¢,m,pc-v* - st* - R) and R(r) = { then { € dom(H).

o Forall b €, if Ht) ={;_|} then ¢ < Thread.

e Either n € {0,1}, or n > 2 and for each i € [2,n], either of the following conditions hold true:

- L, ={(,m',pc" -v"* - st" - R') and Li_1 = (c,m, pc - _- st* - R) with st,. = invoke ro m' ri,...,r,
lookup(type 7 (R(r,)),m’) = (¢, st’*), sign(c’,m’') =11,..., ™ L% 7 and v = (R(ry))k=n

- Li=(,m' pc -v"* - st™ - R') and L;_y = (¢c,m,pc-_- st* - R) with stp. = sinvoke ¢ m/ ri,...,ry,
lookup(c',m') = (¢, st’™), sign(c',m’) =71,..., ™ L6 7 and v'* = (R(ry))Fsn.

Lemma 3 (Preserving Local Well-formation) If X is well-formed and ¥ ~~* ¥/, then ¥/ is well-formed.
Proof: By induction on the length of the reduction sequence and a case analysis on the last rule applied. [ ]

Definition 18 A heap H is well-typed if and only if, whenever H({) = {lc; (f; v v;)*<"|}, for all i € [1,n] we have
type g (v;) < 7, where T; is the declared type of field f; for an object of type ¢ according to the underlying program.

Assumption 3 (Java Type Soundness)
Ift-a-m-y-H-S~0-o -7~ -H -5, then for any value v we have type, (v) < typey(v). Moreover, if H is
well-typed, then also H' is well-typed.
Definition 19 A configuration ¥ = Q - = - H - S is well-formed if and only if:
o whenever Q@ = Qg :: ¢ = Qq with ¢ € {({,s,m,7,a),({,s,7,v,a)}, we have
- H) = {lc; (f = v)*[} for some activity class ¢ and { = p. for some pointer p
-Y={-a-w-v-H-S is a well-formed local configuration
o whenever ({,0',w,v,a)) € =, we have

— H() = {c; (f = v)*[} for some activity class ¢ and £ = p. for some pointer p
- H) ={c;(f' = v")*|} for some thread class ¢
-Y={-a-w-v-H-S is a well-formed local configuration

e H is a well-typed heap.
Lemma 4 (Preserving Well-formation) If U is well-formed and V =* V', then V' is well-formed.

Proof: By induction on the length of the reduction sequence and a case analysis on the last rule applied, using
Lemma ?? and Assumption ?? to deal with case (A-ACTIVE). [ ]
From now on, we tacitly focus only on well-formed configurations. All the formal results only apply to them: notice that
well-formed configurations always reduce to well-formed configurations by Lemma ??.

E. Representation Functions

From now on, we will consider only ground abstract values, and we will identify these values with their evaluation in
the abstract domain D.

We are now ready to define the representation functions that we will use in the proof. A representation function is a
(possibly parametrized) function that takes as input a concrete value and returns an abstraction of this value. The final
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goal of this section is to define the representation function S¢,(¥) that takes as input a configuration ¥ and returns a set
of sets of abstract facts, where each set of abstract facts X in S¢,(¥) is an abstraction of ¥ for a given configuration
decomposition.

1) Basic Representation Functions: First we presuppose the existence of a representation function [3p,;,, which associates
to each primitive value prim a corresponding abstract value { W} We then define the following representation function,
that abstracts a filter |k into an abstract filter k, where the k is the abstract filters that maps a program point pp to 1 iff
there exists a locations ¢ annotated with pp (i.e. £ = ppp) such that Ik(¢) = 1.

Briier(1k) = (pp N {1 if Ippp, Ik(ppp) = 1)

0  otherwise

We then define the flow-sensitive and flow-insensitive location and value representation functions. The flow-sensitive
representation functions are going to be used when the analysis is flow-sensitive (for example one registers), and the
flow-insensitive representation functions are going to be used when the analysis is not flow-sensitive (for example on the
static heap).

flow-sensitive abstraction flow-insensitive abstraction
[ .
2 ; FS(A)  if A=pp Appp = I'*°(Kq, (Ik);)(pP)
B | Brocoa, Ko, (IK);) = PP G . = A
§ Brac(pr (1k7);) {NFS(/\) otherwise Bran(pr)
o e e
3 ; Bprim(v) if v=prim Bprim(v) if v=oprim
= VK, (IK9); ,_ . _
g Brocva(v: Ka, (1)) {/BLM(U, Ko, (IK);) ifv=2¢ Bvai(v) {NFS(BLab(U)) ifv="{

We typically omit brackets around singleton abstract values, and we will write /3, ,,,,(v, K,) instead of the more verbose
Broeva(V, Ka, €) when the filter list is empty.

Remark 4 Recall that by definition, only locations annotated with program points can be abstracted as flow-sensitive
abstract location. In particular activity object and their intents are always flow-insensitive.

With these representation functions, we can define the flow-sensitive representation function (3, g, for local blocks, and
the flow-insensitive representation function gy for blocks.

e (F= ) i L= {e; (f = 0)"[ and Vi : By (i, Ka) = 0

[_3 (l K ) — {‘@67{)'} if I = {|@C; (f = U)*‘} and 0 = L|7; BLocVal(Uiﬂ Ka)
LocBlkRs e T[] if 1 = 7[v*] and & = U; Bppo(vis Ka)
1 if ] =1
fles(f = 0)} if b= {e; (f = v)*[} and Vi : Bya(vi) = ¥;
BBlk(b) = {‘@C; ’0|} if b= {‘@C; (f — U)*|} and v = LJ; ﬂVal(’Ui)
7[0] if b=7[v*] and 0 = U; Byu(v;)

2) Advanced Representation Functions: We define the representation function f3y,,,(K.) abstracting a local heap into
an abstract flow-sensitive heap as follows:

6LHeap(KU«) = {(pp = ﬁLocBlk (Ka(ppp)’ Kll)) | Ppp € dom(KU«)}

We have three representation functions used to abstract a local state L taken from the call-stack o of a local configuration
Y, where ¢ is the pointer to the activity or thread object and K, (Ik™),, is a filter history of X:
o If a local state L is not the top-most local state in its call-stack then we use SBf,;,, (L, no, ¢, Ka, (Ik"),) where ng is
the position is the call-stack and ¢’ is the class of the object that L invoked a method upon.

ﬂfvtlnv«pp : U* : St* : R>,TL0, Clv Ka7 (lkn)n) = {an;CJ/p((j‘tvﬂ*)v f}*a ]%) | l% = 6Filter(|kn0)
/\Vj : fl‘j = BLocVal(uj? K, (Ikn)nﬁno) A 5‘75 = BVal(g) AVEk by = BLocVal(R(rk)v K, (lkn)n<no)}
o If L is the top-most local state, and « is not abnormal, then we use Bfﬂ(L, K, (IK")p).
B ((pp - u* - st* - R), Kq, (IK"),) = {LStatepp((Xt,a*);@*; hik) | k = Briner(IY)

/\V] : ﬁ’j = ﬁLocVal(ujv Ko, (Ikn)nﬁl) A j‘t = BVG!(E) Nk : O = ﬁLocVal(R(rk)v Kav (Ikn)n<1) A iL = 5LHeap(Ka)}
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o If L is the top-most local state, and « is abnormal, then we use 35, ,((pp - u* - st* - R), K, (Ik"),).

Bira(pp - u” - st R), Koy (")) = { AStatenp (Ao, )5 0" s ) | e = Braer (K')
/\Vj : ﬁ‘j = ﬁLocVal(uj’ K, (Ikn)nfl) A j‘t = ﬂVal(é) AVE 0 = ﬁLocVal(R(rk’)’ K, (Ikn)n<1) A B = BLHeap(Ka)}

Using these, we can define how the call-stack « is abstracted. For all ¢ < n, let L; = (¢;, m;, pc; -
a=1Ly:---:: L, and n > 1 then:

Béu(waiting(_, ) = a, Kq, (IK"),,)

L) I

ﬁéau(OhKa» (lkn)n)
= ﬁfst(Llﬂ Kl“ (Ikn)’ﬂ) U U ﬁfstlnv(Liv ia Ci—1, Ka7 (Ikn)n>

i€[2,n]
Béa,,(AbNormal(a),Km(lk")n) = ﬁﬁLst(LhKa?(lkn)n) U U 5I€st1nv(Li’i70i717Kav(lkn>ﬂ)
i€[2,n]
Bean(e, Ka, (")) = Bea(AbNormal(e), Ko, (IK"),) = 0
We can now define the following representation functions:
Bap(H) = {HOB) [ H(E) = b AN = Buap(£) Ab = Bu(b) A £ € dom(G) }
BStat(S) = {S(Cv fvf)) | S = S/a C'f = UAD = ﬂVal(U)}
Bhucdl®) = {1c(B) | e = Bran(®) A =m0 5105 m Ab = Bu(i) |
B () = {TOB) v =705 €59 AN = Bua(O) A (£ b) € G A b= Bru(h)}
Bgm(<gasaﬂ-afy7a>7Kaa(lkj>j) = BFrm(<‘€7S77T77aa>aKaa(lkj)j)

= ﬂFrm(«gv gla ™, a»v Ko, (Ik])])
= B(éﬁ’all(a7 Ka7 (Ik] )]) U 6£’act(ﬂ—) U ﬂghr(’}/)

Let Q=1 ... ¢, and Z = 1bp i ... :: by, We then define the representation function S, abstracting the activity
stack and the thread pool as follows:

Bk (L E, (Ko, (k)00 = | | Biules Ky (k) | Ul | B, Kng, (k"))

i€[1,n] le[1,m]

The representation function [z, abstracts a local configuration X into a set of sets of abstract facts, one for each local
configuration decomposition of X:

ﬁLcnf(g TQe Ty H - S) = {ﬁéall(a7 Ko, (lkJ)J) U 51{;@[(,”) U thr(,y) U ﬂ]—cl;eap(H) U BStat(S)

| (G, (K:)i, Ka, (Ik);) is a local configuration decomposition of £ - o - -~ - H - S}

The representation function B¢,y abstracts a configuration W into a set of sets of abstract facts, one for each configuration
decomposition of W:

Ben(Q - Z - H - ) = { BG(, (K, (K7)):) U By (H) U Bsia(5)
| (G, (K, (Ik"7););) is a configuration decomposition of Q- = - H - S}

Remark 5 The predicates Invg;((j\t,ﬁ*);f)*; l%) are used to abstract local states of function which have invoked some
other method and are waiting for it to return. There are two differences with LStatepp((S\t,ﬁ*);O*; h; k): the first one is
that we drop the local heap, which is no longer needed since it will be replaced by the callee’s local heap when it will
return. The second difference is that we have extra information about the class ¢ implementing the invoked method.

Also observe that this invoke predicate does not appear in any rules, and that it is only used in the proof. Therefore it
can be ignored in an implementation.
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F. Pre-Orders

We will now define several pre-orders and relations used to compare abstract elements. Some abstract syntactic domains,
such as abstract values and abstract memory blocks, have two different pre-orders used to compare them, that we distinguish
by decorating one with a nfs superscript. The pre-order with the nfs superscript is a flow-insensitive pre-order.

1) Abstract Values Pre-Orders: We define the pre-order C;,. on abstract location by:

A= NFS(pp) A N = FS(pp)
ACroe N iff { XA =FS(pp) A N = NFS(pp)
A=N
Based on this, we define the pre-order E”fs on abstract values to the reflexive and transitive closure of T U ;.. We

then build the pre-orders E”fs and Cg,, on sequences of abstract values by having 4* I:”fs 0" (resp. 4% Cgeq ©*) iff 4* and

©0* have the same length and Vz ti; ©" 9; (resp. Vi : @; C ;). We then define a pre- order ngli on abstract memory blocks

as follows:

. ifB_{| (f = @)"[} and b = {c; (f — ©)*[} and @* T o*, then b CHe ¥/

o if b= {|Qc¢;af} and &' = {Qc; 8]} and @ C™ o, then b Eg‘ﬁ b

o if b=7[a] and &' = 7[0] and @ C™® &, then b T b/

We also define the pre-order Ty on abstract memory blocks, which is the the flow-sensitive counterpart of ngli

o if b= {c;(f > 0)* I} and o = {le; (f = 0)*]} and @* Cgpq 0%, then b T O/

o if b={Qc;af} and b’ = {|Qc; 0]} and @ C o, then b Cpy b’

o if b=7[d] and &' = 7[0] and @ C 0, then b Cpy b’

Finally we define the relation C gy, on abstract filters to be the equality order. Next, we state some simple properties
satisfied by these pre-orders.

Proposition 3 ngﬁ is coarser than Cgy, and T is coarser than C.

Proposition 4 If 4 # | and 4« E 0 and 4 E W then o Mw # L
Proof: Since (ﬁ, C,U,m,T,1) is a lattice we know that & C ¢ M w. Moreover @ # L, therefore 0 M@ # L. [ ]
Proposition 5 For any abstract memory blocks l; v, for any abstract values u,v and for any field [ we have
bEISH ANGE™ o = bf — 0] CH U [f — 0]
bl 0 ANGC D = b[f — @] Cap b'[f — 0]

2) Facts Pre-Orders: For all register r,, class ¢/, abstract heap h and sequence of abstract values v* we define the
formula:

Call? e (0% 1) = Fp0', ', ((NFS(pp') Z i AH(PP' {15 _[}) € A) v (FS(pp) £ 3 A B(pp') = {1 _I}) )
N <d"ANd e l@(m’)

Intuitively this states that element o of the abstract registers v* over-approximates an abstract location to an abstract object
{I¢/; _[} in h or A, such abstract virtual dispatch resolution on ¢/, m’ return ¢’. We are now ready to define more complex
relation between abstract facts, using the pre-orders defined in the previous subsection. Let A, A’ be two finite sets of
facts. We define the relations Cp, T4 and E,m/ as follows:

o LStateqn pe (AL, @%,;,); 0% hs k) Eg LStateq m pe (A2, 0%,,); 0% I/s K iff
- )‘tl = A} and Uean Eseq Van
- 1:14* ESeq 'q
-k EF[{ter K R
Vpp, h(pp) # L = h(pp) Cau ' (pp)
o AStatec , pe (AL, 0%,;,); @ s k) Ea AStatee m pel

call (
LStates . pe((AL, @,p): @5 hy k) T LStates p pe (A2, 950): 0% 13 )

° Invcmpc((/\%’ A:all) (O k) Inv LStateCm pC(()‘gv call) 0% h/ k/) iff:

1 _
- >‘t = >‘t and 4z, Cseq U2y

call

A7, 0 ); 0% B EE
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- a* ESe'q
- k C Filter k R
- lookup(c,m) = (_, st*), stp. = invoke 7, m’ _ and Callr erme (075 R)
Finally, we define the pre-order <: by having A <: A’ (where A, A’ are two finite sets of facts) if and only if:
o VLStateq m pe((AL, %,,,); 0% hs k) € A, LStateq m pe (A2, 0%,,); 0% W5 K) € A sit.

LStatec,m pC(()‘}vazall) 0" s k) Cr LStatec m pC(()‘?» o) 073 15 K
o VAState, ., pe((AL, @7,;,); 0% hi k) € A, FAState. , pe (A2, 0%,); 0% B3 K) € A/ sit.

AStatec,m pe(Ars @ian); @ s k) Ca AStatecm pe (A7, 800); 075 5 )
o VIV, (AL i) 075 k) € A, 3LStatew mpe (A2, 07,,); 0% 15 ) € AL sit.

12 ~

Invc m,pc(()‘%’ A:all) k) Im LStateC m pC(()\?’ A:all) ; h‘/; ]%/)

H(AB) € A, FHAB) € A” such that b CJ8 Y
S(c, f,0) € A, 3S(c, f,0) € A’ such that 4 " 9
le(

(

b) € A, (V) € A’ such that b e b
A b) € A, IT(\ W) € A’ such that b Chfs

v
v
v
vT

G. Preliminary Lemmas
1) Pre-orders:

Lemma 5 For all set of facts A and A/, if A C A’ then

Call2 (0% h) = Call . (6% h)

!
C2' s coarser than T2

As a direct corollary, Ty,

=Inv*

Lemma 6 If A C A/, and A’ <: A" then A <: A”.
Lemma 7 If A <: As and A3 <: Ay, then Ay U A3 <: Ag UAy.
Lemma 8 If A <: A" and A" <: A", then A <: A

Proof All cases are Very easy, except for the following one:
Let InvE o (Ae,2,0); 071 k) € A, LState o (N, 000); 0% W5 ) € AV, LStaten e (V. il ): 075 1 1) €
A”. Assume that:

" ~ ~ ~ A~

Invg,m,pc((Atv azall) k) lnv LStateC m pc(( ;7 agzll); f/*; h/; 'l;/) Cr LStateCm@,pC(( Agv ﬂ/c/;ll) 0" h” k//)

We want to prove that:

"

lnvcm,pc(()‘t’ call) 0 k) lnv LStatecmPC(<A{€/’alc/;ll);@N*;ﬁ//;]%/l)

To this end we need to prove that the following four conditions holds:

W Ul Eseq Ve - follows directly from transitivity of Cg,,

o U* Cgp 0" follows directly from transitivity of Cg,,
o k Criper k" : follows directly from transitivity of C g,
o lookup(c,m) = (_, st*), stpc = invoke r, m’ _ and Call; ”c (0" h):
The fact that lookup(c, m) (_, st*), stpe = invoke 7, m’ _is easy. It remains to check that Call2 .

First we know that CaIIT e mr (075 1) holds, therefore there exist pp’ and ¢’ such that:

o, m/’ (

A B

((NFs(pp") S, AR {15 I} € A') v (FS(pp') S, A I (p') = {\c';_|}) YA < N € lookup(m)

— Assume that A holds: we have H(pp’,{|c/;_[}) € A’ and NFS(pp’) C ©.. . Then since A’ <: A” we know that
F

there exists H(pp {c;_I}) € A”. Moreover since 0" Cg,, 0""* and N ( ) C o, we know that NFS(pp’) C ;" .
Therefore Call% . B} holds.

To,c m’(
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— Assume that B holds: we have FS(pp’) C 9, and W (pp') = {¢;_|}. First, since 9" Cg,, 9"* and FS(pp’) C ).
we know that FS(pp’) C v,/ . Moreover W(pp') = {c;_|} and W (pp') # L = I (pp’) Cax 2’ (pp’), hence
B (pp') = {|¢; _|}. Therefore CaIITAD':C,,7m, (9"*; h"") holds.
|
2) Representation Function:

Proposition 6 For all filter history K, (Ik?); we have:

o For any block b’ BLocBlk(b7 K) Eg;ﬁ ﬁBlk(b) and BBlk(b) Eg?]ﬁ BLocBlk(b7 K) i
o For any value v, f,.,(v, K, (Ik?);) £ Byu(v) and Byu(v) E™ B, vu(v, K, (IK7);).

Proof: This is following from the fact that the pre-orders ngli and C"™ ignore the flow-sensitive and flow-insensitive
annotations of the abstract labels. [ ]

Assumption 4 (Soundness of the Abstract Operations) ©,® and & are monotonous operators, and soundly over-
approximate the concrete operators &, and @: for all local heap K, we have:

o u© v implies that .y, (u, K) © By (v, K)

® 5L()CV0[(®’U7 K) - QBLocVaI(’U7 K) R

° BLocVal(u D v, K) - 5LocVal(u7 K) ® ﬁLocVa[(v? K)

This carry over to all the representation functions 3 ,.y,,(+, K, (Iki)i) (with order C) and fByy(-) (with order C="S):

Proposition 7 For all concrete values u and v, and for all filter history K, (Iki)i we have:
o u© v implies that BL(,cVaAZ(u, K, (Iki)i) © Broeva (v K, (Iki)i) andAthat Bra(w) © By (v)
* BL()cVal(Q’U? K, (lkz)l) C GﬂLocVal(v’ K7 (lkl)l) afld 6Val(®v) Enfs _@BVal(U) R
* BLocVal(u D, K> (lkz)l) C ﬁLocVal(“" K7 (lkz)l) D BLocVal(U7 K7 (lkz)l) and ﬁVal(U 2] U) Enfs ﬁVal(u) @ BVal(U)

Proof: Observe that for all filter history K, (Iki)i, we have that for all concrete value u:

Broevar (s K (K)5) = Brocvar (s (PP = T (Ko, (K);)(p0)) )

This together with Assumption ?? shows the first point of each item bullet.

The second point of each item bullet follows from the fact that if E”fs is coarser than C, and the monotonicity of the
abstract operators. We are going to detail the proof of the second item bullet (the other cases work exactly in the same
way). Let K be an arbitrary local heap:

ﬂLocVal(®v7 K) E C:>BL()CVal(v3 K) by Assumption ??
Broevar(OV, K) E" OB, (v, K) by Proposition ??
ﬁVGI(QU) Enfs BLocVal(®U7 K) Enfs é)/BLOCVal(v’ K) by PI'OpOSitiOI’l ??

By Proposition 2? we know that 3, ,,y,,(v, K) C™ By (v), therefore by monotonicity of & we get that ©f, .y, (v, K) C™®
®PByar(v). This concludes the & case by showing that:

ﬂVﬂl(Qv) Enfs B&)cVal(®U7 K) Enfs éﬂ&;ngl(”» K) Enfs éﬂthl(v)

Assumption 5 (Overriding) If lookup(c, m) = (¢, st*), then ¢ < ¢.
In the next results, let A - A’ whenever A - f for each f € A’.

Proposition 8 [I is an exact abstraction of U"°C: for all filters \k* and \k* we have Bpﬂte,(lkl Lyloc |k2) = Bpiher(lkl) 0
BFiller(le)-

Proposition 9 For all abstract filter k, for all abstract values 1 and v we have:
o if W C O then lift(i; k) Clift(d; k).
o if 1 Croc 0 then lift(i; k) Cpoe lift(0; k).
o if W™ 0 then lift(a; k) T lift(0; k).
e for all abstract heap h and I, if Vpp, iAL(pp) Cai ﬁ’(pp) then:

Vpp, hlift(h; k) (pp) Cau hlift(h'; k) (pp)
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Proof: The first point is an assumption made on the lift(-;-) function, and the second point is trivial. Observe that for
all 4,0, if 4 Cp,e © then lift(a; lAc) Croc lift(0; l%) Since C" is the transitive and reflexive closure of C and Cj,., this third
point is a direct consequence of the first and second points. The fourth point is an easy consequence of hlift(-; -) definition
and of the first point. [ ]

Proposition 10 @ C" ¢ implies that lift(a; 1%) C lift(o; 1%).
Proof- By definition of C™, we know that there exists (0i)i<n, (0})i<n such that:
U= ’01 ELoc ’0/1 C @2 ELOC @é .- -6%71 [ ’{}n ELOC 6;1 =7

By Proposition ??.2, we know that for all ¢ < n, 0; Cp, 0, implies that lift(0;; 1*) Cp,. lift(0}; 1*). Moreover lift(d;; 1) Cp,.
lift(0}; 1*) implies that there exists A such that lift(d;;1*) = NFS(A) and lift(¢}; 1*) = NFS(A). Therefore lift(;;1*) C
lift(9}; 1*). By Proposition ??.1, for all i < n, 0; C 0,41 implies that lift(d}; 1*) C lift(0;41; 1*), hence we have:

lift(; 1) = lift(D1; 1%) T life(d7; 1) T lift(do; 17) . . . 1ift (9,5 17) T life (0], 1%) = lift(d; 1)
Which concludes this proof. n
Proposition 11 If for some i we have :
DU((IK7) 5, Ka) = TR (1K), KG) and TH((K7) 5, K o) = T ((1KY) 5, )
then for all local state L and class ¢’ we have:
Blom(Ly 1, Kay (K")n) = Bom(Lyi+ k¢! Kq, (IK™))

Proposition 12 Let ¥ = (-« -7 v - H - S and let X[rhs] = ¢, then for any X € Br,(%) with local configuration
decomposition (G, (K;);, K, (Ik?);), v € dom(H) implies that v € dom(K).

Proof: By a case analysis on the structure of rhs, and using the fact that we have a local configuration decomposition.
|

)i, K, (Ik));) and (G', (K});, K, (IK7);) be two local configuration decomposition of Q; such
\k'/. Then we have:

ﬂFrm(Qia K, (Ik/j)j) = ﬁFrm(in K, (lkj)])

Proposition 13 Ler (G, (K;
that K = K’ and Vj, IkJ =

3) Technical lemmas:

Lemma 9 (Right-hand Sides) Let ¥ = ¢ « ’y H - S with a = (pp-u*-st* - R) :: a, let X[rhs] = v, X € Brey(X)
with local configuration decomposition (G, ( i, K, (IK)), let A > X.
Let LState, , pe (A}, @*); 0™ R k') € A be such that :
Br.((e,;m, pe-u* - st* - R), K, (Ik7);) Cg LStatec ,m pe (Ny, @' ); 05 1’3 B)

Then there exists ¥ such that By .y, (v, K) C 0 and AU ((rhs»pp F RHS,, (0).

Moreover if rhs is a register r; then we can take O = ..

Proof: By a case analysis on the structure of rhs. We are going to detail the object field look-up case, which is the
more complicated one. Let LState. ,,, pe((A¢, @*); 0*; h; k) be such that:
Bla({e,m, pe-u* - st* - R), K, (Ik);) = LStatecm.pe((Ae, @*); 0% hs k) ®)

Let X[r;] = £ = px. Since G, (K;); is a heap decomposition of H we know that £ € dom(G) or £ € |, dom(K;).
Moreover by Proposition 2?2, ¢ € |J, dom(K;) implies that ¢ € dom(K ). Therefore we are in one of the two following
cases:

o { € dom(G): from Equation ?? we get that 0; = 8, ,.y,,(¢, K) = NFS(X). Moreover since:
Bra({e,m, pe - u* - st* - R), K, (Ik7);) Cg LState m pe (N, 0/); 0" B/, k')

we know that NFS(X\) = ¢; C ©}. We know that there exists o such that o = H(¢) = {¢; (f; — u;)*, f — v[}. Since
A > X, there exists H(\, {|c; (fi = @;)*, f + ©4[}) € A such that By, (v) C" o;. Let 0 = lift(iy; 1*), then we have
AU {(rhs)),p F RHS,,(0) by applying the rule:

LState, pc(()\’ o), 0" hk ) ANFS(A) C o AHOX, {e; (fi = @)™, f— 07}) = RHSy(lift(d5;1%))
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which is in ((r;.f))pp. It remains to check that 5;,.,,(v, K) C 0: if v is a primitive value then this is trivial. The

value v is stored in a field of an object referenced to by ¢, which is a flow-insensitive location and cannot contain

flow-sensitive locations. Therefore v cannot be a flow-sensitive location. If v is a flow-insensitive location p, then

Brocva(vs K) = NFS(\), and Byu(v) = NFS()X'). Moreover by Proposition 22 we know that Sy, (v) C™ i, implies

that lift(Bya(v); 1%) "™ lift (95 1%). Since lift(Byu(v); 1%) = NFS(N) = Bppeu(vs K), we proved that 3, (v, K)Co.
e { € dom(K): from Equation ?? we get that O; = 3,,.,,,(¢, K) = FS(A). Moreover since:

LState, i, pe (Ae, @*); 03 hi k) Tg LState, . pe (Ay, @); 075 1K) ©)

we know that FS(\) = 9; C 9;. We know that there exists o such that o = H(¢) = {¢; (f; — u;)*, f — v},
definition of (34, we get that RN = {le; (fi = )", f > 0]} where B,y (v, K)o . Moreover from Equation ??
and the fact that i(\) # L we get that A(\) Cgy h/(\), which in turns implies that &’ (\) = {¢; (f; — @/)*, f — 0% [}
where 0y C 9. By transitivity of T we have 3,,.y,(v, K) C 9

It just remains to show that A U {(rhs)),, F RHS,,(9;) by applying the following rule, which is in ({r;. f)),p:

LStatec ym pe (N, @); 05 13 k') AFS(N) E 04 AR/ () = {e; (fi = af)*, f > 0} == RHSpp(0})

Lemma 10 (Reachability) For any abstract value @ and abstract heap h, there exists an abstract filter ko such that

F Reach(4; bk o) and ko is the indicator function of the set of reachable elements starting from @ in the points-to graph
of h.

Proof:

We define Reach’, and Reach? as follows:

o Reachy = Ugs(n)cp Rleachy,

e Reach§ = {\}

e Reachit! = Reachy U\J; Reach? if h(\) = {le; (f; = 0:)il}

o Reach}™' = Reach} U Reach? if h( ) = 7[0]

o Reach?™' = Reach} U Reach? if h(\) = {ar; o]}
For all A (resp. 0), (Reach®),>o (resp. (Reach?),>0) is an non-decreasing sequence, and the set Reachy (resp. Reach;)
of reachable elements starting from A (resp. 9) in the points-to graph of & is Reachy = |J,,~, Reachy (resp. Reach; =
U,,>¢ Reach?). Moreover since h is finite, this limit is reached in a finite number of steps. Therefore there exists N such
that Reachy = J,,« y Reach? and Reach; = J,, 5y Reach?.

We define I} to be the indicator function of Reach}, and I to be the indicator function of Reach?. We will see
I} and I? as abstract filters. It is easy to show by induction over n that for all n > 0, for all A and for all & we have
F Reach(FS(A); 2; I)) and + Reach(%; h 1) (observe that the second point uses the fact that there is a finite number of

yin

A). Therefore we have F Reach(i; h; It @), where I% is the indicator function of Reach? = Reach. ]

Lemma 11 (Abstract Value Lifting) Let K and K’ be two local heaps, u be a concrete value and S be a set of locations
such that dom(K")\dom(K) =S and u ¢ S.

Let & = B yu(u, K), ke = {(px — 1) | px € dom(K) A 3p\, € S} and ko = Briter(ka). Then we have:
ﬂLucVul(”? K/) = llft(’[)7 iﬂa)

Proof: If u is a primitive value then this is trivial. Assume u = £ = p,, then one of the following cases holds:
o ¢ € dom(K') Ndom(K). Then we have:

ﬁLoc(pA’K/> = FS()‘) = BLoc(p>wK)

Moreover since S C dom(K'), we know that { ¢ S. Assume that there exists a location p) € S, then since
dom(K')\dom(K) = S we know that p| € dom(K"). Since p) € dom(K') and p # p’, this implies that dom(K")
contains two locations with the same allocation point, which contradicts the fact that K’ is a local heap. Therefore
there exists no p’ such that p} € dom(K'), which in turn implies that implies that k,()\) = 0. Hence lift(t; ko) =
lift(FS(A); ko) = FS(A), which concludes this case.

o £ € dom(K")\dom(K). Then since dom(K')\dom(K) =S we have £ € S. Besides by hypothesis £ ¢ S. Absurd.
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e ¢ € dom(K)\dom(K'). Therefore py ¢ dom(K’), and since K’ is a local heap there exists p’ # p such that
ph € dom(K'). Moreover since K is a local heap we have p ¢ dom(K). Therefore p) € S, which implies that
kq.(A\) = 1. By consequence we have:

Broe(px, K') = NFS(A) = lift(FS(\); ko) = lift(BLy.(prs K'); ka) = lift(0; k)

o { & dom(K')Udom(K). Then we trivially have:
Broe(pr, K') = NFS(A) = lift(NFS(N); ko) = lift(BL,. (D, K); ka) = lift(; kq)
[ |

Lemma 12 (Abstract Local State Lifting) Let ® = (-a-m-y-H-S with a = (pp-u*-st*-R) :: a. Let (G, (K;)i, K, (Ik?);)
be a local configuration decomposition of X, and assume that:

Bf};((c,m,pc cutestt - RY, K, (IKY),) = LStatewn,pc((S\t, a*); 0% iz; /2;)

Let K’ be a local heap, and S a set of locations such that:
o dom(K')\dom(K) =S
o Vpy €S, K,(p)\) = 1 and Vp) ¢ S, K/(pk) = K(p)\)
o S is fresh in ¥
Let kg = {(px — 1) | px € dom(K) A3\ € S} and ko = Brier(Ika ). Then we have:
1) Bin((e,m, pe+1-u*-st* R), K, (IkgUglk") =2 (IK") 1)) = LState m pett (N, @); lift(%; ko ); hlift(h; kq); ko k)
2) for all register rg, concrete value w, locations py/ and memory block b we have:
5{;}(<c,m,pc +1-u"-st* - Rlrqg — w]), K'[py — b], (Ikq Lf kY i (1K) ps1))
= LStateq m pet1 (A, @) ift(0%; ko) [d = Broeva(w, K)]; hlift(h; ko) [N — Broesu (b K')]; ka U k)

Proof: We are only going to prove 1), as 2) is a rather simple extension of 1). We want to show the four following
points:
o We know that dom(K')\S C dom(K). Moreover by definition of |k, we know that S = {py | 3p}, lka(p}) = 1}.
Moreover for all £, Ik(¢) = 1 implies that £ € dom(K'). Hence by Proposition ??.5 we have:

(K, (Ik;)j>1) = T2(K', (kg U'°C 1KY 2 (Ik7)j>2)

It is then easy to check that for all I < |u*|, we have B,y (i, K', (kg Up 1kM)) = By (i, K, k') = .

o Let rj; be a register of R. Since S is fresh in X, we know that R(r) € S, therefore by Lemma ?? we get that
ﬂLocVul(R(rk)’ K,) = llft(ﬁkv ka)' R

o Let pp be an allocation point. We want to show that there exists p,, € dom(K’) such that hlift(h; k,)(pp) =
Broeni (K (Ppp), K')). Since K’ is a local heap, we know that there exists £ = p,, € dom(K’). One of the two
following cases holds:
- (€ S. By hypothesis, we know that K’(¢) = L. Moreover by definition of k, we know that k,(pp) = 1, therefore

we have:

Brocik (K/(K)a K/) = Brocsi (L, K/) =1l= h“ft(;l; ]%a)(PP)

— ¢ & S. Then by hypothesis we know that K'(¢) = K (¢). Assume that K (¢) = {|c; (f; = u;)i<n|} (the array and
intent cases are similar). Then we have:

BLocBlk (K/(€)7 K/) = {‘C; (fl = BLocVal(ui’ K/))ZSTLB

Since S is fresh in ¥ we know that foE all i < n, u; ¢ S. Therefore by Lemma ??, forA all ¢
Broevar(Wis K'))i<n = ft(BLoeym (Wi, K); kq). Moreover since £ € dom(K’)\S, we know that k()
)

{‘C; (fl = BLocVal(ui? K/))lﬁnﬂ = {|C; (fl = lift(BLocVal(ui7 K)’ ]%a))ignl} = hllft(iL7 I;ll ()‘)
o ko Uk = Briver(Ika Us Ikb): this is trivial.

< n, we have
= 0. Therefore:

|
We can now state the local preservation lemma, which shows that our abstraction soundly over-approximates the concrete
reduction ~+* between local reduction.
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Lemma 13 (Local Preservation) If ¥ ~* Y’ under a given program P, then for any X € B, (¥) with local
configuration decomposition (G, (K;)i<n, K, (Ik?);), for any A :> X there exists A" and X' € P, (¥') with local
configuration decomposition (G', (K/)i<n, K', (Ik"7);) such that Vi, K; # K = K; = K/, A" :> X' and (P)UA F A/

The proof is postponed in Section ??2.

H. Serialization

To state and prove the global soundness theorem, we are going to need some lemmas to handle heap serialization.
Basically these lemmas state that if you serialize only memory blocks that are abstracted in a flow-insensitive fashion,
then the serialized versions are still properly over-approximated. The serialization lemmas will be applicable in the global
soundness theorem proof because the concrete semantics use serialization for inter-components communications and because
our analysis always abstract shared memory blocks in a flow-insensitive fashion.

Lemma 14 The following statements hold:

o if Tk serl (v) = (v, H',T") then Bvu(v) = Byu(v")

. lfF F sergk(b) = (b/, H/, ].—V) then BBlk(b) = BBlk(b/)

Proof: If v = prim, then v’ = prim and By, (v) = Bvu(v') = Bprm(prim). If v = py then v’ = p), for some pointer

p’ and By, (v) = NFS(A) = By (v'). The second point is a direct consequence of the first one. [ |

Let image(T) = {¢' | 3¢.({ — ¢') € T'}.
Lemma 15 If image(I") N dom(H) = () then :

o if T+ sertl,(v) = (v/, H',T") then image(T") N dom(H) = 0.

o if T+ serll,(b) = (¥, H',T") then image(I") N dom(H) = (.

Proof: We prove the first two points by mutual induction on the proof derivation:

: by lemma’s hypothesis.
T & sertl,(prim) = (prim, -,T) Y P

(pr—py) €l
I Ser\IZl(pA) - (pl)\v ) F)
px & dom(T) p)\ fresh pointer T, px — ph b serk (H(py)) = (b, H",T") H =H",p\—b
I F seryy(pa) = (b, H',T) '
Pl is fresh and image(I") N dom(H) = 0, therefore image(I',px — p) Ndom(H) = (). Hence by induction we
know that image(I'") N dom(H) = ).
To=T  Vie[l,n]:Ti bt sery(vi) = (u;, H;,T;)  H' =Hy,... . H,
O serfy (I (s =2 00 =") = ([ (i = w) ="} H'. )
We do an induction over i € [0,n] to prove that image(T’;) N dom(H) = (: Ty = I hence by lemma’s hypothesis
image(Ty) Ndom(H) = (. Now assume that image(T;_1) N dom(H) = (), then by outer induction hypothesis we
have image(T;) N dom(H) = 0.
« Block serialization of arrays and intents works exactly like the object case.

: idem.

|
Lemma 16 If image(T') N dom(H) = () then
o if Tt serll,(u) = (u', H',T") then u & dom(H).
o if Tk serll(b) = (V,H',T") then (_+— V') /e H.
Proof: Simple proof by case analysis on the last (or two last) derivation rule(s) applied. [ ]

Lemma 17 Let G, (K;); be a heap decomposition of H. If A :> b’gmp(H) and image(I') Ndom(H) = 0 then:
o if Tk serl,(v) = (v, H',T") and v € dom(G) or v is a primitive value then A :> 6,%%;1/(H’)
o if T'Fserfl (b) = (V, H',T") and there exists { such that ({ — b) € G then A :> BGYH (H')

Heap
Moreover GU H' - (K;); is a heap decomposition of H U H'.

Proof: We prove this by mutual induction on the serialization proof derivation.

: in that case BGo1 (H') =0

Tk seril (prim) = (prim, -, T)
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/
. (p;\{»—> ) € 1:  idem here we have BGi' (H') =0
F7 t SerVal(p/\) = (p)\v ) P)
px & dom(T) p)\ fresh pointer T, px — ph b serk (H(py)) = (b, H",T") H =H"p\—b
T seryg(py) = (5, H', T')
Since py € dom(G) we know that (py — H(py)) € G. Therefore by induction we know that A >: 51%%{” (H").
Observe the following:

BGI (H') = BGedl” (H") U BG (v(pa) + b)

Heap Heap Heap

Therefore to show that A :> 8§17 (H') we just need to show that:

A > ﬁﬁeﬁf (p)\ —b)
= {H(X, B (b))}
{H(\, Bei(H(px)))} by Lemma ??

= Bfp(Pr— H(py)) since py € dom(G)

The last point is implied by the fact that A :> ﬁgmp(H ).
Moreover by induction we know that GU H” - (K;); is a heap decomposition of H U H”. By Lemma ?? we know
that (_ — b) /rer H. Moreover p), is a fresh location, therefore it is easy to check that G U H' - (K;); is a heap

decomposition of H U H’.
To=T  Vie[l,n]:Ty_1Fsertl,(vi) = (wi, H;,Ty) H' =Hy,...,H,
D E sergy({lcs (fi = v) = ) = (s (fi = we) ="}, H',Tn)
By applying repeatedly Lemma ?? we get that for all i € [1,n], image(T;) Ndom(H) = {.
We know that there exists py such that (py — {c/; (f; = v;)"="[})) € G. Since G, (K;); is a heap decomposition,
we know that for all ¢ € [1,n], u; € dom(G) or u; is a primitive value. Therefore by induction we know that for all

iell,n] A:> ﬁggf([il), which implies that :

GuU i 71I‘Ii)
A> U ﬁl?ei[fi ﬁHeap == U Hﬁ

1<i<n 1<i<n

Moreover the induction hypothesis gives us the fact that for all i € [1,n],G U H; - (K;); is a heap decomposition
of H U H;. It is rather simple to check that this implies that G U (U1 <i<n Hi) - (K;); is a heap decomposition of

H (U1§z‘§n Hz)
« Block serialization of arrays and intents works exactly like the object case.

1. Proof of Theorem 1

The global preservation theorem states that our analysis is soundly over-approximating the configuration reduction
relation. To prove it, we need an extra assumption on the values that can be given by the Android system to a callback:

Assumption 6 For all configuration decomposition (G, (K;, (Ik"7););), for all location { pointing to an activity object,
Sor all life-cycle state s, for any arbitrary callback state o5 = { _+ R) :: g, the callback register R contains only
locations in G.

This is because callback arguments are supplied by the system, and are either primitive values, locations pointing to
running Activity objects (which are always global), or locations to Bundle. Bundle are special objects (that we did not
model), which are used to save an activity state in order to be able to restore it after it has been destroyed (for example by
a screen orientation change). To properly handle callbacks, we would need to model these Bundle objects, and to always
abstract them in a flow-insensitive fashion.

Theorem 2 (Global Preservation) If ¥V =* U’ under a given program P, then for any X € Bey(V), for any A :> X
there exists A" and X' € Bey(¥') such that A’ :> X" and (P) UA = A

The proof can be found in Section ??.
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J. Application to Taint Tracking

Lemma 18 (Taint Abstraction Soundness) For all configuration WV = Q-Z- H - S, for all $ = ({,s,7,7,a) € Q or
¢ = (6,0 7, y,a) € B if o = (c,m,pc-u* - st* - R) 2 _ then for all register v, we have that all A € Bcy(V) with
configuration decomposition (G, (K, (Ik"7););) such that K, is ¢’s local heap, for all A’ :> A, there exist two abstract
local state facts LStatec,mypc((S\t, *);0%; h; l%) and LStatec,mypc((S\Q,ﬁ’*);@’*;ﬁ’;l%’) such that:

Brs({e,m, pe - u* - st™ - R), Ky, (IK™);)
= LStatec ;m,pe(( A, 0°);0%; Ry k) cA
Cr  LStateqpe (N, @*); 0™ 0 k) e A
and there exists t such that tainty (R(ry)) 't and :
(P) U A+ Taint(e}, b, 1)
Proof: The first part is easy, the only difficulty lies in proving that there exists ¢ such that tainty (R(r)) Ct# and :
(P) U A+ Taint(e, b, 1)

We let:
t

) t if u = prim
tainty, (u) = . p
public otherwise

For all n we define the following functions:

LY taintl (v;) if u=4¢A H(Y) le; (fi = v)*[}
() — Ut tainty (v;)  if u=4¢A H({) = 7[v*]

taint
v Ut taintl (v;)  if u=€A H(0) = {Qc; (k; — v;)*[}
¢

t if u = prim

We know that taintg (v) = lim,en tainty (v) and that this limit is reached in a finite number of step (since the lattice and
the heap are finite). We then show by induction on n that for all u, for all u C 4, there exists t such that tainty, (u) Cti
and:

(P)U A Taint(a, 7', 1)

Applying the previous result to tainty (R(rg)) conclude this proof. ]
Lemma 19 If for all sinks (c,m) € Sinks, A € Bey(¥):

(P) UA b LState, . pe(_; 9%; h; k) A Taint(0;, , secret)
is unsatisfiable for each i, then P does not leak from .

Proof: We prove the contraposition. Assume that a program P satisfies Definition 2, then there exists a configuration
U’ starting from ¥ where one of the registers rj, in a sink (c, m) contains a secret value. By Theorem 1, for all A € S, /()
there exists A’ € B¢, (V’) and A” :> A’ such that (Pl UAF A”.
Let (G, (K, (Ik"?););) be the configuration decomposition of A’ and K, be the local heap of ¢. By Lemma ?? there
exist two abstract local state facts LState, Wpc((j\t, a*); 0% h; lAc) and LStateC,m,pc((j\;, a*); 0" n' 12:’) such that:

BLft(<C m, pc - u* > ns (lkmj)j)
= LStatec,m,pC((j\t a ) * hy /%) e A
Ck LStateC,mmc((j\ @) 0" b K e A

and there exists # such that tainty: (R(r;)) C' ¢ and :
(P) U A"+ Taint(e}, i, 1)
Since taintg (R(ry)) = secret we know that ¢ = secret. This implies that the following formula is derivable:

(P) UA b LState, mpe (A}, @*); 9™ B k') A Taint(2}, h, secret)
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K. Proof of Lemma ??

Proof:
If ¥ = Y then it suffices to take A’ = A.
We are just going to prove that this is true if ¥ reduces to X’ in one step. The lemma proof is then obtained by a
straightforward induction on the reduction length.
Let X € Brey(X) with local configuration decomposition (G, (K;)i<n, I, (lkj)j). Let A be such that A :> X.
a) Notation Conventions:: When not explicitly mentioned otherwise, we let ¥ = {,.-a-m-y-H-S witha = L1 :: g ,
andlet X' = {,.-o/-7’-y'-H'-S" with o/ = L} :: ofy. We also let Ly = (¢, m, pc-u*-st*-R), and L} = (¢, m’, pc’-u"*-st"*-R').
b) Proof Structure: First we are going to describe each case structure:
1) Define (G', (K!)i<n, K',(Ik?);) and show that it is a local configuration decomposition of ¥', and that Vi, K; #
K = K, =K]
2) Define Dcuir, Dyeaps Dsiar, Dpaer and Dpy, such that:
o Begi(a!, K, (IK7) )\ Bgy(, K, (1)) € Dean
° chl;eap(H/)\BFCieap(H) C DHeap
i ﬂStat(S/)\ﬁSmt(S) g DStat
o Bpier(™)\Bpyer(m) € Dpace
° 5ghr(’7/)\5ghr(7) S Dpipre
3) Define AC11117 AHeapa AStat’ APact and APthr-
4) Show that:
o Deap <: AU Aca
i DHeap <: AHeap
o Dgpr <t Agpar
° DPact <: APacz
i -DPthr <t AP:‘hr
5) Show that:
o (P)UAF Acan
® (|PD UAF AHeap
e (P)UAF Agyy
e (P)UAF Apyer
e (P)UAF Apyy

This is enough to prove the lemma. Indeed by point 1) we know that X' = 8, (a/, K’, (Ik');) U/Bgéap(H’) U Bsrar(S")U
Ber () U BSGe(7) is in Bre(D'). Let A = AU Acanr U Abteap U Asiar U Apaer U Apgyr.

Using the fact that A :> X and point 4) we get by applying Lemma ?? that X U Deay U Dheap U Diiar U Dpger <t A
We know that X’ C X U Dcay U Dyeap U Dsiar U Dpaee U Dpyy by the definitions in point 2). Then by applying Lemma ??
we have X’ <: X U Deay U Dgeap U Dsiar U Dpaey U Dpyyy, and by applying Lemma ?? we have X' <: A/

The fact that (P)) U A F A and point 5) implies that (P) U A F A’, which concludes the proof.

We apply this method to each case, and detail the most important cases in the next following items.
e (R-GOTO): The rule applied is goto pc'.
1) Let G',(K}); = G,(K;); and (Ik7); = (Ik/);. It is trivial to check that (G, (K!);, K’,(Ik7);) is a local
configuration decomposition of X'. ‘ A
2) Since G’, (K!); = G, (K;); and (Ik"); = (Ik’); we know that for all i > 2 we have I'"'(K, (Ik/);) = T*(K’, (Ik”),).
Therefore using Proposition ?? we know that for all ¢ > 2 we have:

ﬁlﬁ:ﬂnv(ai? Z"—’ K7 (lkn)") = Bleigtlnv(ai’ i?—? K/ﬂ (lk/n)n)

Hence Deay = Bi7((c,m, pc’ - u* - st* - R), K’, (IK™),,) satisfies the wanted properties.
3) We know that 87 ((c,m, pc - u* - st* - R), K, (Ik"),,) = LState mpe((Ae,@*);9*;hs k) is in X and X <: A.
Therefore there exists LStatec , pe (A}, @*); 0" h/; k") in A such that :

)

LStatec,mpc((:\t7 a*); 0% hi k) Cg LStateqm,pc((;\Q, W) 0 R )

3
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4) We are going to show that D¢,y <: A U Acyy. First one can check that:
Bir({e,m, pe - u* - st* - R), K, (IK™),,) = LStatee pm per (Ar, @*); 0%; h; k)

The fact that LState, . per (Ar, @*); 9*; b; k) Cg LStateq  per (N, @7%); 075 B k) is then trivial.
5) We are going to show that (P]) U A - Acgy. We know that (goto pc’|)pp is included in (P]), therefore we have
the following rule:

LStateqm,pc((;\,’f,a'*);@'*;ﬁ';l%’) = LStateqm,pc/((j\;,ﬁ’*);@’*;ﬁ’;l%’)} e (P)

Moreover LState, ,n pe (A, @'*); 0'*; h'; k') is in A, therefore by resolution we get:

(PpUAt LStateC,mﬁpcz((j\Lﬁ’*); o' jl/; ]%/)
This concludes this proof.

o (R-MOVEFLD)A The ruleAaleied 1S move 7,. fA rhs. We kpovy that there exist two abstract local state facts
LStatee ym,pe((Ae, @*); 0%; hs k) and LState, p pe ((Af, @*); 05 h'; k') such that:

B ((e,m, pe-u*-st*-R), K, (Ik™),,) = LStateq m pe((Ae, 0*); 0*; b; k) CrLStates pm pe (N, @*); 0" W5 k') € A (10)

Let Xr,] = ¢’, we know by Proposition ?? we know that either ¢ € G or ¢ € K.
Case 1: ¢ € G
By Lemma ?? we know that f;,.y,/(3[r.], K) E 9. Moreover by applying Lemma ?? to rhs we know that there
exists 9" such that 3y, (E[rhs], K) C 9" and that AU ((rhs)), = RHS,p(9"). By Lemma 2?2 there exists k,
such that - Reach(9"; h'; ko) and k, is the indicator function of the set of reachable elements starting from ©” in
the points-to graph of A’
1) For all j # a, let K ; = K. Let Reach, be the subset of K defined as follows:

Reach, = {(px — b) € K | ko(\) =1}

Let M be the partial mapping containing, for all A, exactly one entry (p) + L) if there exists a
pointer p, in the domain of Reach,. Moreover we assume that the location p, is a fresh location. Let
K" = (K)|dom(K)\dom(Reach,) Y M, and G' = (G[{" — G(")[f — X[rhs]]]) U Reachy.

We define Ik, to be the indicator function of Reach,, Ik’ = Ik, U Ik! and (Ik”7);; = (Ik?);>1. One can
check that G', (K); is a heap decomposition of H' - S’. We know that:

dom(K")\ {ppp € dom(K") | 3p', Ika(p},) = 1}
= dom(K")\ {ppp € dom(K") | Ip', p},, € dom(Reachy,)}
= dom(K")\dom(M)
C dom(K)

Therefore by Proposition 2?.5 we get that for all i > 2, T%(K, (Ik%);) = T%K’,(Ik?);). Moreover
dom(K')\dom(K') = dom(M), hence by Lemma ?? we know that (K’, (Ik'7);) is a filter history of o
The fact that (G/, (K/);, K', (Ik"7);) is a local configuration decomposition of ¥’ follows easily.
2) Let Lo, ..., L, be such that o = (¢, m, pc-u* - st* - R) :: Ly :: --- :: L,,. By Proposition ?? we know that for
all j > 2: _ _
By Ljs s - K, (K):) = By (Lys g, K, (IK);)
One can then show that the following definitions of D¢,y and Dy, satisfy the wanted properties:
% Dean = Br((c,m,pe+1-u* - st* - R), K', (IK");)
* Dpeqp = {H(A,0) [ H(l') = bAX= Brap(l) Nb = Bei(b) A" € dom(Reachq)}
U{H(A,b) | A= Brap(£”) Nb = Bpu(H (") [f = Bya(E[rhs])])}
3) % Acar = LState, mper1 (N, @); lift(0"; ko ); hlift (R ko ); ko O K.
* We define Apeqp, as follows: for all pp, if ka(pp) = 1 and R/ (pp) # L then H(pp, 2’ (pp)) € AHeap-
Moreover we add to Ag,q, the following formula: since ﬂf,';up(H ) <: A and H({") # L we know that there
exists H(\o, b,) € A such that By (H (£")) ¥ b, and A, = Brap(£”). Then we add H(A,, bo[f — 0"]) to

AHeap-
4) We are going to show that:
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x Dear <: AU Acgyy : by applying Lemma ??.1 we know that:

Bir({e,m,pe+1-u* - st* - R), K, (IK™),))) = LStatec m pes1((Ae, @); lift(0%; ka); hlift(h; kq); ko U F)

Therefore we just have to prove that:

LStatec m.per1 (A, @); lift(0%; kq); hlift(R; ko ); ko U1 E)
Cr LStatec’m’pcﬂ((S\;,ﬂ’*);Iift(f/* ka): hlift(h's ko)s ko K'Y (11)

From Equation (2?) we know that \; = 5\;, ¥ Cgeq 0™, 0" Cgeq 0 , k Critier k' and that Vpp, (pp) #* 1 =

h(pp) Csi 1’ (pp).-
To show that Equation (??) holds we have four conditions to check:

- We already know that )\, = 5\’ and 0" Cgq G

- Since v* Ly 0™, we know by applying Proposition ?? that lift(o* ok a) Cseq lift(0"; k).
. Since k C Filter K, it is straightforward to check that k I_I k C Fitter k O k.

. By applying Proposition ?? we know that Vpp, hlift(h; k) (pp) Cau hlift(h'; ko) (pp).

* Ayeap > DHeap:
- In a first time we are going to show that:

Apteap >: {HO D) | H=H',0' = bAX = Bra(') ANb = Beu(b) Al € dom(Reach,)}

Let H()\,b) be an element of the right set of the above relation. We know that there exists b, £ such
that H') =b, A= Brap(l'), b = Bpi(b) and ¢’ € dom(Reach,). Besides ¢’ € Reach, implies that
kqo(A) = 1. We have:

Bir({e,m, pe - u* - st* - R), K, (Ik™),,) = LStatec,n pe ((Ae, @*); 0%; h; k)

Therefore by definitions of Bf;, and of 3, ,,, we know that :

h = {(PP = Brocsu (K (ppp), K)) | ppp € dom(K)}

Since (¢ — b) € K we have h(\) = B,,.5,(b, K). Besides by applying Proposition ?? we know that
Boi(0) E5E Brocpu (b, K). In summary:

b= ﬂBlk(b) E??fli LocBlk(b K) = }AL(A) (12)

By Equation (??) we know that Vpp, h(pp) #1l = h(pp) Cau h'(pp). Since (¢' — b) € H, we know
that 2(\) # L, which implies that /(pp) Cpu 2’ (pp), and by Proposition 22 we get thath(pp) T2 i/ (pp).
Putting Equation (??) together with this we get that:

bTRR h(N) CRE I/ (N)

We know that k,()\) = 1. Besides () Cofs R'(\) and h(\) # L implies that W (X\) # L. Therefore
H(X, /(X)) € Apeap, Which concludes this case by showing that H(A, b) <: H(A'(X)) € Apeqp.
- It remains to show that:

{HOLD) | A = Bra (") Nb = Bou(H()[f = Z[rhs]])} <: Ateap

Recall that 8, (S[rhs], K) 0", H(Ao, bo) € A, Beu(H (€)X bo, Ao = Bran(¢”) and H (o, bo[f +
0"]) € Atieap-

By Proposition ?? we have 3, .y, (Z[rhs], K) C" ¢, and by Proposition ?? we have Sy, (S[rhs]) C™
Byoevar(E[7hs], K). Therefore by transitivity of C™ we have Sy, (2[rhs]) C™ 4. Finally by definition
of By we have that:

Beu(H (") [f = E[rhs]]) = Bpu(H (")) [f = By (S[rhs])]
Applying Proposition 2?2 to Bgx(H (")) £¥ b, and Syu(S[rhs]) EM 07 we get that :

Bon(H(E"))f = Bra(E[rhs])] THR bolf — 0]
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Which proves that :

H(Xo, Bai(H (") [f — S[rhs]])) <: HAo, bolf — ")) <: Abeap

This concludes the proof of Dysp <: Apeqp.
5) * (P) UAF Aca: Recall that LStatee  pe((Ae, @*); 0*; h; k) T LStatee m pe (N, @/%); 0*; 1'; K') € A and
that:
Acan = LState , per1 (N, @7); it (0 ka ); hlift (A ko) ko O K

We proved at the beginning of this case that A U (rhs)),, F RHS,,(9”) and + Reach(0”; i/ ky).

Recall that A, = S, (£") and that £” € dom(G). Lemma ?? applied to ¢ and LState,, ((\;, @'*); 0" h'; k')
gives us that NFS(\,) = B,,.yu(¢", K) C 9!. Moreover we know that H(),,b,) € A, hence we can apply
the following rule:

NFS(Xo) C 0 A H(Ao, by) = GetBlk,(9'*; h'; NFS(\,); b,)
Finally we apply the following rule:

RHS,,(0") A LStatep, (N, 4*); 0" B'; k') A GetBlk,(9™*; h'; NFS(A,); bo) A Reach(”; h'; k)

— LStatec mper1((Af, @); lift(8"; &'); hlift(h; k'); ko () k )

This concludes this case.
* (P) UAF Apegp: (P)) contains the two following rules:

RHS,,(0") A LStatep, (N, @ ); 03 B'; k') A GetBlk, (8™ h/'; NFS( 0);bo) A Reach(t"; i/ k,)
AHQ A (= a")" f = ) = HQo s (f = a")" f = o )\}) (13)
RHS,, (40) A LStatepy (A, @'*); 0 B'; k') A GetBlk, (05 NFS( 0); Do)

A Reach(d”; h'; ko) A Reach(9”; h/; ky) = LiftHeap(h'; k,) (14)

Apeqp s the set defined by:

- for all pp, if ka(pp) = 1 AR/ (pp) # L then H(pp, 7' (pp)) € Abteap:
Let pp satisfying the above conditions. The following rules is in (P)):

LiftHeap(R'; ko) A B (pp) = b A ko(pp) =1 = H(pp,b)

Rule ("") plus the above rule yield (P|) U A F H(pp, i/ (pp)).
- HXo, bo[f > 0"]) is in Apeqy: directly entailed by the rule (??).

Case 2: /" € K.

Let Ao = Brar(¢"), since £ € dom(K) we have that 9, = FS()\,). We know from Equation (2?) that 0, C 0/,

therefore FS(\,) C @),.

Let b be such that (¢ — b) € H. This implies that h()\,) # L, hence from Equation (??) we get that h(Xo) Cau

' (Xo), which in turn implies that there exists b, = {|¢/; (f — @”)[} such that b, = A’ (),).

1) Let K’ = K[¢" — K({")[f = X[rhs]]] , G’ = G and for all i # a, K/ = K;. Let (Ik”); = (Ik?);. Observe
that dom(K) = dom(K'), and that (Ik’); = (Ik”);, therefore by Proposition ?2.4 we know that for all j > 2,
Y (K, (Ik);) = T9(K’, (Ik7);). By applying Lemma ?? we get that (K, (Ik”);) is a filter history of . It is
then rather easy to check that (G’, (K7);, K’, (Ik”);) is a local configuration decomposition of ¥'.

2) By Proposition ?? we get that for all 7 > 2:

5£§,Inv(04j,j, K, (lki)i) = ﬁﬁzlnv(ajvj’—v K/’ (lk/i)i)

It is then easy to check that D¢y = B ((c,m, pe + 1 -u* - st* - R), K, (IK' )n) satisfies the wanted property
3) By Lemma ?? we know that there exists 9" such that BLOCW( [rhs], ) C 9" and AU {(rhs)) pp F RHS,,(0").
Then we define Ac,y to be the set containing the predicate:

LStatec,mpet1 (A, @*); 85 W' Ao = B[ f > "] )

hy
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4) We are going to show that D¢,y <: Acar U A: first one can check that:

Blli;t(<ca m,pc+1-u"-st*-R), K, (|kn)n)
= LState, m pet1((Ae, @*); 055 (Ao = A [f — Brocvu(Elrhs], K)]J; k)

ha

We are trying to prove that:
LStatec i pet1((Ae, @*); 0% b k) Cr LStatec m per1 (A, @7%); 0™ hY;

Since we already know that:

LStatee m.pe((Ae, @*); 0*; s k) T LStatee m pe (A5, @*); 0" B3 k) (15)

We just need to prove that Vpp, ﬁl(pp) 1 = (pp) Cau 7, (pp):

* Equation ?? gives us that Vpp, h(pp) # L = h(pp) Cau I/ (pp), and we know that for all pp # A, we
have f(pp) = h1(pp) and A/ (pp) = A/ (pp). Hence Vpp # Ao, (h1)(pp) # L = h1(pp) Cau 1y (pp).
¥ h1(No) = RO — Broevu(Z[rhs], K)] and R} (Ao) = bo[f — ©"]. Moreover h(\,) # L, so h(\,) Cau
W (Xo) = b,. Therefore by Proposition 22 we have hi(\o) Cax 1) (Xo).
5) We are going to show that (|P|) UA F Aca: Recall that A U ((rhs)) pp E RHSpp(27).
We know that - FS(),) C ©/,. Moreover recall that b, = {|¢/; (f — @")[} = &’ (),). Therefore we can apply the
following two rules:

FS(Ao) C 0/ A by = h (No) = GetBlk,(0™; h; FS(Ao); bo)
RHS (") A LStatepp (A}, @ ); 0" h'; k') A GetBlko (8" h; FS(Xo); bo)

— LStatec mper1((Ns, @); 0 AN = bo[f +— 0"]; k')

Which conclude this case.
e (R-CALL)
Since ¥ reduces to ¥’ by applying the rule invoke r, m’ (r;, )*<" we know that ¥[r,] = £ and that

loc

lookup(type; (£), m’) = (¢, st™) sign(d,m/)y=711,...,1 —> T

R = ((rj = 0)5 iy v £, (Proer 14k = Zra ])F=") o =(,m 0 (Z[r, =" st - R) =«

1) Let &', (K!); = G, (K;); and (Ik7); = (pp > 0)* :: (Ik'); (we have one more filter in the list).
It is easy to check that G’, (K!); is a heap decomposition of H’ -.S’. By Proposition ??.3 we know that for all
j>1,T9(K,(IK);) = TITY(K’, (Ik”);). Moreover ' (K, (Ik’);) = T*(K’, (Ik");).
Let us show that (K7, (Ik”);) is a filter history /. The fact that:

Vi, Yppp, (1 = 0 A ppp € dom(K")) V IK" (ppp) = 1) = Vj # 1,1k (ppp) = 0
is rather obvious here, so we are going to focus on showing that:
TY(K’, (IK7);)(pp) # T (K, (IK7);)(pp) = T*(K’, (IK”);)(pp) & dom(a]s))
- If 1 <i <l < n. For all pp we have:
T*(KG, (IK7);)(pp) # T (5, (IK7);) (pp) iff T (K, (IK);)(pP) # T (Ka, (IK);) (PP)
Moreover since (K, (Ik);) is a filter history of a we know that:
DY (K, (IK);)(pp) # T (K, (1K) ;) (pp) implies T (Ko, (Ik7);)(pp) & dom(ay>-1)
Since | > 2, aj>;-1 = a|;. Moreover I'" (K, (Ik);)(pp) = T (K, (IK7);)(pp), so:
D1 (Ko, (IK);)(pp) & dom(ay>i-1) == T(Kq, (IK7);)(pp) & dom(a)s,)
Hence we have:

DK, (IK7);)(pp) # TH(K, (k7)) (pp) = T (K}, (Ik7);)(pp) & dom(a/s))



48

- Ifi=1and 1 <[ < n. For all pp we have:

'YK, (IK);)(pp) # T (K, (IK7);)(pp) iff T (Kq, (Ik);)(pp) # I~ (Ka, (Ik);)(pp)

If I = 2 then T (K,, (Ik);)(pp) # T'~'(K,, (Ik');)(pp) is never true, so the result holds. If I > 2 then the
same reasoning that we did in the previous case works.

The fact that (G’, (K/);, K', (Ik'7);) is a local configuration decomposition of .’ follows easily.
2) By Proposition ?? we get that for all 7 > 2:

B0, s B, (K)i) = Brim (0,5 + 1, K, ("))
One can then show that the following set D¢,y satisfies the wanted property:
Dear = {8, ((¢',m/, 0 (£[rs, J)*=" - st™ - RY), K, (K7);)} U {B L (e, my pe - u - st™ - R), 2, ¢, K, (IK7))}
3) We know that there exist LState. ,, pc(()\’ @'*); 0" h/; k') € A and LState, pc((}t,ﬂ*); *; h; k) such that
Bru({e,m, pe-u* - st* - R), K, (Ik™),) = LStatec m,pe((Ae, @*); 03 hs k) T LStatec, m.pe (N, @); 9™ B's K') (16)

Let Ao = Brap(f). Let @, = (4, )*<™ and /%, = (@ )k<” One can check that:

B ((e/ym! 0+ ()"0, (S[ry, [)F=" - st™ - R'), K, (7)) = LStatecr i o((Ae, @an); (0) =1, g5 b3 07)

)y Uealls
(17)
ﬁf;ﬂnv«c m, pc- u” - st R> 2, CI K/ (lk/j) ) Invc m pc((j‘ha*)”ﬁ*. ];:) (18)
We define A¢,y = {LState, 0((/\27 wrn); (Ok)kq“, ko R ;09U {LStatecmpc((j\; ') 0 fz’; k’)}
4) We are going to show that D¢,y <: A U Acyy, or more specifically that:
VS pe (e, @75 07 ) Cin  LStatecmpe((N, @); 8™ 15 &) (19)
LStatec s 0((>‘ta Whn); (0)F=1¢ 4%, h;07) T LState, a0 (AL, @y )5 (0g)F=toe, Wy h'50%) (20)

Eq. (??): All conditions are trivial consequences of Equation (??), except for CaIITAUCAf;L’”( s h’ ), that we are going to
show.
We know by Lemma ?? that 3, ,,,,(X[r.], K) C 0),. The fact that lookup(type ; (£), m’) = (¢’, st’*) implies that
H(¢) = {|¢"";_|} for some class ¢’ such that ¢’ < ¢/, and that ¢’ € lookup(m’). By definition of Sy (X) w
know that if £ € dom(G) then there exists H(\, {|¢; _[}) € X, and if ¢ € dom(K) then h(\,) = {¢’;_]}.

s« If £ € dom(K) and h()\,) = {|¢; _|}: then by deﬁmtlon of B ey We have B, v (Zr.], K) = FS(Xs),
hence FS(),) C ¢, Besides since h( o) = {¢;_|} T I’ (X)) we know that there exists some b such that
W (%) = (bl

« If £ € dom(G) and H(\,, {|¢; _}) € X, then there exists b such that H()\O,{|c” b)) € A. Besides by
definition of f; .y, we have BLOLVal(E[[TO]} K) = NFS(),), which implies that o/, T NFS(\,).

This concludes the proof that CaIIAUAC"”( *: 1) holds.

Eq. (??): The fact that 0* EF,I,” 0* is trivial. From Equation (??) we know that Vpp, (pp) +1 = h(pp) Cau b (pp)

and that @* T, 0*. The latter implies that 4%, = (@;, )"<" Cseq (0@, )*<" = 0},,,. This concludes this case.

5) We are going to show that (|P|) UA F Acas. Since LStateC m pc((A;, ') 0 R fc’) € A we just need to check
that (P) U A - LStatew s o((Nf, iifiy); (0) F<10¢, % 15 07)
As in case 4. we know that one of the following holds:

— if F FS(X\,) C @, and h/(A\,) = {/¢’; b]} then we can apply the following rule:

FS( o) C0) AR (M) = {¢"; b} = GetBlk,(8"; h'; FS(A,); {|¢”; b[})
— if F NFS(X\,) C @, and H(),, {|¢";b}) € A then we can apply the rule:

NFS( o) T, AH(No, {lc";bl}) = GetBlko(0"; 1'; NFS(Xo); {/¢”; B[})

Hence A b GetBlk, (¢/*; 1/ _; {|¢’; b}). Moreover we already knew that ¢’ < ¢ and that ¢/ € l@(m’ ), therefore
we can apply the followmg rule, which is included in (P)):

LStatepp((/\/ ,a/*) ’lA)/*;hl;]Aﬂl) /\GetBlko(’(A)/*;}AL/;_; {‘C”;i)‘}) /\CN < C/ —
LState. mlo(()\t,uca”) (Ok)k<loc ~1 B 0*)

y Uealls
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This concludes the proof that (P)) UA F Aca.
e (R-RETURN)
1) Let G/, (K!); = G, (K;); and (IK?); = (Ik; U Ikg) :: (Ik;)is2.
The fact that G', (K[); is a heap decomposition of ¥’ is easy to prove.
Since ¥ ~ X' we know that o = (¢, m,pc - v* - st* - R) = (c/,m/,pc’ - uv* - st"”* - R') :: a7 and that o/ =
(¢/;m!, pc’ +1-u'*-5t" - R'[rres > L[rres]]) = 1. By Proposition ??.2 we know that for all j > 1, TV (K, (k) ;) =
T7 (K, (Ik7);). Moreover T (K, (Ik?);) = TH(K', (Ik"7);).
Let us show that (K, (Ik”);) is a filter history /. Let us show that (K', (Ik’7);) is a filter history o’. The fact
that:
Vi, ¥ppp, ((i = 0 A ppp € dom(K")) V1K (ppp) = 1) == Vj # 4, 1K (ppp) = 0

is easy to prove, so we are going to focus on showing that:
TU(K, (IK7);)(pp) # T (K", (IK7);)(pp) == T*(K", (IK7);)(pp) & dom(a])
- If 1 < i <1 < n, then for all pp we have:
(K, (IK7);)(pp) # T (£, (IK7);) (pp) iff T (K, (IK);)(pP) # T (Ko, (IK7)7) (PP)
Moreover since (K, (Ik);) is a filter history of a we know that:
T (K, (IK);)(pp) # T'H (K, (IK);)(pp) implies T (K, (Ik7);)(pp) € dom(c>141)
A>ip1 = aiZl, and TTH(K,, (ij)j)(pp) =TYK!, (Ik'j)j)(pp), hence:

D (K, (IK);)(pp) & dom(asi1) = T'(K}, (IK7);)(pp) & dom(a]s))
Therefore we have:
LYK, (IK9);)(pp) # TH(K, (k7)) (pp) = T (K}, (IK7);)(pp) & dom(als))
—Ifi=1and1 << n. Forall pp we have:
PH(KL, (IK7);)(pp) # T (K, (1K7);) (pp) iff T (Kq, (IK);)(pp) # T (K, (IK7);)(pP)

The same reasoning that we did in the previous case works.

The fact that (G', (K/);, K', (Ik'7);) is a local configuration decomposition of ' follows easily.
2) By Proposition ?? we get for all 7 > 1:

Bram (0.5 + 1, L K, (K):) = Brigm(ag. 4, - K, (IK"):)
One can then check that the following definition of D¢, satisfies the wanted property:
Dear = {Bi5,((¢,m! pc! +1 -0 - st”™ - R'[rres = S[rees]]), K7, (1IK9);)}
3) We know that:
Br((e;m, pe-u” - st* - R), K, (K);) = LStatecmpe((Ar, @7); 073 hus br) 21
Cr LState, n pe((ih, @57); 073 By k) € A

Bir((dym! pe - u* st - R, 2,6, K, (kD)) = Inv§,7m/7pc/((5\t, 03); 05 k) (22)
A

Elnv
Let Acar = {LStatey p per 1 ((1h, 64 ); lift (057 B )[res = (01 )es]; 5 k) (1K) Y.
4) By Proposition 2?.1 and Proposition 2.2 we have I'* (K, Ik* :: Ik?) = T'?(K, Ik" L' Ik?), therefore for all k < |u}]
we have

LStatec s per ((Wh, 45°); 0575 s k) € A

ﬂLacVal((u;)kaKv lkl " |k2) = ﬁL()cVal((u;)kﬁK? Ikl uloc |k2) (23)

Let r4 be a register different from 7., we want to show that:

ﬁLocVal(Rl(rd)7 K) = lift(ﬁLocVal(R/(rd)v Kv lkl); ];1) (24)
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If R/(rq) is a primitive value then this is trivial, so assume R'(rq) = ¢ = py. Let ¢/ = p), € dom(K) (it exists
because K is a local heap). Then we have several cases:
— Case 1: for all pY, we have, Ik*(p}) = 0. Then T>°(K,Ik')(\) = T(K,¢)(\) = ¢/, therefore :

ﬁLocVal(& K7 Ikl) = ﬂLoc(E’ K7 lkl) = ﬁ&w(g, K) = /BL()L'V(II(€7 K)

Moreover YpY, k' (p%) = 0 also implies that k; (\) = 0, hence :

Iift(ﬂLocVal(& K7 Ikl); ]%1) = BLocVal(gﬂ K7 lkl)

This concludes this case.
— Case 2: there exists ¢ = p} such that k' (p}) = 1. Then T*°(K, Ik")(\) = ¢” and T>(K,)()\) = ¢'. We know
that Ik'(¢”) = 1 and that ¢’ € dom(K), therefore since (K, (Ik7);) is a filter history we have ¢ # ¢
This implies that T2(K, Ik')(\) # T(K,e)()\), therefore since (Ik%); is a filter history of 3 we know that
0 =T(K,e)(\) # R'(rq) = ¢. Hence one of the two following cases holds:
s 0 0", Then Bl K) = By (€ K, 1KY) = NFS(A) = lift(B,, (6, K, IKY); For ).
% { ={¢". Then we have:

Brocva(l, K, k') = FS(X) and B,,.(¢, K) = NFS())
Moreover |k (¢”) = 1 implies that k1(\) = 1, therefore
lift(BLoeva (€, K, 1k'); k1) = lift(FS(N); k1) = NFS(A) = B, (¢, K)
Using Equation ?? and Equation ?? one can easily show that:
Dean = LStateys s per 1 (Mg, @5); 1ift (05 k1 ) [res — (07 )res]; b1 Brirer(IK! 1L 1k2))

We want to show that D¢,y <: A U Aggyy: by definition of Cg we need to check the four following conditions:

- A=) and @3 Cseq 05 this is trivially implied by Equation (2?).

— Vi, lift(05; k1)[res — (0] )res) T lift(05%; k7 )[res — (07")res): the case where i = 7 is a trivial consequence of
Equation (??).

Assume 7 # 1es: from Equation (??) we get that k1 Em,e,l%’l, which implies that ki = l%’l Let w = lift((03)4; 12:1))
and @' = lift((05)i; k) = Iift((ﬁé*)i;l%l). We also know from Equation (??) that vy Cg., 05", therefore by
applying Proposition ?? we get that o C w'.

- ﬂpll,e,(lk1 Lloc Ik2) C Filter kl 0 k2 from Equatlon ("") Equation (??) and BLYt definition we know that k:1 =
ﬁleter(lk ) C Filter kl and that k'2 /BFllzer(lk ) C Filrer k2 By PI‘OpOSlthIl ?? we know that Bleter(lkl |_|Ioc |k2)
Britrer(Ik") U Brier (Ik*). Therefore Bpiper(Ik" L€ 1k%) = ky 1 ka. Tt directly follows that k1 U ko Cpiper Ky 11 K.

— Vpp, h1(pp) # L = h1(pp) Cax 1 (pp): this is trivially implied by Equation (?2).

5) We are going to show that (P[) U A F Acgy. First observe that the following rule is included in (PJ):
LStateC,"”vT’c((w,h ﬂll*) 6/1*3 hlla ‘1%/1) - ReSc,m((uA/la ﬁll*)v (’Di*)res; }Allla 11%/1)

Therefore A b Resgp, (0], @5%); (04 )res; 1 K1)

By well-formedness of ¥ we know that sign(c’,m') = (7;)i<n Loy o, sty = invoke r, m (rj1)1<n and
u* = (R'(r},)))i<n. Moreover from Equation (2?) we get that Vi < n, (4}); = Bpeym((u )i, K, k') C (@),
and from Equation (??) we get that Vk, (07)r = Broaw (R (%)), K, lk 1) (05%) k. Therefore for all i« < n we
have (@3); = Bppenu((u*)i, K, k') = ﬁLMVal((R( )) K,k = (97);., whlch implies that (47); C (4)*); and
(47): C (957);,- By Proposition ?? we get that (95°);, M (47"); # L.

Simﬂarly from Equat10n ("") we get that N = ﬁVaz( r) = 1211 and from Equation (??) we get that \ = Bvar (L) =
), hence we have W] = w}.

From Equation (22) we get that Call2 5 hly) holds. Therefore there exist A, and ¢’ such that:

To c’m’(

A B

(INFS(A) S (0570 AHOG Al ) € A)V (FS() E (050 A Bh(A0) = (s} ) ) Ae" < dAC € lookup(m!)

Hence one of the following cases holds:
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— If FS(Ao) C (5%)0 A Bh(No) = {l¢; _|} then we can apply the following rule:
FS(Ao) C (85)0 A hy(No) = {i¢s [} == GetBlko (855 Ab; FS(Ao); {lc”; )
— If NFS(X,) € (05%)o AH(Xo, {I¢”;_[}) € A then we can apply the rule:
NFS(Ao) C (85)0 A H(Ao, {l¢"; _}) = GetBlk,(05s hiy; NFS(Ao); {1¢; _[})
Therefore we can apply the following rule, which is included in (PJ):
LStateos s per (10, 157 ); 0555 hly; k) A GetBlko (05 Ay 3 s A" < ¢
A ReSe, (107, 85°): (8 et 3 ) M =0y A ( A\ _ (857, 11 (@), # L)

— LState, s per1 ((Wh, tih); lift (05" k) [res > (07" res); 5 k) 01 ED)

j<n

This shows that (P)) UA F Acar.

e (R-NEWOBYJ)
(R-NEWOBJ)

o={c;(fr = 0;)"}}

£ = pempe & dom(H)
H' = H[l~ o] R' = R[rq /)
Y,newrg ¢ | XT[H — H',R+— R

We know that there exist LStatewn,pc((;\t,a ); 0% hs k;) and LState,. Wpc((/\;, W) 0 * R/ k’) such that:

Bf;}((c,m,pc cut-stt - R), K, (IKY),) = LStatec)m,pc(()\t, a*); 0% hy 12:)
T LStatec e (A, @); 05 15 K') € A (25)

By Lemma ?? there exists k, such that - Reach(FS(pp); f:l/ :kq) and k, is the indicator function of the set of reachable
elements starting from FS(pp) in the points-to graph of A’

1) For all j # a, let K j’ = K. Let Reach, the subset of K defined as follows:
Reachy = {(px — b) € K | ka(X) =1}

Let M be the partial mapping containing, for all A, exactly one entry (py — L) if there exists a location p/, in the
domain of Reach,. Besides we assume that the location p) is a fresh location.Let G’ = G U Reach,, and K’ be
the local heap defined by:

K' = ((K)\dom(K)\dom(Reacha) ) M) [Z — 0]

Let Ik, be the indicator function of Reach,, Ik = Ik, ' Ik and (Ik'7) ;51 = (Ik?);>1.
One can check that G’, (K); is a heap decomposition of H' - S’. Besides we have:

dom(K") \{ppp € dom(K") | 3p, Ika(p:)p) = 1}
= dom(K")\ {ppp € dom(K') | ', Py € dom(Reachq) }
= dom( O\ (dom(M) U {¢})
C  dom(K)

Hence by Proposition ?2.5 we know that for all i > 2, T%(K, (Ik?);) = T"(K’, (Ik”7);). For all £, € dom(c),
we have by well-formedness of ¥ that ¢, € dom(H ). Therefore since ¢ ¢ dom(H) we know that ¢ & dom(a).
Moreover dom (M) is a set of fresh locations, therefore (dom(K')\dom(K)) N dom(cy=1) = 0.

We know that dom(K')\dom(K) C dom(M) U {£}, and dom(M) is a set of fresh locations so it is easy to check
that dom(M) N {¢' | 35,1k’ (¢) = 1} = (. Besides we are going to assume that £ is not only not appearing in
¥, but that it is also not appearing in any of the filters, i.e. £ & {¢' | 3j,1k’(¢) = 1}. Basically this means that /
is not only a location that was never used yet in the heap H, but also a location that was never introduced as a
“dummy” location for proof purposes. We could modify the (R-NEWOBJ) rule, and the configuration decomposition
definition, so as to avoid this, but that would make the definitions even lengthier than they are.

Hence we can apply Lemma ??, which shows us that (K, (Ik’7);) is a filter history of o’. The fact that
(G', (K!);, K', (I7);) is a local configuration decomposition of ¥’ follows easily.
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2) Let Lo, ..., L, be such that « = (¢, m, pc - u* - st* - R) :: Ly :: -+ :: L,,. By Proposition ?? we know that for all
Jj=2,
, . i ‘, . i
Bﬁstlnv(Lj’j’—7 K’ (lk )1) = /BLstlnv(Lj7-77—’ Kl? (lk/ )’L)
One can then show that the following definitions satisfy the wanted property:
= Dear = B ({(e,m, pe 4+ 1-u* - st* - Rlrq — ), K', (Ik");)
= DHeqp = {H(A, b) | H') =bAX=Bra(') Nb= Bei(b) A € dom(Reach,)}
3) = Acan = LStatec m pes1((Af, @*); lift (6 ko) [d — FS(pp)]; hlift(h/s ka)[pp — {Ic's (f = 0-) s ko &)
— We define Ap,,, as follows: for all pp, if k,(pp) = 1 A h/(pp) # L then H(pp, »'(pp)) € Aneqp-
4) We are going to show that:

— Dcay <: Acay : by applying Lemma ??.2 we get that:
Bir ((c,m, pe+1-u* - st* - Rlrq — £]), K', (IK™),,))
= LStatec . pet1((Ar, @); 1ift(0%; ko) [d — FS(pp)]; hlift(R; ko) [pp — {c; (f — 0.)* ) ko O K)
Therefore we just have to prove that:
ha
LStatec m.pe+1 (A, @); lift(8"; ka)[d — FS(pp)]; hlift(hs ka)[pp > {/cs (f = 0.)* Bl ka O k) (26)
Cr LState, . per1 (A, @) lift (0" k) [d — FS(pp)]; hlift(R'; ka)[pp — {c; (f = 0,)*

hy

From Equation (??) we know that A = 5\2, U* Cgeq 0, 0" Cgeq 0’ , k Criner k' and that Vpp, (pp) +1 =
h(pp) Cpi R’ (pp). To show that Equation (??) holds we have four condltlons to check:
We already know that A, = \, and @* Cseq 0™,

%

* Since 0* Cg,, 0*, we know by applying Proposition ?? that lift(o* ok w) C

* Since k EF,I,E, k it is stralghtforward to check that k‘ Ok C Filter ka a2

« For all pp’ # pp, hi(pp’) = hlift( hikq) )(pp’) and W (pp') = hlift(h; ; ko)(pp'). Therefore by applying
Proposition ?? we know that hl(pp’) Csu 1, (pp’). Moreover hy(pp) = b} (pp) = {¢; (f — 0,)*[}, hence
we have hy(pp) Cpu by (pp).

= AHeap > Dpegp: We want to show that:

Eseq lift(07; ko).

Adteap > {HO D) | H(') = b AX = Brap(') ANb = Ban(b) A" € dom(Reach,)}

Let H()\,b) be an element of the right set of the above relation. We know that there exists b, ¢’ such that
H(') = b\ = Brap(?'),b = Bey(b) and ¢’ € dom(Reach,). Observe that ¢’ € Reach, implies that kq(\) = 1.
We have:

Brn((e,m,pe-u* - st* - R), K, (k")) = LStatec m,pe (A, @°); 0% s k)

Therefore by definitions of 517, and of BrHeap WE know that :

h={(PP = Brocsu (K (ppp), K)) | ppp € dom(K)}

Since (¢ — b) € K we have () = B,z (b, K). Besides by applying Proposition ?? we know that S (b) T
Broenn (D K). In summary:

b= Brn(b) TR Broepie(b, K) = h()) 27)

By Equation (??) we know that Vpp, (pp) # 1 = h(pp) Cax I'(pp). Since (¢ — b) € dom(H), we
know that h( ) # L, which implies that h()\) Con b (M). Putting Equation (??) together with this we get that
bR h(\) 32 ().
We know that k,(\) = 1. Besides h(A\) MR/ (\) and 2(\) # L implies that &’ (\) # L. Therefore H(\, A/())) €
Apeap, Which concludes this case.

5) = (P)UAF Acy: recall that LStatecym,pc((S\t,a ); 0% B k:) Cg LState. pc(()\’ a™*); A’*;fz’;l%’) € A and that

Acan = LState m per1 (Ns, @7): lift(0'%; ko) [d — FS(pp)]; hlift(R'; ko) [pp — s (f — 0.)*[H; ko L1 &/
s, P t
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We already know that - Reach(FS(pp); i’ kq), hence we can apply the following rule which is included in
(P):

LStatepp((j\;, '), 07 n' l%’) A Reach(FS(pp); R lAca)
— LState, . pet1((Af, @"); 1ift(8"; kq)[d — FS(pp)]; hlift(h; ko) [pp — {Ic’; (f — 0,)*[}]); ko L&)

This concludes this case.
- (P) UAF Apeqp: we can apply the following rule, which is included in (PJ):

LStatepp (A}, @'*); 0'*; h'; k') A Reach(FS(pp); h'; ko) = LiftHeap(h'; kq) (28)

Apeqp 1s the set defined by: for all pp, if ka(pp) = 1 A W/ (pp) # L then H(pp, ¥ (pp)) € Apeqp- Let pp be a
program point satisfying those conditions. The following rules is in included in (P)):

LiftHeap(h'; k%) A h/(pp) = b A ka(pp) =1 = H(pp, b)
Equation (2?) plus the above rule yield (P|) U A - H(pp, 2/ (pp)).

e (R-STARTTHREAD)
(R-STARTTHREAD)

(=3[r]  HEO={(f=v)'} A =tluy
¥, start—thread r; | =]y — 9]

We know that there exist LStateqm,pc((;\t,a*); o*: by 12;) and LStateC7m7pc((;\;,ﬁ’*); o B lAc’) such that:

Bf;‘,((c,m,pc~u*~st*-R>,K, (k™)) = LStatec7,,L7pc((;\t,ﬂ*);@*; h: E)ERLStateqm,pc((X;,{L'*);f)’*;h';i@') e A (29)

Let £ = X[r;], H(¢) = b= {|c’; (f = w)*[}. By Assumption ?? we know that with ¢’ < Thread. Let K be the local
heap of 3. Also let A = B14(¢) and b = By (D).

Case 1: ({—D) €q.
1) Let (G',(K.);, K', (Ik7);) = (G, (K:):, K, (k) ;). This is trivially a local configuration decomposition of ¥'.
2) We take:
* Dear = ﬂf;,((g,m,pc +1-u*-st* R), K, (Ik"),)
* Dpgr = T(A, b)
3) We define:
% Acan = LStateg m por1 (N, @/%); 075 B5 k)
% (0 b) € G, therefore HA()\,b) € X. Since X <: A we have b’ such that H(\,0') € A and b C0f b, We
then define Apy, = T(A, ).

4) We are going to show that:

* Dear <: Acan. We first check that Deyy = LStateC,m’pcﬂ((S\t, a*); 0%; h; l%) This case then follows directly
from Equation (2?).
* Dpyr <: Apy,: this case is trivial since éggf; b.

5) We know by Lemma ?? that 53,,.,(3[r:],K) C 9;. Moreover since X[r;] = ¢ € dom(G) we have
Broeva(Slril, K) = NFS()). We already knew that H(\,5') € A, therefore we have A - NFS(A) Cd; AH(A, '),
which 1mphes that A - GetBlk; (¢/*; h'; NFS(X); ). Since Bau(b) = Bau({Ics (f — w)*[}) nglil; e know that
V = {c; (f — w)[}. Moreover we know that (P|) contains the two following rules:

LStatep, (N, a'*); 0*; b k') A GetBlk; (0*; h'; NFS(A); {|¢; (f — @)[}) A ¢ < Thread
= T s (f = @) ])

LState,, (N, a'*); 0*; b k') A GetBlk; (9*; h'; NFS(A); {|¢; (f — @)[}) A ¢ < Thread
— LStatec mper1((Ny, @*); 0™ B k)

By applying them we get that (P|) UA F A¢yy and (P]) U A = Apy,y, which concludes this case.
Case 2: £ € dom(K)
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1) By Lemma ?? there exists k, such that - Reach(FS(\); //; l;’a)Aand k, is the indicator function of the set of
reachable elements starting from FS()) in the points-to graph of A’. For all j # a, let K} = K, and let Reach,
be the subset of K defined as follows:

Reach, = {(px — b) € K | ka(N) =1}

Let M be the partial mapping containing, for all \’, exactly one entry (py — L) if there exists a location p/,
in the domain of Reach,. Besides we assume that the location py is a fresh location.
Let K/ = ((K)jdom(K)\dom(Reachs) U M) and G' = GU Reach,, and we define Ik, to be the indicator function
of Reachg, K" = Ik, U Ik and (Ik"7) ;51 = (Ik)j>1 -
One can check that G', (K/); is a heap decomposition of H - S. As we did in (R-MOVEFLD), we can apply By
Proposition ?2.5 to get that for all i > 2, T%(K, (Ik/);) = Fi(K’ (Ik”) ;). dom(M) is a set of fresh locations,
therefore we can apply Lemma ??, which shows us that (K, (Ik”);) is a filter history of «’. The fact that
(G, (K})i, K', (IK7);) is a local conﬁguratlon decomposition of Y’ follows easily.

2) Let Lo, ..., L, be such that & = (¢, m, pc - u* - st* - R|) :: Ly :: - -+ :: L,,. By Proposition ?? we know that for
all j > 2:

Bﬁ;‘ﬂnv(Lﬁjv =K, (lki)i) = 5Iligzlnv(Lj’ja — K/v (Ik/i)i)
One can then show that the following sets satisfy the wanted property:
* Dean = /BLvt(<C m, pc + L-u*-st*- R>7K/’ (lk/n)n)) N
* Dpeqp = {H()\” b”) | H(") =" AN = Brap(0") NV = B (V") AN € dom(Reach,)}
* Dchr = T()\7 b)
3) We define:
s Acan = LStateg . pey1((Af, @); ift (55 ko ); hlift(h'; ko ); ka
* We define A, as follows: for all pp, 1f ka(pp) = 1 A R/(
* £ € dom(K), therefore we know that h(\) = Brocsu(bs K) #
that h(\) Cey h'(N\). We define Apy, = T(A, R/ (N)).
4) We are going to show that:

()
p) # L then H(pp, 2/ (pP)) € Apeap-
L. From (??) and the definition of Cy we get

* Dean <: Acay- By applying Lemma ??.1 we get that:
Bir({e,m, pe4+1-u* - st* - R), K, (IK™),,)) = LStatec m pes1((Ae, @); 1ift(0%; ka ); hlift(R; ka); ko O F)

Therefore we just have to prove that:

LStatec . per1 ((Ar, @); lift(0%; kq); hlift(R; kq ); by 0 K) (30)
Cr LStatee m per1 (b, 07); lift (07 kg ); hlift (R ky); ko U A7)
From Equation (??) we know that A = 5\2, U* Cgoq U™, 0" Ceq 0 . k Crirer k' and that Vpp, (pp) #*1 =
h(pp) Cpi A’ (pp). To show that Equation (??) holds we have four conditions to check:
- We already know that e = 5\; and 4* Cgpy U
- Since 0* Cg,, 0", we know by applying Proposition ?? that lift(0*; kq) T lift(0™; ika).
- Since k Cripe, k', it is straightforward to check that kq Uk Cpier ko LI K.
- For all pp, by applying Proposition 2? we know that hlift(h; kq)(pp) Cau hlift(h'; ka) (pp).

* Dpeap <: AHeap: We want to show that
Apreap >: {HON, ) | H(") =" AN = Brap (") ANV = Beu(b") A" € dom(Reach,)}

Let H()\,b) be an element of the right set of the above relation. We know that there exists b”,£” such
that H(¢") = " \" = Bra(£"),0" = Bpr(b") and £ € dom(Reach,). Besides £ € Reach, implies that
ko (N") = 1. We have:

Bir((e,m, pe - u* - st* - RY, K, (Ik™),,) = LStatec p pe (Mg, @*); 0*; h; k)

Therefore by definitions of B{; and of 3;y,,, we know that :

h = {(pp = Brocsu (K (ppp) K)) | ppp € dom(K)}
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Since (¢” |—> V') € K we have hyr = Broesn(b”, K). Besides by applying Proposition ?? we know that
63”((6”) lk 6LOCBlk(b K) In summary:

= 5Blk(b//) lk ﬁLocBlk(bN K) = il()\”) (31)

From Equation (??) we get that Vpp, (pp) # 1 = h(pp) Cai h’(pp) Since (¢ — V") € H, we know
that h(/\” ) # L, which implies that (X)) Cai h/(\”). Putting Equation (??) together with this we get that
b// Enfs h()\”) Enfs h'()\”)
We know that k: (X’) = 1. Besides h(\") Chfe W' (N') and h(X\") # L implies that A’(\") # L. Therefore
HO, W (\) € Apeqp, Which concludes this case.

% £ € dom(K), therefore h()\) = Brocsi (b K) ;é J_ Hence by Equation (??) we know that h(X\) Cau I/ (N).
By Proposition ?? we know that b = Bai(b) N B, pi(b, K) = h()\), and by Proposition ?? we get that
h(/\) ng,i R (M\). Therefore ngﬁ h' (M), which shows that Dpgy, <: Apy,.

5) We are going to show that:
¥ (P)UAF Acqy: recall that LState, , pe (N, @/*); 95 /5 I%’) € A and that:

Acan = LState m per1 (Af, @*); 1ift (07 ko ); hlift(h'; ko ); ko 0 E)

We know by Lemma ?? that 5., (X[r:], K) C 9. Moreover since L[r;] = ¢ € dom(K) we have
FS(A) = Broevu(X[r:], K). We saw previously that g (b) C 2’(N), and since b = {|c/; (f — w)*[}, we
have h'(\) = {¢; (f — w)*[}. Hence we have the following abstract heap look-up fact:

F GetBlk; (0*; h'; FS(A); {¢; (f — @)*[})

Finally ¢ < Thread and b Reach(FS()\); #'; k,), which allows us to apply the following rule, which is
included in (P)):

LStatec ,m pe (X5, @ ); 05 1’3 k') A GetBlk; (8" h'; FS(A); {¢; (f — @)*[}) A Reach(FS(A); 2; ka)

A < Thread — LStatec7m7pc+1((:\;,a’*);Iift(@’*;l%a);hlift(ﬁ’;k )i K O kq)

This concludes this case.
% (|P) UA F Apeqp: We can apply the following rule, which is in (PJ):

LState, . pe((Nf, @'*); 0™ B/ k') A GetBlk; (0*; h'; FS(A); {|¢; (f — @)*[}) A Reach(FS(A); h'; k)
A < Thread = LiftHeap(h';k,) (32)

Apeqp is the set defined by: for all pp, if ka(pp) = 1 A W/ (pp) # L then H(pp, 2/ (pp)) € Apeqp- Let pp
satisfying those conditions. (P]) contains the following rule:

LiftHeap(R/; ko) A B (pp) = b A ka(pp) =1 = H(pp,d")
Rule Equation (??) plus the above rule yield (P)) U A - H(pp, 2/ (pp)).
* (P)UAF Apgyy,: directly obtained by applying:

LStatec m.pe((Nf, @'*); 0™ h'; k') A GetBlk; (8" h'; FS(A); {|¢s (f — @)*[}) A ¢ < Thread
= T s (f = @) ])
e (R-INTERRUPTWAIT)

(R-INTERRUPTWAIT)
H(l:) = { v (fr = up)*inte — truelt
Pempe € dom(H) o= {cy; (fr = u,)*,inte v falsel}
a =waiting(_, ) :: ap 0. = {|IntExcpt; [}
Y || X[o — AbNormal(ag[rexcpt + Le])s H — H[pem,pe — Oc, by = 0]

1) Let pp = ¢, m, pc. Let G’ = G[l; — 0o]U{(Pe,m,pe > 0e)} and ((K))i<n, K', (IK7);) = ((Ki)i<n, K, (Ik7);). Since
(G, (K;)i, K, (Ik7);) is a local configuration decomposition of 3, we know that ¢, € dom(G). Besides p¢ m pc 1S
a fresh location, hence it is quite easy to check that (G’, (K7);, K’, (Ik”7);) is a local configuration decomposition
of ¥/, and that Vi, K; # K — K, = K.
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2) Leta =Ly :: ... :: L,. By Proposition 2?.4 we know that for all i > 2, T%(K, (Ik?);) = T"*(K’, (Ik”);). Therefore
by Proposition ?? we know that for all j > 2:

Ble,:‘tlnv(Lj’j7 oK, (lki)i) = ﬂf;tlnv(Lj?j’ — Klv (lk/i)i)

One can then show that the following definitions satisfy the wanted property:

= Dcar = ﬂﬁZst«c’ m, pc - u* - st* - R[TEXCPI = pC,m,pCDv K/v (lkm)n))
- DHeap = {H(BLab(gr)v ﬁBlk(O))} U {-Z;—{(BLab(pc,mlpc) ﬂBlk(Oe))}
3) We know that there exist LState.,,, pe((Ar, @*); 0%; h; k) and LStatec , pe (A}, @*); 0'*; :h'; k') such that:

65;;((0, m, pe-u - st* - R), K, (Ik"),) = LStateQm,pc((;\t,d*); o*; h; k) Cg LStatec ym,pe ((Ag, @/%); 0" RiE) e A
(33)
We define:
- Acar = AState,  pe (N, 0/*); 0" [excpt — ppl; i'; k')
- Since X <: A and £, € dom(G) we know that there exists H(\,,b) € A such that H(¢,) Z b. This implies

that b = {ler; (fr = 4y)*,inte — 0;} and that (Byu(ur))* ngj] o and By (true) C" ;. We define :

Apteap = {HOr, s (fr = )" inte = false[})} U {H(pp; {IntExcpt; )}
4) Show that:
— Dcay <: Acay: one can check that:
Bﬁle(@, m, pe-u*-st* - RlTexcpt = Pem,pe))s Ky (IK™),)) = AState.. ., pe((Ar, @); 0% [excpt — ppl; h; k) (34)
From Equation (??) we know that:
LStatec m, pe (A, @); 0% s k) Tg LState, pm pe(Ay, @*); 0™ 13 &)

This implies that:

LStatec ,n pe((Ae, @*); 0 [@xcpt — ppl; i; k) Cr LState m pe (N, @' ); 0" [excpt — ppl; A k')

Hence by definition of T4 we have:

AState,. . pe((Ar, @); 0% [excpt — ppl; b; k) Cx AStatec  pe (A, @*); 0" [excpt — pp); h'; k')

Equation (??) and the above relation shows that D¢,y <: Aca-
= Dhieap <: Dpeqp: we know that (B (u,))* E”fS 0%, Besides Byy(false) C™S false therefore we have Sgy (o )E;}fi

{ler; (fr — 4y)*,inte — ng;\}), which in turn 1mphes that :
{H (Brap(€r), Beu(0))} <: {H(Ar, flers (fr = )"} C© Dbteap

The fact that {H (Bras(¢:), Ben(oe))} <: {H(pp; {|IntExcpt; [})} C Apeqp is trivial.

5) By definition of j;,, we get from Equation (??) that A = Bvar(¢) = NFS(A;), and that \ = 5\2 Besides we
know that H(A, b) € A, where b = {lc,; (f — 0,)*, inte — o [} and Byu(true) = true C"' ;, which implies that
true C ©;. Moreover Equation (??) gives us that LStatec_ympr(()\Q, 0/*); 0% b/ k') € A, therefore we have :

A F LStatec ym pe ((NFS(A), @%); 0™ B/ k') AHOA, {en; (Fr = @), inte — 6;}) A frue E o (35)

Since ¥ is well-formed, and since L; = waiting(_, _) we know that st,. = wait _. Therefore (P]) contains the
following rules:

LStatep ((NFS(A,), @*); 9™ A5 k') AHAr, {lers (fr — )", inte = 0,]}) A frue C o;

— AState,,((NFS(\,.), 7"*); 0" [excpt — pp]; h'; k') (36)
LStatepp ((NFS(A,), @*); 9™ W' k') AHA, e (fr = )", inte = 0,]}) A frue E o
— H(\, {c; (f = )", inte — false]}) 37)

LStateyp((NFS(A,), @/); 05 s k') AH(A, {ler; (fr — @), inte = 6;]}) A true C o
= H(pp; {|IntExcpt; [}) (38)
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— (P)) UAF Acyy: this is trivially implied by Equation (??) and Equation (??). -
- (PDUA F Apeap: Equation (2?) and Equation (2?) gives us that (P)UA = H(A,, {¢; (f — @)*,inte — falsel}),
and abstract fact H(pp; {|IntExcpt; [}) is obtained by Equation (2?).

e (R-CAUGHT)
(R-CAUGHT)

£ = Srexcpt] H(0) = {5 (f = v)"]}
ExcptTable(c, m, pc, c’) = pc’ o = (¢c,m,pc’ - _-

Y| Sla— ]

R> QO

Here call-stack is abnormal and of the form oo = AbNormal({(c,m,pc-u* - st* - R) :: ap).

1) We take (G', (K/);, K',(Ik7);) = (G, (K;)i, K, (Ik);). Tt is trivially a local configuration decomposition of ¥,
and Vi, K, # K = K, =K/

2) Let Ly = ... L, = AbNormal({(c,m,pc-u* - st* - R) :: ap). By Proposition ??.4 we know that for all 4 > 2,
(K, (Ik');) = T%(K’, (Ik"7);). Therefore by Proposition ?? we know that for all j > 2:

yan . % [ . )
BLstInv(Lj’j’—7 K’ (lk )1) = IBLstlnv(Lj7-7’—’ Kl? (lk/ )l)

One can then show that Dey = B4, ({c,m, pc’ - u* - st* - R), K', (IK™),,)) satisfies the wanted property.
3) We know that there exist AState, ., pc((Ag, @*); 0% by k) and AStatec p, pe((Af, @*); 05 h'; k') such that:

B ((e,m,pe-u*-st*- R), K, (IK"),) = AState, m pe((Ar, @); 0%; b; k) Ca AState, . pe (N, @*); 9™ B k') € A
(39
We take Acur = LStatecmwc/((;\ﬁ57 ') o' R l;:’)
4) Dcan <: Acqy: this is a trivial consequence of Equation (2?).
5) We want to show that (P[) UA F Acgy. First recall that ExcptTable(c, m, pc, ¢’) = pc’, hence ¢/ < Throwable by
Assumption ??. We know by Lemma ?? that 8,,.,,(¢, i) T Ogyepr- Let A = Brap(£).
- If ¢ € dom(G) then we have 5;,.,,(¢, K) = NFS()). Moreover since X <: A we know that there exists
H\ {c; (f — @)*}) € A. Therefore we have:

A GetBlkeyept(0*; 1/ NFS(A); {|¢; (f = @)*[}) A ¢’ < Throwable

- If ¢ € dom(K) then we have Sp,.,(E[rexcpt]; K) = FS(A). Since £ € dom(K), we know that h(\) =
Brocsi(H (£), K) # L. Therefore from Equation (??) we get that 2(\) Cpy A'(A), which in turns implies that
(N ={d;(f — w)*[}. Hence we have:

A F GetBlkexept(0*; h'; FS(A); {|¢/; (f + @)*[}) A ¢ < Throwable
In both case we can apply the rule below, which is included in (|PJ):

AState, . pe (030" B k') A GetBlkexept (07 1 {|¢; (f +— @)*[}) A ¢ < Throwable
= LState, y, pe (050" Wk

This concludes this case.

e (R-UNCAUGHT)
(R-UNCAUGHT)

{ = Z[[ﬂexcpt]]
H(0) ={ce; (f = v) ]} ExcptTable(c, m, pc,c.) = L

Y || o — AbNormal(ag|rexcpt — £])]

Here the call-stack is abnormal o = AbNormal({c,m, pc - u* - st* - R) :: ap). If g is the empty list, then this case
is easy. Hence we assume that :

a = BAbNormal((c,m,pc-v*-st*- Ry {(c,m' pc" - u™" st - R')::ay)

o = AbNormal((c,m',pc"-u" - st"™ - R'[rexcpt — €]) :: aq)

1) Let G/, (K}); = G, (K;); and (IK7); = (Iky L' Ika) =2 (Ik;)i>o-
The proof that (G, (K});, K’,(Ik”);) is a local configuration decomposition of ¥’ is the same than in the (R-
RETURN) case.
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2) By Proposition ?? we get for all 7 > 1:
Besm (@35 s - K (IK)0) = B (g, 4, - K, (1K),)
One can then check that:
Dear = @fzs,((c’, m',pc’ - u" - st”™ - R [rexept — ), K, (Ik/j)j)
3) We know that:

ﬁﬁZSr(<c?mapc : U* : St* . R>aKa (lkj)7) = AStateC«,m@C((j‘t’ﬁ’Xl();ﬁf;}3’1;]%1) (40)
Tk AStatec mpe((@, 1) 81 745 k) € A

Bl ((¢/sm’ pe’ - - st™ - R),2,¢, K, (IK);) = IS oo (N, @3); 935 k2) 41)

C

Chn  LStatec s per (W05, 05); 0575 R k) € A

—=Inv

Let Acay = AStatey s per (W, G ); ift(05+; k) ) [excpt — (07 )excptl; 2y; Ky (1 ).
4) The proof that D¢,y <: A U Agyy is exactly the same than in the (R-RETURN) case.
5) We are going to show that (P|) U A Aggy. Since ExcptTable(c, m, pe,c.) = L we know that ¢, < Throwable
by Assumption ??. Therefore we have the following rule in (| P)):
AState,. ,n, pe (W], 07); 075 B3 B;) A GetBlkeyept(077; 1'y;_; {ce; _[}) A ce < Throwable
= Uncaughtc,m((wllv @/1*)7 (@i*)excm% il,l» if,l)

As it was done in (R-CAUGHT), one can show that:
A F GetBlkexept (075 )5 s {lce; _}) A ce < Throwable

Therefore A = Uncaught, ,, (07, 47); b k).
loc

By well-formedness of ¥ we know that sign(c’,m’) = (7i)i<n — 7, st,, = invoke 1, m (rj,)i<n and
u* = (R'(r},)))i<n- By using the same reasoning that we did in (R-RETURN) we can show that:

A b GetBlk (0 R i 1) A e < Ak = b A (N (05, (@), # L)

j<n
Hence we can apply the following rule, which is included in (PJ):
LStatess m/ per (W3, 05 ); 057 R k) A GetBlko (945 h; s {lc"s D A" < ¢
A UncaUghtc,m((ﬁ)/la ﬁll*)v (ﬁi*)excpﬁ il/h icll) A 11)/1 = 121/2 N </\ n(ﬁé*)“ M (ﬂll*)] 7£ J_)

— LStatey v per (0, 45); lift(055; k) ) [exept — (07 )excpt]; 5 k) U1 k5)

J<

This shows that (P)) UA F Aca.
« Remaining cases The remaining cases are straightforward or very similar to cases we already analyzed. For example:
— (R-SCALL): Similar to the (R-CALL) case
— (R-NEWINTENT): Similar to the (R-NEWOBJ) case
— (R-NEWARR): Similar to the (R-NEWOBJ) case
— (R-MOVESFLD): Similar to the (R-MOVEFLD) case
— (R-MOVEARR): Similar to the (R-MOVEFLD) case
— (R-PUTEXTRA): Similar to the (R-MOVEFLD) case
— (R-MOVEEXCEPTION) Similar to the (R-MOVEFLD) case
— (R-INTERRUPTJOIN): Similar to the (R-INTERRUPTWAIT) case
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L. Proof of Lemma ??

Proof: If U = U’ then it suffices the take A = A/.
We are just going to prove that this is true if ¥ reduces to ¥’ in one step. The lemma’s proof is then obtained by a
straightforward induction on the reduction length.
Let X € Boy(V) with (G, (K, (Ik"7););) its configuration decomposition.
« Rule applied is (A-ACTIVE):
(A-ACTIVE)

é.a.ﬂ'.’y.H.Swg.a/.ﬂ'/.fy,.H/.S,
Qi s,my,a):Q - Z-H-S=Qu:{s7,+,d)uQ 2-H .5
We know that: ‘
X =BG (4s,m vy, 0) = QL E (Ko, (KY))1) U By (H) U Bsiar(S)
and that : 4 ,
55;71(<£a337r777a>aKn’ (lknJ)J) - BS?I((Q = <63577Ta77a> = QI,E, (Kl’ (lkl’j)j)l)

Moreover (G, (K;)i, Kn, (Ik™7);) is a local configuration decomposition of £ - a -7 -~ - H - S. We define Xj,. as
follows:
Xioe = 51%,"((4 5T, > n (lkn’j)j) U ﬂgeap(H) U 5Smt(s)
- BCall(a Kn’ (|k”7]) ) U ﬂPact( ) U ﬂghr(’Y) U Bl-cjeap(H) U [3sz(5)
€ Bryll-a-m-v-H-S)

Therefore we know that X € Sren(€- - m-y- H - S) with local configuration decomposition G, (K;);, Ky, (Ik”’j )j-
Besides X, € X, hence by Lemma ?? we have X;,. <: A. By Lemma ?? we know that there exists A]

loc

and X| . € Brew(l - o -7 ’y - H' - §') with local configuration decomposition G, (K;);, K, (IK"™7); such that
Vi#n, K, = K[, A}, > } and (|P|)LJA}—AIOC N
For all j and [ # n, let K" = Ik". Then it is quite easy to check that (G, (K7, (Ik"7););) is a configuration
decomposition of ¥’'. We define X’ by.

= ﬂgk/ (Q = <€a S ﬂ-/a ’}/7 O/> :: le Ea (Kl/7 (lkll)J)])l) U ﬁFCI;e/ap(H/) U BStul(S/)

Let n be such that  is of length n — 1, n/ be the length of ' and m be the length of =. We know that:
651/; (Q - <€’3’7T/7’}/’ > Q/7E’ (Kl7 (lk/l’J) ) )\BFrm(@ ) ﬂ- ’Y o > K;z’ (lk/n’j)j)

( U BFrm (€, Kl? k/l g > U BFrm 7Kl/+n7 (Ik/l+nl’j)j) U (U ﬁg;n(al? Kl/+n+n’7 (lk/l+n+n/’j)j)>

=1

which by Proposition ?? is equal to

( U ﬂFrm Ql? Kl’ lkl 7 ) U ﬁFrm 7Kl+n7 (lkl+n7j)]') U (U ﬁgm(Eb KlJrnJrn’ﬂ (lkl+n+n/7j)]—)>
=1

=1
Which implies that:
X/\X g /Bgl/71<<€7 S, 71-/7 7/7 al>7 Krlm (Ik/n’j) ) U BHeap( /) U ﬂSlaf(S/) = Xl/oc

We define A" = AU A, ..We know that X <: A and X/ . <: A] , therefore by Lemma ?? we have X U X/ . <
AUA], . = A" Moreover X’ C X UX], ., therefore by Lemma ?? we have X’ <: A’. We conclude by observmg
that since (P)) UA F Aj ., we trivially have (P)) UA - A’

o Rule applied is (A-DEACTIVATE):

(A-DEACTIVATE)

-H-S

[1]

Qo s,my,a) = Q -E-H-S=Q:{smvya) Q.

In this case Bey(Q2:: (€, s,m,v,@) = Q' -E-H-8) = Bey(Q 2 ({,s8,m,v,@) = Q-
immediately follows from the induction hypothesis.

- H - S), hence the conclusion

(1]



60

« Rule applied is (A-STEP):
(A-STEP)
(s,8') € Lifecycle 7 # ¢ = (s,8") = (running, onPause)
H(¢) finished = true = (s, s") € {(running, onPause), (onPause, onStop), (onStop, onDestroy) }
Us,myy,@) = Q-Z-H-S= ({,s',m,v,0p9):Q-Z-H-S

We have: ‘

X = ﬁgk(<€a Sa7T7’Y7a> - Q’ E’ (Kl’ (lkl’])j)l) U 61§eup(H) U 551!”(5)
Since we only focus on well-formed configurations, we have H(¢) = {l¢; (f — u)*[} for some activity class ¢ and
¢ = p. for some pointer p. We then observe that ay s = (¢, m,0 - v* - st* - R) :: €, where (¢, st*) = lookup(c, m)
for some m € cb(c, s), sign(c’,m) =71,...,7, ¢, 7 and:

R=((r; = 0)=" ripeir 0 0, (Ploet145 = v;)7=™)

for some values vy, ...,v, of the correct type 71,...,7,. By Assumption ??, we also have ¢ < ¢/.
Given that A :> X € Be,(¥), we have A :> Bgeap(H). We know that £ = p. € dom(H), and since local heaps
contain only locations whose annotations are program points, we know that £ € dom(G). Therefore there exists
H(A,b) € A such that A\ = Br(¢) = ¢ and Bap({c; (f — w)*[}) TS b. This implies that b = {|c; (f — 0)*[} for
some ©* such that Vi, By (u;) E™ 9;. Hence using the implications Chk included in (P) we get that:

(P) UA I LStatecr mo((NFS(c), (T, )7="); (0)F=<1¢, NFS(c), (T, )7<"; (L)*; 0%) (42)

Let A’ = AU {LStatec m,o((NFS(c), (T-,)7<"); (0x)*<t¢,NFS(c), (T+,)7="; (L)*;0*)}. From Equation ?? we get
that (P) UA F A/, '

Let G’ = G, for all i > 1 let K = K; and for all j > 1,(Ik"7); = (Ik"7);. Let also K} be a fresh empty local
heap and (Ik'"7); = ({(¢ = 0) | £}) :: €. Using Assumption ??, it is simple to show that (G’, (K7, (Ik"*););) is a
configuration decomposition of (¢, s, m,v,aps) :: Q-Z- H - S, and that:

A’ >: {LStatec m o((NFS(c), (T+,)"="); (02) =%, NFS(c), (T, )7="; (L)% 07)} > Ba(o.sr, K7, (K7);) (43)
Observe that 35, (7) = 85, (7). Besides A :> B, (Q-Z- H - S) implies that 85,.,(7) U BS,, (7) <: A, and we know
that since A C A’ we have A <: A’. Therefore by transitivity of <: we have :

Brucr() U B (7) <2 A" (44)
It is easy to check that X’ € B¢,(¥’), where X' is the following set of facts:

X' =BG ({68 vy, ) = O (B, (IK™)7)1) U BSeqp (H) U Bsiar(S)
Using Proposition ??, one can check that:

X/\X = Bé‘all(ae-s" K{7 (lk/Lj)j) U ﬂﬁacl(ﬂ-) U /thr(’}/)
Equation ?? and Equation ?? give us that X'\ X <: A’. We conclude by observing that since X <: A <: A’ and
X' C X U(X'\X), we have X' <: A",
« Rule applied is (A-HIDDEN):
(A-HIDDEN)
o= {l s,y Q) s € {onResume, onPause} (s',s") € {(onPause, onStop), (onStop, onDestroy) }
euQuldn )y EH-S=0uQu " 7y apg) Q- Z-H-S

This case is analogous to the case (A-STEP).
« Rule applied is (A-DESTROY):

(A-DESTROY)
H(¢) finished = true

QO :: (¢, onDestroy, m,v,a) = Q - Z2-H-S=Q:Q -Z-H-S

Let n be the length of Q. It is easy to check that (G U K,,, (K, (Ik"7);),,) is a configuration decomposition of
Q:Q-Z-H-S, and that X’ € e, (¥') where:

X' =BG (Q = L E, (K, (1K) ) 1) U Bitap(H) U Bsiar(S) € X
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Since X <: A, this implies that X’ <: A. We conclude with the trivial observation that (P|) U A - A.
Rule applied is (A-BACK):
(A-BACK)
H' = H[¢{ — H(¢)][finished — true]]
(¢, running, e,v,a) : Q-Z- H - S = ({, running,c,v,a) = Q-=Z-H'- S

Let b = H(¥). Since we only focus on well-formed configurations, we have b = {¢; (f — w)*,finished — o[} for
some activity class ¢ and some boolean value v. Let then ¥’ = H'(¢) = {¢; (f — w)*,finished — truel} according
to the reduction rule.
Given that A :> X € Bey(¥), we have A :> B, (H). We know that £ = p. € dom(H), and since local
heaps contain only locations whose annotations are program points, we know that ¢ € dom(Q). Therefore there
exists H(A,0) € A such that A = Bra(€) = c and Bpu({c; (f — w)*, finished — v[}) Cf b. This implies that
b= {c; (f — a)*,finished — 9} for some @*, % such that Vi, By (u;) T @; and By, (v) T 4. It is easy to check
that:
Bru(b') = {le; (f = Buu(u))*, finished > truel}
We define A’ = AU{H(), {¢; (f — @)*, finished — Tpo01[})}. Since H(A,b) € A we have by using the implication
Fin in (P) that:
(P)UAEFHW\ {e; (f — )", finished — Tyo01[})
Therefore (P)) U A A’. We then observe that:
H(Bran(0), BauV))  C3F HO\{les (f = @)" finished = frue})
Coe H, {le (f = )", finished — Tro01[})
Hence Bffmp(H ") <: A’. Tt is then easy to conclude this case.
Rule applied is (A-SWAP):
(A-SWAP)
¢’ = ({',onPause,e,~', @)
H(¢") finished = true o= {{s,i:m,"ya) s € {onPause, onStop} H({').parent = ¢
Q2 H - S=¢pu¢ 2Q-2-H-S

Just take G/ = G, K| = K, K = K}, for all j, k" = Ik*7, k> = [k™7 (we simply exchange the first local heap
an;i lﬁltersl with the second local heap and filters). The rest is kept unchanged: for all [ > 2, forall j, K] = K; and
K" = Ik,
It is quite simple to check that (G, (K, (Ik"?););) is a configuration decomposition and that the corresponding set of
abstract facts are the same.
Therefore Ben(¥) = Bea(¥'), which concludes this case.
Rule applied is (A-START):

(A-START)

s € {onPause,onStop} i = {|Qc; (k — v)*[} O+ serg(i) = (' H')  pesPie) & dom(H, H')
o= {c; (f- + 0,)",finished — false,intent — p,, ., parent — ([} H" = H,H',pc = 0, P}y = 1’

.H". S

(1]

€, s,imy,a) Q-2 H -8 = (p,constructor, €, €, . consructor) 2 (£, 8, T, 7, @) 11 Q-

Since we only focus on well-formed configurations, we know that £ = p,, for some pointer p”’ and some activity
class ¢”’. We then observe that oy, consirucror = (¢/,m,0 - v* - st* - R) :: €, where (¢, st*) = lookup(c, constructor),

sign(c’, constructor) = T loc d:
’ 1y.0.,Tp —> T and:
R = ((7’1 — O)iSloC,T’loc+1 > Dey (T'loc+1+j —> v;)jﬁn)’

for some values v1, ..., v;, of the correct type 71, ..., 7,. By Assumption ??, we also have ¢ < ¢'.
Given that X <: A, we have A :> Bf,m.,(i :: ), which implies that there exists 15 (b) € A such that A = S, (¢) = ¢
and Bgy (i) T b. This implies that b = {|Qc; 5[} for some © such that L; By, (v;) E™ . Using the implications Act
in (P) we get:

(P)UA F H(in(c), {lQc; oft) (45)

(P)UA F H(c, {c; (f — 0,)%,finished — ﬁls\e, parent — ¢, intent — in(c)[}) (46)
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Hence using the implications Cbk included in (P|) we get that:

(P) U {H(c, {c; (f ~— 0,)*, finished r false, parent — ¢, intent — in(c)[})}

F LStatec m o((NFS(c), (T, )7="); (0)"=1°,NFS(c), (T, )7="; (L)*0)  (47)

We define the set of abstract fact:

A = AU{LStates mo((NFS(c), (Tr,)7<™); (05)F<1¢NFS(c), (T, )<"; (1)*;0°)} U {H(in(c), {|@c; 0[})}
U {H(c, {lc; (f — 0,)*,finished — false, parent — ¢’, intent — in(c)})}

From Equation ??, Equation ?? and Equation ?? we get that (P)) UA - A’.

a) Configuration Decomposition: Let K|, be an fresh empty local heap. We take G’ = G U H' U {pc,p;n(c)},
(K}) = K} = (K); and (IK"7); 5 = ({(€+ 0) | £}) ze) = (1K), 5.

Since (G, (K;), K1, (Ik"7);) is a local configuration decomposition of £- @ (i :: 7) -y - H - S, we know that there
exists £’ such that (¢’ — i) € G. Moreover A :> S, (H) and serfy (i) = (i, H'), therefore by applying Lemma 2?
we know that A :> 3§, (H') and that GU H', (K;); is a heap decomposition of H U H' - 5.

Since ¢ = p!! we know that £ € G, hence for all i, 0 /s K;. By Lemma ?? we know that for all i, i A K.
Moreover p. and p;n(c) are fresh locations, therefore G’, (K;); is a heap decomposition of H” - S. Since K| is a fresh
empty local heap we easily get from this that G’, (K); is a heap decomposition of H” - S.

Using Assumption ??, it is simple to check that (G, (K7, (Ik7););) is a configuration decomposition of ¥’.

Let X’ be the corresponding set of facts:

B ((pe, constructor, e, €, . consirueror) = (€ 8,7, 7, @) == 0 Z, (K], (IK"7);)1) U ﬁgwp(H”) U Bsiar(S)

We are going to prove that X’ is over-approximated by the set of abstract facts A’.
b) Heap: We already saw that A :> Bf,’;ap(H "), and by applying Lemma ?? we know that Ogi (i) = Bei(i’). We then
observe that:

{H(in(c), {@c;o})} > {H(in(c), Bauli)} since S (i) T3 b= {@c; o))
= {H(’LTL(C), 5Blk(i/)} SiIlCC ﬁBlk(i) = ﬁBlk(i/) (48)
= {HBrav (P () Bon (i) } by definition

Also notice that:
{H(c, {c; (f = 0,), finished ﬁls\e, parent — ¢, intent — in(c)[})} = H(Bas (pe), Bew(0)) (49)
Moreover it is simple to see that we have:
Bfieap (H") = By (H) U Biiap! (H') U {H(Bra (pe). B (0))} U {{H(Brab (Pl o). B i)}
W/e already saw that S (H') <: A <: A’. This together with Equation ?? and Equation ?? shows that 85,,,(H") <:
?) Activity Stack: Let n be the length of €2, and let m be the length of =.

ﬁg,;«pc,constructor,E,E,apc,wm,mcmr> (s, a) s Q. E (K], (Ik'l’j)j)l)

’ . / .
= B (e, constructor, e, €, aup, construcior) s K, (IK'%7 );) U BE (s, T, v, @), K], (1K't )5)

Ul U B Kl (K500 Ul U BEmEn Ky, (KT )

1<i<n 1<i<m
By Proposition ?? this is equal to:

ﬂl’qrm«pcﬁ CO”SIVMCIOV, 57 g, apc.canstructor>7 K(/)7 (Ik/07j)j) U ﬁgm(<€v S, , 'Y, a>v K17 (lkl’j)j)

Ul U B K, () J UL U B K, (K1)

1<i<n 1<i<m
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We then observe that:
A" > {LStatec mo((NFS(c), (T, )7="); (04)"="°,NFS(c), (T, )7="; (L)*;0%)}

! 0 .
> ﬁgm<<pca constructor, €, €, apc.constructor>; K(l)7 (lk/ ’])O,j)

This proves that the changes to the activity stack are over-approximated by A’.
Rule applied is (A-REPLACE):

(A-REPLACE)

H(?) = {c; (fr — v)*,finished — ul}
Pe & dom(H) o= {¢; (fr — 0;)*,finished — falsel} H =H,p.— o
(¢, onDestroy, 7t,v,a) :: Q- =+ H - S = (p., constructor, w,7, Ay, consructor) i - E - H' - S

Since we only focus on well-formed configurations, we know that ¢ is an activity class and ¢ = p/, for some pointer
/

.

We then observe that oy, consmucor = (¢/,m,0 - v* - st* - R) = e, where (¢, st*) = lookup(c,constructor),
. l
sign(c’, constructor) = 1, ..., Ty — T and:

R == ((rz d O)iglocarloc+1 = DPey (rloc+1+j = v;)jgn),

for some values v1,...,v), of the correct type 71,...,7,. By Assumption ??, we also have ¢ < ¢'.

Given that A :> X € fBey(¥), we have A :> S5, (H). We know that £ = p| € dom(H), and since local
heaps contain only locations whose annotations are program points, we know that ¢ € dom(G). Therefore there
exists H(\,b) € A such that A = Br(¢) = ¢ and Bap({c; (f — v)*,finished — w[}) T b. This implies that
b= {c;(f — 0)*,finished — @} for some ©*,# such that Vi, Byy(v;) ™ o; and Byy(u) E™ 4. Hence using the
implications Cbk and Rep® included in (P|) we get that:

(P) UA I LStatec mo((NFS(c), (T, )="); (0)*<1¢, NFS(c), (T, )7<"; (L)*; 0%) (50)
(P)UA F H(c, {c; (f — 0,)", finished > false]})) (51)

We define the set of abstract A’ by:

A=A U {LStatecmo((NFS(c), (T~,)?=™); (05)*="¢,NFS(c), (T, )?="; (L)*;0%)}
U {H(c, {le; (f — 0,)*, finished Ezs\e\}))}
Let G/ = G U {p.}, for all i > 1 let K/ = K; and for all j > 1, (IK"7); = (Ik"7);. Let also K/ be a fresh empty

local heap and (Ik"7); = ({(¢ + 0) | £}) :: e. Using Assumption 22, it is simple to show that (G’, (K7, (IK"*7););)
is a configuration decomposition of (¢, s’, 7,7, &tp, constructor) == S+ Z - H' - S and that:

Bl comstractons K4, (K1) < {LStatec mo((NFS(), (T, }7<"); ()12, NFS(e), (T )77 (1)*30°)} < &

(52)
Observe that 85, (7) = S,.(7). Besides A :> B, (Q-Z- H - S) implies that 85,.,(7) U BS,.(7) <: A, and we know
that since A C A’ we have A <: A’. Therefore by transitivity of <: we have :

Bl () U Bl (7) <z A (53)

Moreover:

By (H') = BGup(H) U H(Bras(pe), Bon(0))
BG.p(H) U H(c, Baw({c; (-~ 0.)* finished — false[}))
A U H(c,{c; (f — 0,)" finished — false[}))

A’ (54)

AN

It is easy to check that X’ € S¢,/(¥’), where X' is the following set of facts:
X' = 551;(@, 5/7 T, Olpc.constmcmr> QL E, (Kl/a (lkll’j)j)l) U chl;elap(H/) U 5Smt(5)

SWe assume here that boolean fields are initialized to false. The proof can be adapted to the case where they are initialized to ¢rue by using the
implication in rule Fin.
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Using Proposition ?? one can check that:
XI\X = Bé’all(ae~s'7 Ki’ (Ik/le)j) U Bﬁ’acr(ﬂ—) U ﬁghr(’)/) U 61%ap<Hl>

Equation ??, Equation ?? and Equation ?? give us that X'\ X <: A’. We conclude by observing that since X <:
A <:A"and X' C X U (X'\X) we have X' <: A,
Rule applied is (A-RESULT):
(A-RESULT)
@ = (¢’ onPause, s, , @) H(¢) finished = true o= s¢e,a) s € {onPause, onStop}
H(!').parent=¢ (O F serll,(H({').result) = (w', H') H" = (H,H")[¢ — H({)[result — w']]
QDI IYZ Q-2-H-8§= <£7 S5,&,7, a@.onActivityResult> o QOI = Q= H// -8

Since we focus only on well-formed configurations, we have ¢ = p. and ¢’ = p/, for some pointers p,p’ and some
activity classes ¢, c’. Also, let H(¢) = {l¢;(f — 0)*[} and H(¢') = {;(f' — 0')*,parent — ¢, result — wf}.
We then observe that v, pnacivigresur = (€, m,0 - v* - st* - R) :: €, where (¢, st*) = lookup(c, onActivityResult),
sign(c”’, onActivityResult) = 71, ..., T, foc, o and:

R= ((Tz — O)iglocarloc—&-l = Dc, (Tloc—&-l—&-j = U;‘)jgn)v
for some values v1,...,v), of the correct type 71,...,7,. By Assumption 2?2, we also have ¢ < ¢”.
Given that A :> X € S, (¥), we have A :> ﬂgeap(H). We know that ¢ = p. € dom(H), and since local heaps
contain only locations whose annotations are program points, we know that ¢ € dom(G). Therefore there exists
H(\, b) € A such that A = B (¢) = c and Bpr({c; (f = v)*[}) C%¢ b. This implies that b = {¢; (f — 9)*[} for some
©* such that Vi, By, (v;) E™ ;. Hence using the implications Cbk included in (P we get that:

(P)U A F LStatecrmo((NFS(c), (Tr,)="); (01)*="¢, NFS(c), (T, )7="; (L)% 0) (55)

Similarly, there exists H(X, %) € A such that N = S(¢') = ¢ and Bep(H(¢')) Ci ¥, which implies that
V = {c;(f — o), parent — c,result — [} for some ©'*, \” such that Vi.Byy(v}) ™ 4/ and By, (w) T .
Hence by using the implication Res we get

(P)UAFH(e, {le; (f — 0)*[result — w][}) (56)
We define the following set of facts:
A" = AU{LStatecr m o((NFS(c), (T, JIEY; (0 )F<to¢ NFS(c), (T+ WS (L)% 0%) JU{H(c, {lc; (f = 0)*[result — @][})}

Equation ?? and Equation ?? prove that (P|) UA F A’

Let K be an fresh empty local heap. We take G’ = G[¢ + H({)[result — w']]J]U H', (K}); = K7 =: K1 2 (K)i>3
and (IK“), ;= ({(£ = 0) | £}) = e) == (kM) o (1K) 153 5.

Recall that £ € G, therefore w = H({).result is either a primitive value or in dom(G). Besides A :> Bgeap(H ) and
serfl,(w) = (w', H'), therefore by applying Lemma ?? we know that A :> Bf,i;’fl (H') and that GU H', (K;); is a
heap decomposition of H U H' - S.

By Lemma ?? we know that for all 4, w’ & dom(Kj;), therefore G’, (K;); is a heap decomposition of H” - S. Since
K is a fresh empty local heap we get from this that G’, (K;); is a heap decomposition of H” - S.

Using Assumption ??, it is simple to check that (G, (K, (Ik"7););) is a configuration decomposition of W',

Let X’ be the corresponding set of facts in Se,(¥’):

X/ = ﬂgk/ (<€7 S$,€,7, a[onActivityResult> = QO/ o Q, 57 (Kl/7 (Ik/ll’j)j)l) U ﬁ]?e/ap(HN) U ﬁStaI(S)

We are going to prove that X’ is over-approximated by the set of abstract facts A’. Similarly to what we did in the
previous cases, one can check that:

XI\X = 5g:n(<£3 S5,€,7, a[.onActivityResult>7 KL (lk/l,j)j) U ﬂ[?e/ap(H”)

And besides:
ﬁHeap(H”) = ﬁgeup(H|d0m(H)\£) U ﬁf?e;'['j (H,) U H(C’ ﬁBlk(H(g) [’]"GSUlt — 'U}/H))
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H(c, B (H (¢)[result — w']])) = H(e, Bpu(H (£))[result — Bya(w)]]))
= H(e, Bar(H (£))[result — Byu(w)]])) (by lemma ??)
<: H(e, b[result — w]])) (by Proposition ??)
< A (57)

We already saw that 6,%;},* (H') <: A <: A'. Moreover B5,,,(Hdom(r\e) € Bfieap(H) <: A <: A/. These two fact

and Equation ?? show that ﬂgelap(H ) <: A’. We can also check that:

Bgm“év S$,&,7, O‘[onActiviryResult>a Ki; (lkl17j)j)

<: LStatecr mo((NFS(c), (T, )7="); (05,) "1 NFS(c), (

Hence X'\ X <: A’. We conclude by observing that since X <: A <: A’ and X' C X U(X'\X) we have X’ <: A/
Rule applied is (A-THREADSTART):

T )PS0 (L)% 0) <: A

J

(A-THREADSTART)
o= {Us,m 0" v a) o' =l s,y a) = (0" e ") HW) ={;(f = v)*]}
lookup(c'run) = (¢, st*)  sign(c’ run) =7 25 7 o/ = (", run, 0" - st* - (1), > 0)FSIC py 1 s ()
QueuQ 2 H-S=Qu¢ Q0 - ¢v:=-H-8

Given that X <: A, we have A :> B§, (¢ :: ~). Moreover H(") = {c;(f = v)*]}, therefore there exists
T(A,b) € A such that A\ = B4,(¢") and B ({¢; (f — v)*[}) E b. This implies that b = {|¢/; &*[} for some #* such
that Vi, By (v;) T™ b;.
By well-formedness we get that ¢’ < Thread, and by Assumption ?? we know t/hzilookup(c’ ,run) = (", st*) implies
that ¢’ < ¢”. Moreover since lookup(c’,run) = (¢, st*) we know that ¢’ € lookup(run), hence we can use the rule
Tstart included in (| P)):

T (f = )" Ad <" Ad <Thread = LStatecs uno((NFS(A), NFS(N)); (05)FS¢ NFS(A); (1)*;0%)
(58)
We define the set of abstract fact:

A" = AU {LStatecs rno( (NFS(X),NFS(A)); (%)< NFS(A); (L)*;0%)}

From Equation ?? we get that (P) UA F A’
Let n be the length of Q :: ¢ :: ', and m the length of =. Let K be an fresh empty local heap. We take G' = G
and :

(K], (K" ) ignsmer = (Ki, (K)3)izn = (KL ({0 0) | €3) 12 €)) o (K1, (IK) ) ) nga<icnsm

Since (G, (K. i, (Iki’j )j)i) is a configuration decomposition of U we know that ¢ € dom(G). With this one can check
that (G, (K/, (IK"7););) is a configuration decomposition of ¥’
Let X' € BCnf( ") be the corresponding set of facts:

B (Q iz’ 2 4 B, (K], (IK);)1) U By (H) U Bsiar(S)

Let ng be such that € is of length ny — 1. It is quite easy to check that:
XN\X € B ((fs,my,a), Ky, (K™07)5) U BEL (6,47 86,0 ), Ky (IK™H19))
Since ¢ € dom(G), we have that:
A’ > {LStatec runo((NFS(X),NFS(X)); (05)"="¢, NFS(A); (L)*;0%)}

> B (0 el ) I (KTT))

Moreover since ¢’ only differ from ¢ in the fact that it has a smaller thread stack, we have:
Bt (L5, m.7,0), K (K707)5) € B (65,7, 8" 22 5, @), K, (IK™0) ) <2 A

This proves that X’ :> A’.




Rule applied is (T-REDUCE):
(T-REDUCE)

0a-m-y-H-S~0.-o 7.~ -H.S§
Q-ZE: (0,0, m,y,a) 2E -H-S=Q -2
Exactly like the (A-REDUCE) case.
Rule applied is (T-KILL):
(T-KiLL)

s (00,7 Yy 2 H S

H(") ={¢; (f — v)*,finished — _[} H' = H[l' = {c(f — v)*,finished — truel}]

Q-ZE:(l eea)y:E - H-S=Q-Z:=-H .S

Exactly like the (A-DESTROY) case.
Rule applied is (T-INTENT):

(T-INTENT)

(o, ") € {({l, s, m,y,a), (€, 8,0 =, y,)), ({8, 7,7, ), (€, 8,4 w7, )}

QueaQ - Ex(liza v, )2 - H-S=Qu¢ Q- Ex({,0,7,7y, )= -H-S

Trivial since there are no changes to the abstraction: Sc,/(V) = Bey(¥).
Rule applied is (T-THREAD):

(T-THREAD)

(907()0/) € {(<€a3a777’7701>a <€asa7r7€t = 7704>)a (<€a 537777’04>7 <f, Saﬂ-vét - ’)/,Oé>)}

QueaQ - Ex(l, 7 by, )2 H-S=Qu¢ 0 -Ex

Trivial since there are no changes to the abstraction: Sc,/(V) = Bey(¥).

(.0, 7"+ a)

=
—

=.H-

S
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